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Abstract

Random numbers lie in the heart of today’s digital world. Random numbers have a
plethora of applications in diverse fields. For example, random numbers serve as the
basis for Monte Carlo simulations, which aid in modeling the probability of diverse
outcomes in a process that cannot be determined easily because of the intervention
of random variables. In the field of social sciences, one must have a sound random
sampling method to be confident that the study group is a faithful representation of
the whole population that one intends to describe. My purpose to study Quantum
Random Number Generators (QRNGs) comes from their applications in cryptogra-
phy. For example, while developing a secure quantum communication link between
two parties, Alice and Bob, through the BB84 protocol, Alice needs to develop a ran-
dom sequence of bits that is encoded in the polarization of a photon, which is then
transmitted to Bob. However, random numbers have numerous applications beyond
cryptography. For example, they are used in the gaming industry, where different ran-
dom numbers have been used to design newer frame combinations where a user might
play. This lowers the ability of a player to recognize patterns in the game and thus
forces the player to rely on intuition. This can assist in psychometric analyses during
hiring procedures such as those implemented by giants like Morgan Stanley. Another
application of random numbers is in the field of randomized algorithms. Here, random
numbers are used to solve particular problems such as sorting books alphabetically in
the library, avoiding malicious attacks in page rank algorithms of the Google search
results, etc.

This thesis attempts to decipher the advantage of Quantum Random Number
Generators (QRNGs) over Pseudo Random Number Generators (PRNGs). With
a plethora of applications in cryptography, the question often arises - Is there an
advantage in using QRNGs over PRNGs in the cryptographic applications? Is it
right to say that the advantage of employing quantum random number generators lies
in the quantum unpredictability being better than computational unpredictability?
If yes, what would be the defining parameters? If not, then what is the advantage of
adding “quantum” resource to randomness? To define quantumness in QRNGs, what
exactly is the resource that gives an edge over algorithmically generated bit streams?

The first work in the thesis provides a method to generate QRNGs by using the
resource of quantum entanglement. Quantum Entanglement is a stronger resource
than randomness and thus, could be used more than just to provide random bit
streams. We use it additionally to provide device independence to our system, which
aids in circumventing different kinds of attacks possible on the developed QRNG.

Furthermore, we question from the user perspective, given a bitstream, is there
a method to see the quantum unpredictability signature in it by using any known
methods? This could delineate the smeared boundary between quantum and pseudo-

random number generators and thus, their respective application areas. Starting with

XV



elementary statistical tests, we have tried to differentiate the pseudo-random numbers
from quantum random number generators based on machine learning and algorithmic
randomness methods.

Finally, we generate shot noise-based QRNGs with two different sources, namely
laser and white light from an LED, and compare their randomness properties with
statistical test suites and study their trade-off between security and length of random
bit-stream required. In addition to the above studies, we have given one application
of PRNGs in the context of quantum key distribution to randomly make a choice of
basis for which Alice sends a particular polarization.

Oftentimes, QRNGs are proposed as the first practical application of quantum
technologies. This research addresses the query of whether QRNGs have a place in
the market of myriad quantum technologies to follow and are the knight watchman
of quantum technologies.

Keywords: Quantum Entanglement, Quantum Random Number Generation,
Device-Independent, Shot Noise, LED, True Random Number Generator, Pseudo

Random Number Generator
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“Quantum mechanics is certainly
imposing. But an inner voice
tells me that it is not yet the
real thing. The theory says a lot,
but does not really bring us any

closer to the secret of the ‘old

one.” I at any rate, am con-

vinced that He does not throw

dice.”

Einstein, Albert

Introduction to Quantum Random

Number Generation

Every war or battle ever fought in the world had to trade a lot of secret messages. And
behind every encrypted message, there is a use-case of random numbers. If we see
today’s digital revolution spurred by Google, ranging from search results in everyday
use to providing a digital identification mark for a system to fin-tech applications, it
requires the use of random numbers. Random numbers are numbers that are hard to
calibrate against any parameter as they are uncorrelated and uncertain to the extent
possible. However, from an academic point of view, dice as a source of randomness
was studied in the past by Francis Galton [4] in 1890 in his Nature article titled,
“Dice for Statistical experiments” where he argues why dice are a better choice of
randomness than shuffling identically marked balls in a bag or shuffling cards in a
deck on empirical grounds.

As random numbers serve the basis of Monte-Carlo simulations [5] as Monte-Carlo
simulations can be used to model atmospheric processes, such as light scattering,
radiative transfer, and climate change. In the field of social sciences, one must have
a sound random sampling method to be confident that the study group is a faithful
representation of the whole population that one intends to describe. It is also used
in the gaming industry where different random numbers have been used to design
newer frame combinations where a user might play. This design including random
numbers lowers the ability of a player to recognize patterns in the game and thus,
the player mostly relies on intuition. It can assist in psychometric analysis during the

hiring procedure by giants like Morgan Stanley [6]. A second application of random



numbers includes the field of randomized algorithms. Here random numbers are
used to solve particular problems such as sorting books alphabetically in the library,
avoiding malicious attacks in page rank algorithms of Google search results, etc. A
third application could be zero-knowledge proofs. In a statement, zero-knowledge
proof means that you can verify to a prover that you are telling the truth about a
statement without revealing the actual proof. Random numbers are an essential part
to zero-knowledge proofs and find applications in many areas ranging from blockchain

to data privacy [7, 8§].

1.1 History of Random Numbers

The field of random number generators has a rich literature in the computer science
community with applications ranging from encryption, allocating identity to different
systems, and the gaming industry. As proposed by Claude Shannon in 1948 [9] to
achieve the security of one time pad, one needs good quality and sufficient length of
randomness resource. Since then, “randomness” resource has been a topic of interest.
Attempts have been made to generate and use randomness as a resource [10], how-
ever, it is tedious to quantify this resource. The famous quote by John von Neumann
“Anyone who considers arithmetical methods of producing random digits is, of course,
in a state of sin.” points to the well-known fact that randomness generated from al-
gorithms is not the best bet for cryptographic applications as the uncertainty can be
calibrated using advanced algorithms. Quantum randomness comes into the picture
when the security /privacy of sensitive information is involved. The word “quantum”
signifies the use of principles of quantum mechanics to enhance the present-day se-
curity standards of encryption by providing a deeper calibration on the process of
generation than the output bit-stream.

Random numbers can be classified on various grounds. One of the classifications
is based on the process via which they are generated. This classification is highlighted
in Figure 1.1. This classification helps us in understanding where QRNGs fit in with
conventional methods such as pseudo-random number generators (PRNGs) or chaotic
random number generators (CRNGs) in the domain of random number generators.

Historically, the aim to develop unpredictable random numbers started with Pseudo
Random Number Generators (PRNGs). These computer-simulated algorithms gen-
erating random numbers are apparently random and deterministic in nature; for ex-
ample, techniques based on the mid-square method [11], linear congruential method
[12]. They are cost-effective, fast, periodical, and seed dependent. Nonetheless, in
cryptography, we also want the bits to be independent i.e. they should be both for-
ward and backward secure. Backward security means that an attacker who knows
the whole sequence cannot guess the next bit with a probability better than one-half.

While forward security means that knowledge of a part of the sequence doesn’t allow
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Figure 1.1: Classification of random numbers based on process of generation.
CRNGs: Chaotic Random Number Generators, PRNGs: Pseudo Random Number
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an attacker to compute the previous values of the generator with better accuracy
than guessing. With this definition in mind, one can get the cryptographically secure
pseudo random number generators (CS-PRNGs) which are used in various virtual pri-
vate network (VPN) services [13] or transport layer security (TLS) of mailing services
[14].

Another class of random number generators (RNGs), as shown in 1.1, provides
an alternative to unpredictability features. These generators are based on complex
chaotic systems. Hence, they follow the name Chaotic Random Number Generators
(CRNGs). A chaotic system is one where a slight change in input brings a tower-
ing change in output i.e. "The Butterfly Effect” [15]. For illustration, consider the
spontaneous chaos in semiconductor superlattices at room temperature [16]. Here,
the superlattice is a lattice where different layers have different materials with varied
compositions. Noise from one layer of the superlattice adds up to form a chaotic

system.

Although this method to generate random numbers fulfills the current needs, the
innate process generates randomness at the cost of increasing complexity (with no up-
per bound) and could easily be superseded by an eavesdropper without getting caught
and thus, doesn’t fit the requisites for Quantum Key Distribution (QKD) protocols
in quantum cryptography. For example, an attacker can access the chaotic system
with an initial condition, measure its input, measure the same physical observable
(output), and add spurious noise to produce a similar copy of the random data. Since
there is no characterization of noise, Eve’s probability of hijacking the communica-
tion channel and getting unnoticed increases exponentially. It is one reason we move

towards quantifiable physical and non-deterministic random number generators.

For traditional RNGs, such as PRNGs/CRNGs as depicted in Figure 1.1, their
randomness is advocated either on computational or stochastic complexity. Quantum
RNGs provide calibration a step further into the process of generation rather than the
output bitstream as in traditional methods. Alternatively, using a non-deterministic
and a non-physical random number generator is a viable option for attaining unpre-
dictability but includes human bias as a source of randomness and thus falls short of

trusting the source of randomness.

Hence, from the above arguments, it follows that quantum random number gener-
ators are the hobson’s choice for use of random numbers in the security domain. The
“quantum” choice uses fundamental properties of particles to exist in a superposition
state. This step is followed by the measurement process, which is a non-unitary pro-
cess, and one cannot calibrate the process better than probabilities. This uncertainty,
or other uncertainties like the Heisenberg uncertainty, are the underlying reason for
random number generators based on laws of quantum mechanics. If these uncertain-
ties are calibrated, there are no random numbers. Hence, for security applications, we

have moved towards random numbers generating uncertainties which are computa-
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tional or stochastic to ones which cannot be violated by nature. For example, defining
the position of a photon to arbitrary accuracy cannot be achieved, and thus, could be
used as a resource for generating quantum randomness. It is worth mentioning that
uncertainty pertaining to our ignorance, such as flipping a coin, is not a true source
of randomness (CRNGs). However, given the time constraint to calculate the result,
they are an optimized solution. The same statement is also true for PRNGs. The
uncertainty in PRNGs is attributed to the computational hardness of the algorithm.
One such computationally hard problem used in quantum cryptography is factorisa-
tion of bi-primes, which forms the basis of the asymmetric key algorithm. However,
with the advent of Peter Shor’s algorithm, patterns amongst such computationally
hard problems have started emerging, buttressed by special properties like superposi-
tion [17]. However, with the breakthrough of quantum algorithms, it is only a matter
of time that apparently complex systems, providing computational complexity as a

source of randomness, are solved.

1.1.1 Days of Recent Past

After the first relevant demonstration of optical QRNGs [18] in 2000, the field of
QRNGs has exploded with plenty of research papers in this direction that it becomes
difficult to keep track of where the quantum advantage is. Once researchers found out
that quantum random number generators have an advantage pertaining to their in-
nate assumptions of quantum mechanics, the initial research exploded in the direction
of numerous ways to generate these quantum random numbers ranging from Nitro-
gen vacancy centres [19] to perovskite light emitting diodes [1]. Today, smaller chip
implementations are in progress [20]. However, since the outcome is computational
and to date measured using computational methods, there has been a gap in how to
test these quantum random number generators. In 2010, after Pironio’s work [21], the
field got re-directed in the direction of exploiting quantum correlations to evade the
need to put trust in the devices used. The Figure 1.2 shows the transition of QRNG
techniques from device-dependent scenarios to device-independent schemes.

As a practical trade-off between security and bit-rate, an intermediate branch of
semi-device-independent protocols based on Bell’'s theorem has also emerged. All
these protocols use Bell’s theorem in one form or the other to guarantee partial or

full device independence.

1.2 Necessity of randomness as a resource

In this section, we will give numerous examples which explain why we study and use
quantum random numbers instead of their conventional alternatives. We cherry-pick

Google’s page rank algorithm as our first example as its impact is comparable to the
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Figure 1.2: Recent shift from device-dependent to device-independent protocols in the
QRNG domain. Each numbered data-point in the figure represents a good alternative
research method to approach device-independence [1]

industrial revolution.

1.2.1 Google’s Page Rank Algorithm

Google’s Page Rank Algorithm is one of the famous algorithms behind search results
and thus, influences everyday life in a plethora of directions. The algorithm classifies
webpages based on their popularity such that the most popular results can be shown
to the users. Heuristically speaking, the algorithm works as follows: a webpage X
is ranked as popular if it has multiple inbound links from independent webpages. In
order to calculate the number of incoming and outgoing links, the algorithm operates
by going to the source code of a webpage, looking for the outbound links, and jumping
to a new webpage. By doing this process iteratively, an accurate picture of the complex
network of links can be drawn. However, it may happen that a series of webpages
could be pointing to one another in order to try to fool the algorithm by not being
truly independent. It helps the webpage gain popularity maliciously. To avoid this
trap, one possible solution is that the algorithm jumps randomly to a webpage Y
(with a finite probability p) which is not necessarily in the list of outbound links of
the current webpage. By throwing in randomness into the algorithm, the algorithm

decides whether to follow a link or to randomly jump to a website, escaping traps.
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1.2.2 Cost of use of poor quality random numbers: Privacy

and millions of money, time and energy

Over the span of six years, from 2006 to 2012 there have been many reports of attacks
on cryptographic keys generated by weak PRNGs. A major incident happened in 2010
when an attack was carried out on users of Sony’s PlayStation 3 (PS3) game console
(in which data was stolen for at least 77 million users) pertaining to a flaw in the
implementation of the Elliptic curve-based digital signature algorithm by Sony which
used the same nonce(numbers repeating only once) multiple times for authentica-
tion [22]. The conferences DEFCON and Chaos Communication Congress are events
which to date organize events on finding security loopholes in cryptographic areas. It
was pointed out by researchers that many of the RSA keys used for encryption over
the internet use a poor random number generator and thus, are unfit for use in cryp-
tographic applications. Investigations revealed that the NSA intentionally secretly
lowered the security of the world’s popular hardware and programming solutions for
the purpose of crypto attacks on encrypted content (inclusive of attacks on RNGs):—
Dual EC DRBG (Dual Elliptic Curve Deterministic Random Bit Generator) was used,
a PRNG created and strongly pushed as a standard by the NSA. Only in 2013 did it
turn out that the NSA was the only one to have a backdoor for the generator. Upon
disclosure, RSA Security and the US National Institute of Standards and Technology
(NIST) instructed not to use the Dual EC DRBG generator [23]. On the same note,
Google confirmed that the IBM Java SecureRandom class in Java Cryptography Ar-
chitecture (JCA) generated cyclic sequences, which compromised application security
made for Android to support the electronic currency Bitcoin; the equivalent of a large
amount of USD in Bitcoins was stolen. Similarly, it is suspected that the attack on the
Tokyo cryptocurrency exchange MtGox, in which more than 800,000 Bitcoins were
stolen (which resulted in the declaration of bankruptcy by MtGox [24]) was related

to the poor implementation of random number generators.

1.3 Different types of classification of QRNGs

There are numerous platforms to generate QRNGs. For example, using an electron’s
spin as a qubit and if its superposition state is engineered or a maximally mixed state
engineered from an entangled state can be used to generate random numbers. We can
use the statistics of nuclear decays as well. Nonetheless, we are mostly interested in
QRNGs using optics.



1.3.1 Classification of Optical QRNGs on grounds of assump-

tions of the devices

Current optical QRNGs are classified into three broad categories based on the type

of assumptions involved about the generation source and measurement device, as

Assumptions
of Devices

Semi
Self
Testing

depicted in the Figurel.3.

Trusted
Devices
QRNG

s | DI - QRNG

_/ Continuous
Discrete | Variable

. Variable | |(using macroscopic/
\ (using SPAD) / '\ measurements) /

Figure 1.3: Classification of QRNGs on grounds of assumption of devices: Trusted
devices and Device QRNGs lie on extreme ends of the optimisation axis defining the
trade-off between trust on devices and bit-rate. The color shows pursued works in the
thesis.

The first category is built on fully trusted sources and typically can generate ran-
domness at a high speed with the security of these QRNGs being assured by properly
modelling the generation devices. The first category of " Trusted Devices” can further
be divided based on the type of variable being measured, namely discrete or contin-
uous. Discrete variable optical QRNGs (DV-OQRNG) are based on single photon’s
properties. For example, the state of polarisation of a photon, its arrival time or its
number statistics. Alternatively, continuous variable optical QRNGs (CV-OQRNG)
are based on collective properties of the photons, say, phase noise or shot noise of
the laser pulse. The fast detection of continuous variables uses a larger Hilbert space
compared to discrete variables and is easily expandable with additional components,
as per user requirements for specific applications, which makes them cover many of
the problems posed by physical, non-deterministic random numbers. Since we mea-
sure different properties of photons in discrete and continuous variables, the detection
scheme for both discrete and continuous variables must be different. One needs access
to good single photon counting modules based on avalanche photodiodes to measure
discrete properties. Other expensive but better alternatives include superconduct-
ing nanowire single photon detectors (SNSPDs), transition edge sensors (TES) etc.
On the other hand, continuous variable measurements are often accompanied by less

expensive photodiodes. Trusted device QRNGs imply trust in the good working of
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devices. However, if the device goes bad or is supplied by a vendor with malicious
intent, there is no way to check that. Hence, the need for self-checking QRNGs comes
into the picture.

Secondly, the other extreme is Device-independent QRNG, in which verifiable
randomness can be generated without trusting the actual implementation. These
QRNGs test themselves for any possible set of classical correlations or bad behaviour.
For example, constructing a witness operator to check for classical correlations. They
provide a higher security compared to fully trusted sources. However, it comes at a
cost of very low bit-rate [25]. One can say there is a trade-off between generation
speed and verifiability of QRNGs. Fewer the assumptions, higher the security and
the quality of QRNG. Device-independent QRNG uses Bell’s Inequality for certifying
the quantum random number generation process. If the value of the Bell parameter
S is greater than 2, it implies the correlations are non-local.

The third category, semi self-testing QRNG, is an intermediate category that
provides a trade-off between the trust on the device (or bits tested for quantum
origin) and the speed of generated random bits. It is the best practical solution.
Source-independent QRNG (SI-QRNG) and measurement device-independent QRNG
(MDI-QRNG) techniques come under this category. SI-QRNG completely trusts the
source while measurements are not trusted. On the contrary, for MDI-QRNG we
don’t trust the measurement. The source sends some auxiliary bits to check the
measurement device. The rest of the bits are used to generate a sequence of quantum
random bit-streams. Both these techniques are used when part of the system (either
measurement or generation source) is trusted. Many different protocols [26] have been
built up in this direction which alternate between test and generation rounds based

on another random number generator.

1.3.2 Classification of Random Numbers on Algorithmic ran-
domness

Random Numbers can also be classified on grounds of whether they are algorithmi-
cally constant or random and whether they are Turing-computable or not. A method
is called Turing-computable if it can be simulated on a Turing machine. Secondly,
methods that are algorithmically constant are the ones that are apparently random
amongst statistical measures of randomness; however, their process is algorithmi-
cally constant. With the two axes, namely Turing computability and algorithmically
random as classifiers, we start with the classification of PRNGs as shown in Fig-
ure 1.4. PRNGs such as mid-square method, or LFSR based random numbers fit
in the class of being algorithmically constant and Turing-computable. On the other
extreme, we have numbers that are not only algorithmically random but also Turing

in-computable. One concrete example is entanglement-based QRNGs. It is important
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Figure 1.4: Classification of random numbers on grounds of algorithmic randomness.

to note that not all QRNGs are algorithmically random and not all PRNGs are algo-
rithmically constant. Consider the following example: A laser source attenuated to a
single photon level fires photons, following a Poissonian distribution in time, and reg-
isters a click in the detector. This click corresponds to the bit “1” in the bit-stream.
The bit-stream “0” can be algorithmically introduced between these sparse ones (ow-
ing to the Poissonian distribution) such that the sequence is algorithmically constant
and patterns in bit-streams “0” can emerge. However, the overall sequence in such a
case is still Turing-incomputable as there is a quantum mechanical origin of bits “1”
which cannot be simulated. Hashing methods, however, are Turing-computable but
algorithmically random. They can be simulated on a classical computer given enough
resources. But are too complex that a simple algorithm can be written to catch these

highly a-cyclic random numbers.

1.4 Quantum Random Number Generators

1.4.1 Basic Parameters

QRNGs need to be characterized for two parameters. One is the quality of random-
ness, while the other is bit-rate. Although PRNGs are pretty fast (in Gbps), they

get rejected on the more important parameter, quality of randomness, in the context
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of cryptographic applications. This quality could be measured on different parame-
ters such as computational unpredictability or no statistical correlations. We evaluate
QRNGs with similar parameters, but unpredictability is defined on quantum mechan-
ical parameters. Statistical correlation independence follows the same methodology
as for PRNGs. Quantifying bit-rate for QRNGs is straightforward; say for discrete
variables, they hold a one-to-one correspondence with the measured results.

Figure 1.5 explains the typical procedure followed for a QRNG development. From
a physical process, measurements are made on quantum states and bits are assigned
through a particular method convenient to the experimenter’s choice as long as the
method is unbiased amongst bit assignments of “0” and “1”. The raw bit-streams,
although giving good performance on unpredictability, lack statistical independence
amongst the bits pertaining to experimental imperfections. This is circumvented by
post-processing the bit-stream with a hash function as discussed in Chapter 3. The
diagram shows two things. One, the advantage of quantum random number generators
is typically associated with the calibration of the blue box rather than conventional
methods of calibrating the raw output bit-stream. Secondly, the extracted random
sequence in the diagram is post-processed using the von Neumann extractor on the

raw bit-stream.

Extracted
Random
i Sequence
Raw Bits
Physical 010100101011011110 Post 11010010110
Source of —* Measurement > 0s | 1101004

Processin
Randomness g

Figure 1.5: Block diagram of a random number generator.

1.4.2 Life Cycle of a quantum random number generator

To describe the quality of a random number generator, understanding how the quality
gets affected by different processes in the life cycle of a quantum random number
generator is crucial. To address the query, researchers have traced out the journey of
a random number generator over different processes involved in the life cycle of the
random number generator [27].

Figure 1.6 shows the variation of quality of randomness (measured using computa-
tional methods) over the life-span of a typical random number generator. The initial
process, depicted by Step 1, denotes the physical process of generation using laws of
physics. For example, a single photon source (ideal or approximate) encoded in di-
agonal polarization (|D)) is measured in H-V basis ( mutually unbiased basis (MUB)
to D-A basis). These measured results are completely based on natural laws. This
detection may not be ideal pertaining to the detection scheme, that involves some re-

covery time and dead time before detecting the next photon. It can be circumvented
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Figure 1.6: Life cycle of a random number generator.

as we don’t care about the undetected photons but care that it is a single photon
when detected. However, the detectors have a wavelength-specific response. Also, the
challenges of on-demand single photon sources add to the deterioration of the quality
of random numbers generated since SPADs are click (on/off) detectors. The third
step is the digitization process. This process is more relevant for continuous variable
random numbers where the assignment of bits is typically based on the resolution
of the Analog to Digital Converter (ADC) used. During the digitization process,
the quality degrades due to the sampling choice of a particular distribution based
on human intervention. To compensate for all these biases introduced over different
steps, typically post-processing of the raw bit-stream, namely randomness extraction,
is used. The extraction process re-distributes the biases such that the quality of the
random number generator increases drastically. The last step is computational while
the first three are physical processes. We discuss this abrupt (and apparently ad-hoc)

increase in Chapter 5.

1.5 Objective of Thesis

The objective of the thesis is to test the quantum random number generator on
different fronts and thus, we take a step towards developing a test-kit for quantum
random number generators. This thesis attempts to decipher the domain advantage
of Quantum Random Number Generators (QRNGs) over other categories of random

number generators (RNGs) as discussed in Figure 1.1. With a plethora of applications
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in cryptography, the question often arises - Is there an advantage in using QRNGs over
PRNGs in the other applications? Is it right to say that the advantage of employing
quantum random number generators lies in the quantum unpredictability being better
than computational unpredictability? If yes, what would be the defining parameters?
If not, then what is the advantage of adding “quantum” resource to randomness? To
define quantumness in QRNGs, what exactly is the resource that gives an edge over
algorithmically or unpredictability-based generation of bit-streams?

The first work in the thesis provides a method to generate QRNGs by using quan-
tum entanglement as a resource. Quantum entanglement is a stronger resource than
randomness and thus could be used for more than just providing random bit-streams.
We use it additionally to provide device-independence to our system, which aids in
circumventing different kinds of attacks possible on the developed QRNG.

Furthermore, we question from the user perspective, given a bit-stream, is there
a method to see the quantum unpredictability signature in it by using any known
methods. This could delineate the smeared boundary between quantum and pseudo-
random number generators and thus, their respective application areas. Starting with
elementary statistical tests, we have tried to differentiate the pseudo-random numbers
from quantum random number generators based on machine learning and algorithmic
randomness methods.

Finally, we generate optical noise-based QRNGs with two different sources, namely
laser and white light from an LED, and compare their randomness properties with sta-
tistical test suites and other measures. In addition to the above studies, we have given
one application of PRNGs in the context of quantum key distribution to randomly
make a choice of basis for which Alice sends a particular polarization.

Often-times, QRNGs are proposed as the first practical application of quantum
technologies. This research addresses the query of whether QRNGs have a place in
the market of myriad quantum technologies to follow and are the night watchman of

quantum technologies.

1.6  Overview of Thesis

The Thesis is divided into seven chapters. The first chapter, i.e., this chapter, in-
troduces the reader to the motivation and the need for quantum random number
generators in security applications to preserve the privacy of sensitive information.
It further discusses classification related to quantum random number generators in
the random number generation domain. Furthermore, we classify quantum random
number generators based on assumptions of devices involved. In Figure 1.7, a brief
outline of the inter-connectivity of the chapters is drawn out.

Chapter 2 covers the preliminaries needed to understand the theoretical concepts

such as spontaneous parametric down conversion(SPDC) generation, develops theo-
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Figure 1.7: Thesis outline and inter-connectivity of the chapters: the figure is color-
coded for better understanding (red: quantum tools, blue: computational tools, all
other chapters are combination of these colors).

retical understanding of Hong-Ou-Mandel (HOM) effect and quantum entanglement.
It includes observation and characterisation techniques for the same. We, then, dis-
cuss different kinds of light sources following different statistics. Towards the end,
we discuss two illustrative experiments. With the first experiment, we draw a com-
parison of weak coherent pulse based and SPDC based single photon sources and
differentiate them based on information theoretic measures. For the second experi-
ment, we build on the conclusion of the first experiment that relates the amount of
single photon nature and randomness. We explore the said relationship further with
SPDC based single photon source. We see its variation along three parameters and
draw a connection between heralded single photon source and randomness.

Chapter 3 discusses different kinds of conventional random number generators
used in cryptographic applications. Specifically, the generators which are hardware-
friendly for Internet of Things (IoT) implementations such as Linear Feedback Shift
Register (LFSRs) based and Cryptographically Secure-PRNGs like ChaCha20. Fur-
thermore, the chapter discusses post-processing methods involved with random num-
bers. Finally, on the testing front, different measures of quantifying randomness are
introduced. It includes entropy-based metrics in probability space, statistical test
suites like NIST, Dieharder, etc.

Chapter 4 discusses the most secure QRNG based on quantum entanglement.
Here, we show how quantum correlations, specifically, quantum entanglement, can

be used to eradicate trust in the devices. It proves the advantage of using quantum
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phenomena to generate QRNGs. The entanglement checks are cross-verified using
tomography data combined with Bayesian estimation techniques. The use of relative
phase between two photons serves as a measure of device independence, which is
subdivided into the HOM curve as a certifier on the source front and tomography and
estimators versus the Bell parameter on the measurement-device-independent front.

Chapter 5 deciphers the distinction between PRNGs and QRNGs based on a given
bit-stream. However, it is observed that there is no distinction between the two meth-
ods if only the output file(in the form of bit-stream) is known. This observation has
been recently conjectured as a no-go theorem for QRNGs. We strengthen the theo-
rem by cross-verifying the analysis on our set of QRNGs and PRNGs and additionally
support the theorem on the machine learning front.

Chapter 6 discusses generation of random numbers from two different sources.
Both techniques use the different input sources (LASER and white light). However,
detection scheme for both is the same i.e. homodyne detection (using two photo-
detectors). We compare their results against standard tests of randomness such as
NIST and discuss the quantum advantage trade-off with cost for specific applications.

Chapter 7 summarizes the need of going through different routes of testing the ran-
dom number generators, namely to build a quality test suite for QRNGs. The chapter

provides a future outlook on the subject of quantum random number generators.

15



16



“The new theory, which connects
the wave function with probabil-
ities for one photon, gets over the
difficulty by making each photon
go partly into each of the two
components. FEach photon then
interferes only with itself. In-
terference between two different

photons never occurs.”

Dirac, P.A.M.

Developing the quantum tool-kit

for quantumness in QRNGs

Quantum optics is the most complete theory which provides experimental verification
on many aspects with an increasing generalisation from ray optics to wave optics, to
electromagnetic theory of light, to the outermost concentric circle of quantum optics
providing an explanation to virtually all optical phenomenon. We begin our under-
standing of these quantum phenomenon relevant to develop a tool-kit to characterise
QRNGs by first diving into different sources of light, followed by generation and

manipulation of quantum sources of light.

2.1 Light sources

Until recently, the major light source which was physically realizable was a thermal
source. The most widely used light sources were the incandescent bulbs, bright light
sources such as mercury lamps. With the development of lasers, a quest for different
kinds of light sources began. Broadly, we speak of coherence functions g'(xy, t; 7o, t5)
and g*(z1,t1; T2, t2) to describe different types of light sources. Typically, we define
sources at a fixed position i.e. gl'(t1;t2) and ¢*(t1;t2) or g'(7) and ¢?(7) where 7 =

toy — t1. The function ¢g'(7) is defined as

(2.1)



10 4
0.8 -
0.6 1
E
)
0.4 -
0.2 -
—— Lorentzian Chaotic Light
Gaussian Chaotic Light
0.0 Freeer Coherent Light

0 1 2 3 4 5
Fraction of Coherence Time (t/1:)

Figure 2.1: Different light sources characterized by field-field correlations as a function
of their coherence times

and the function g%(7) is defined as

0py - EDWEO + B+ B ) 0
I T EOWES®) (O + Bt + 1)) |

where E) and E) are the positive and negative frequency components of the electric
field E.

More explicitly, they can be written in terms of a and a' with the relation,

N | hws . o
E(+) (t) — Z 26623 aﬁae_z(wft_kf'r) é‘l_:a (23)
Lo

and
() hwy T Fi(wt—kpr)
E (t) = Z Eaﬁge l l 6[70 (24)
Lo

where [ is the direction of propagation of the field component, o defines the po-
larization vector and €;_ is a unit vector orthogonal to Ef
The coherence functions for different light sources are shown in Figure 2.1 and

Figure 2.2, respectively.

2.1.1 Coherent Sources

A source with an almost zero line-width is referred to as a monochromatic source.

Typically, gV (7) = constant for any perfectly monochromatic source. Laser sources,
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Figure 2.2: Different light sources characterized by Intensity-Intensity correlations as
a function of their coherence times. Gamma defines the coherence function of the
interference term of Lorentzian chaotic light source and sigma defines the standard
deviation of the Gaussian chaotic light source. Values chosen are for representational
purposes only.

typically, are monochromatic in nature. A coherent source of light, denoted as |a) is

generally referred to as a source with ¢ (7) = 1.

2.1.2 Thermal Sources

White light originating from a light emitting diode (LED) is a good example of a
thermal source. For white light emitted from thermal sources such as LEDs, the

photon number follows a Boltzmann distribution, characterized by the equation

p(n) = (1 — exp (;—Zf"» exp (_:;“’) (2.5)

Here, the system is assumed to be in thermal equilibrium at some temperature T, w

is the angular frequency of the field, and k is the Boltzmann constant. For large mean

photon number 7, the distribution becomes

n"

p(n) = tn)i (2.6)

which is a Bose-Einstein distribution with mean value <I> o< n. Here, the variance
of the photon number is found to be An? = #? +7m. The An? term of the variance

grows as the mean photon number increases, eventually dominating completely.
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2.1.3 Chaotic Sources

For a collision-broadened light, the first-order coherence function is defined as

g(l)(T) = exp(—iweT — L_LOI) (2.7)

and the second-order coherence function related through the Siegert relation as

g?(r) =1+1gW () (2.8)

For 7 = 0, the g (7) achieves a maximum value of 2.
In general, ¢ (r) < ¢®(0). This inequality indicates a photon bunching phe-

nomenorn.

2.1.4 Quantum Sources

Quantum sources are sources that show anti-bunching phenomena which can be ex-
perimentally verified with ¢?(0) < 1 [28]. The quantum source can be a quantum
dot or SPDC-based single-photon source. Consider an example of a Fock state with

n photons, a quantum state, |n), with

g(Z)(T) = g(Q)(O) =1—-— n>2 (2.9)

The values of ¢®(0) < 1 are an indicator of quantum-mechanical violation of
Cauchy inequality [29]. States of such a kind often possess sub-Poissonian statistics

unlike their counterparts, i.e. coherent states, which follow Poissonian statistics.

2.2 SPDC Process

Spontaneous Parametric Down Conversion (SPDC) defines the process which involves
generating low-energy photons from a parent photon in a spontaneous manner. Spon-
taneous, meaning that the process of energy transfer of the photon of energy w, to
vacuum modes is instantaneous. The parametric implication implies that no absorp-
tion of energy takes place in the material. The entire energy is transferred to the
down-converted photons as depicted in Figure 2.3. In the optical interaction of a par-
ent pump photon with the non-linear crystal, the two daughter photons, namely signal
and idler, are generated. This generation process conserves both linear momentum

and energy of the system such that

Wy = Ws + w; (2.10)
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Figure 2.3: Energy Conservation in a parametric process.
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Figure 2.4: Down-conversion of signal and idler photons.
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oy = ki + ki, (2.11)

The probabilistic down-conversion, as depicted in Figure 2.4 with a finite proba-

bility, is dependent on the crystal’s non-linear coefficient y(?.

2.2.1 Phase-matching conditions

The dispersion relation of a medium is described by the Sellmeier equations, which in

their most common form looks as follows:

ADZ AN
N -B ' N-B

n(\) = Ao + (2.12)

where Sellmeier coefficients A and B are determined experimentally.

Solving for the wave equation of a plane wave traveling in a non-linear medium
with polarization P leads to Fresnel’s equation. If one defines the ordinary and ex-
traordinary direction of propagation with respect to the optic axis of a non-linear
biaxial crystal, there are three different cases where the phase matching conditions
are satisfied. They are listed as follows:

Type 0:0—04+0, e—e+te,

Type I:e—o0+4+0, 0o—e+e,
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Figure 2.5: Collinear geometry for momentum conservation.
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Figure 2.6: Non-collinear geometry for momentum conservation.
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When Ak in Figure 2.5 approaches zero, we say that the momentum equations are
phase matched. One way to phase match is to cut and place the non-linear crystal
such that the pump beam falls on the crystal at the exact angle 6 such that it follows
the relation

iy — hiw — ki = 0. (2.13)

This technique is referred to as birefringent phase-matching. Only certain crystals for
which high birefringence compensates with dispersion precisely can show phase match-
ing [30]. Barium borate (BaByOy, or briefly BBO) and Bismuth borate (BiBsOg, or
briefly BiBO ) serve as good examples. Such crystals are angle tunable to meet the

phase matching criteria.

In the case of three-wave mixing, the phase mismatch can be compensated for by

an additional term in the equation:

Lo L9
kp—ks—ki—”Tmzo (2.14)

where m is an odd integer and A is the grating period of the crystal used.

This technique using periodically poled crystals is called quasi-phase-matching
and is common with crystals like Lithium niobate (LiNOgs, or briefly LN) and Potas-
sium titanyl phosphate (KTiPOy, or briefly KTP) crystals. These periodically poled

crystals are often temperature-tuned to match the phase-matching criteria.
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2.2.2  Hamiltonian

If we define af and a! as creation operators for signal and idler photons and a, is the

pump field, the Hamiltonian for the SPDC process can be written as

2
N R 1 e
H = Z hw(n; + 5) + hglds'd;'d, + h.c.) (2.15)
n=0
where 7; is the number operator corresponding to the harmonic mode of the pump,
signal, and idler photons, and g is a coupling constant directly proportional to Y of
the crystal used.
If we treat pump mode ay classically as a field with complex amplitude ay =

vo exp(—iwpt) and use constants of motion for this phenomenon, defined as,

~

[y + 1 + 21ig, H] = 0, (2.16)

A

[y — 1ig, H] = 0. (2.17)

One can find solutions to the time evolution of creation operators.

2.3  Hong-Ou-Mandel Interference

Optical setups provide a testing ground for assumptions of quantum mechanics. One
of the reasons is that the polarization of a photon is directly correlated to the spin
of a photon. And as Landau famously said, “There is no classical analogue of the
spin of a particle. It is its intrinsic property” [31]. Thus, polarization of a single pho-
ton is a quantum property which can be exploited for verifying quantum mechanical
assumptions.

Hong-Ou-Mandel (HOM) interference is a two-photon interference phenomenon. It
has become a standard technique for testing particles’ in-distinguishability [32], forms
the basis for linear optical quantum computing [33], measurement-device-independent
quantum key distribution protocols [34] and quantum sensing [35]. It is used to
generate quantum entanglement, to elaborate the concept of the quantum eraser. It
can also serve as a measure to distinguish quantum statistics of identical particles

[36]. Consider the input quantum state on the beam splitter as |¢,) ;.

Win)ey = @501 10) (2.18)
= [1:4),[1:k), (2.19)

where &} and bL are bosonic creation operators in beam splitter modes, a and b,

respectively. The photons can be identified by their respective beam splitter modes in
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Figure 2.7: Input modes (a, b) and output modes (c, d) of a beam splitter

addition to subscripts j and k which are reserved for their distinguishability in other
degrees of freedom, say polarization, arrival time, etc. The output modes ¢ and d can
be represented in terms of input modes a and b, as depicted in Figure 2.7 and can be

mathematically described as:

¢t = Ups [y™),, = VRal + VT (2.20)
d = Ups [v™ ), = VRa} + VT, (2.21)

The evolution of the input state |v;,),, under the beam splitter (with reflection and
transmission coefficients represented as R and T) operation, Upg results in the output

state [Yout) 4 Which can be written as:

(
— (VRal +vTb)) (VTal ~ VD) 0)a 222)
(

— (VTRala} + Talb! — Ralb] — \/TRZS}ZSL) [

(a}a, + aib] — ajbj — bjb})[0)a (2.23)

HOM is bi-photon interference and the easiest observable parameter to detect is co-
incidence probability. Typically, if two photons are distinguishable in n degrees of
freedom for a particular field mode, one needs a unitary matrix of the beam-splitter
of order 2™ x 2". For simplicity, let’s restrict to n=1. For the sake of experimental
ease, we choose polarization and arrival time as modes of distinguishability, one at a

time.

24



2.3.1 Distinguishability in Polarization

Let’s consider the distinguishable parameters j and k in the polarization degree of
freedom such that j=V and k=H falling on the input modes a and b on the beam
splitter as shown in the Fig 2.8.

IA)Tzl:H
o= | / BS(R:T)

Figure 2.8: Input modes to a beam splitter with orthogonal polarization

It is assumed that the photons are identical in all other degrees of freedom. Then

, the output state in Eq. 2.23 translates to

ou Lo AT 7 At 7 7t 7
) ea = Q(GLGL +aybl, — albly — b,b)[0)a (2.24)

These four possibilities are highlighted in Figure 2.9.

S 5

Figure 2.9: Four different possibilities for a typical beam splitter with two otherwise
identical photons except polarization. The diagram can be read left to right with
incoming photons impinging the beam splitter from left with difference of states in
one degree of freedom and leaving from the right.

In the case of identical photons, the input state to the beam splitter becomes
indistinguishable w.r.t. polarization as depicted in Figure 2.10.
As both the photons become identical in nature (i.e. j=k=H), the probability

amplitude of two modes out of the four possible modes becomes identical and gets
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Figure 2.10: Identical input modes to a beam splitter with same polarization (identical
in all degrees of freedom)

cancelled out, leaving only two possible outcomes, which, as shown in Figure 2.11,
show the bunching phenomenon. In addition to being a verifier of bi-photon interfer-

ence, it is also an indicator of the bunching phenomenon amongst photons.

/\(l) (IN)

Figure 2.11: Identical Input modes to a Beam splitter with same polarization (iden-
tical in all degrees of freedom)

Hong-Ou-Mandel interference can be used to reproduce quantum eraser experi-
ments like Young’s double-slit experiment with the difference that here, polarization

is chosen as a degree of freedom instead of position.

2.3.2 Arrival Time

Similar to the case of polarization, an analogy can be drawn for the arrival time of
photons. Let the two wavepackets containing identical photons (with each wavepacket
containing a single photon) arrive at the beam splitter, at times, ¢; and ¢, such that
T =1 — 9.

For such a case, the wave-functions can only be resolved in their arrival times,
only if 7 < 7., and are otherwise indistinguishable. The cases are depicted in Figure
2.12. For such a case, similar to the case of polarization, the four possibilities when the
two wave packets are distinguishable reduce to two possibilities with the probability
amplitudes getting canceled out from Eq. 2.23.

One can experimentally realize the drop in coincidence counts as a measure of
probability amplitude getting cancelled out by measuring the coincident counts as a
function of time or path delay. As a sample, the experimental results are shown in

Figure 2.13. The visibility V' of the HOM curve is analogous to the classical visibility
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Figure 2.12: Wave-packet overlap (a measure of distinguishable nature) as a function
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Figure 2.13: HOM curve displaying coincidence counts as a function of relative path
delay between photons



and is defined as
B Ny — N;

V=4 "7
Ng+ N;

(2.25)

where Ny(N;) are total coincidence counts corresponding to distinguishable and in-

distinguishable cases.

2.4 Quantum Entanglement

The aforementioned SPDC process can be used to generate quantum entanglement.
Typically, the above method is used to generate bi-partite quantum entanglement
with polarization degree of freedom. The quantumness in this method is due to the
pair of single photons. Using a discrete variable degree of freedom, one can generate
bi-partite quantum entanglement. As in classical mechanics or optics, one treats two
separate particles in distance as independent; instead, quantum entanglement is a
phenomenon which shows the existence of non-local correlations despite the arbitrary
distance. Unlike polarization, one can also generate higher dimensional quantum en-
tangled states with orbital angular momentum (OAM) degree of freedom and exploit
the dynamics involved with qutrits or qudits in general. The word “Verschrankung”
coined by Erwin Schrodinger in 1935 [37] and translated to entanglement describes
statistical interactions between two subsystems of a composite system. To classify
these interactions, Einstein, Podolsky and Rosen (EPR) through a thought experi-
ment doubted the fundamental assumptions of reality and localism to quantify these
interactions. In 1964, John Bell formulated an inequality that must be satisfied by the
Local Hidden Variable Theory (LHVM) as an alternate theory to quantum mechanics
[38]. The violation of this inequality implies that only quantum theory can explain

certain kinds of interaction as proposed by the gedanken EPR experiment.

2.4.1 Generation

There are multiple ways to engineer quantum entangled photons using SPDC photon
pairs. Here, we restrict ourselves to the typical case of quantum entangled photons in
polarization. In this section, we gently touch upon different methods of generation.
As shown in Figure 2.14, four different generation techniques are mentioned. For case
(a), the photon pair can be generated using a Type-I crystal where the interference
of orthogonally polarized photons from the input ports of the beam splitter generates
quantum entangled pairs after post-selection. For case (b), the two orthogonally po-
larized photon pairs (engineered by SPDC crystals in combination with HWPs) at the
two input ports of a polarizing beam splitter can be superposed to generate an entan-
gled state. Superposition can also be achieved by spatial overlap from beam walk-off
within birefringent crystals (Figure 2.14(c)). Spatial filtering can be used to remove

any residual spatial distinguishability. Although it leads to a loss of photon counts,
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its single-line alignment makes it a good bet against an ideal entangled photon source.
Before moving to case (d), we must understand that SPDC is a broadband process
(in wavelength) which allows phase-matching over a broad spectrum of wavelengths.
In many source configurations, the generated SPDC output travels through dispersive
materials where the photon pairs will pick up a wavelength-dependent phase. Methods
of temporal compensation using birefringent crystals such as Yttrium orthovanadate,

(YVO,) can correct for such errors as shown in case (d).

Post-selection

Tﬁ)aw)b FV)alHYy | 1HYalVp + VIalHYy | H)IHY + [V)sIV), [HYs[HY: + [V)s| V)
+H)q|V)a + [H)p|V)p
" |Hys|H),
®ore® PBS N b |H)S|H)L "" S' 1’ .
H). A g >g IV 8 g | [ > 8
¢ > O | H)s|V) | Beam VsV
BS a @ Y displacer
(a) @IV (b) [V)sIH); (c) (d)

Figure 2.14: Four major techniques for generation of polarization entangled photon-
pairs using SPDC sources, Image sourced from Ali Anwar et al. [2]

2.4.2  Quantifiers for bipartite system

There are many measures of quantifying quantum entanglement. We discuss the two
most fundamental measures on which all other measures are based, namely density

matrix based measures and Bell’s inequality.

2.4.2.1 Calculating Density Matrix from Quantum State Tomography

As Pauli basis transformations can be experimentally realized using a combination of
HWPs and QWPs, we use Pauli basis to represent our density matrix. For a single-
qubit, the density matrix can be represented as a function of Stokes parameter, .S;

and Pauli basis o; such that

3

.1 .
The set of four Stokes’ parameters that describe the polarization state of a single
qubit can be given a physical meaning as they are represented as Sy = Py +
By S1 = Puy — P, S2 = Pp) — P S3 = Pl —
Py

The above argument can be extended from single qubit to two-qubit tomography
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such that
3
ﬁ:§§:%@®@ (2.27)
i,j=0
where S;; = 5; ® S; where S; have been described previously.
Due to experimental imperfections, the obtained density matrices are noisy and
thus, constraints of physicality are placed in an ad-hoc manner. Namely, these con-

straints are
e The density matrix should be normalised i.e. Tr(p)=1
e The density should be real i.e. Hermitian or in other words pf = p

e The density matrix should be positive semi-definite i.e. all the eigen values

should be non-negative.

In Chapter 4, we discuss the procedure to get rid of errors(experimental errors cor-
responding to a non-physical density matrix) and measures that can be calculated

based on the density matrix.

2.4.2.2 Bell Inequality

Typically, Bell’s parameter, S, is used as a verifier for quantum entanglement in a
bi-partite system defined by the correlation coefficient F(a,b). The goal is to show
entanglement has quantum correlations which cannot be attained by change of basis.
The vectors a and b are chosen from the basis formed by vectors (a,a,) and (b,b, )
where vectors a and b differ by 7/8 and the relation between all four vectors, namely
a, a’, b and V', is highlighted in Figure 2.15.

S = E(a,b) — E(a,b') — E(d',b) + E(d', V) (2.28)

The correlation coefficient can be represented in terms of experimental counts,
i.e. coincidence counts N(«, 5) where o and 3 are the angles of the polarizers used
in making measurements of the entangled qubits [39]. In general, four different mea-
surements («, ), (ay, 5), (a, B1), (ay, 51) are required for the calculation of E(«, 3).
With the four such correlation coefficients, the number of experimental measurements
typically required becomes sixteen.

N(a, 8) — N(ag,B) — N(a, B1) + N(ag, 1)

Bl ) = N @ 5+ Naw, B T Mo o) + Nan gy 22

and

In a typical case where classical correlations are present, S is upper-bounded as

5 <2 (2.30)
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Figure 2.15: Different basis vectors to check the independence of basis property of
quantum correlations

However, Bell showed that for any local hidden variable theory to sustain as a funda-
mental theory, must satisfy these inequalities. However, it was later shown that if the
inequality is violated, then the local hidden variable theory is unable to explain these
correlations and any theory that could demonstrate the inequality violation is more
fundamental in nature. In 1981, building on the work of Clauser [40] with his famous
experiment, Alain Aspect [41] demonstrated Bell inequality violation and proved that
quantum mechanics is a more fundamental theory and no local hidden variable the-
ory could prove all predictions of physical reality. As there is no other theory which
is as verifiable as quantum mechanics, the burden of being the fundamental theory
falls on the shoulders of quantum mechanics. Being a probabilistic theory in nature
based on Heisenberg’s uncertainty relations, it has inherent randomness associated
with it. Quantum mechanics has been able to show a Bell violation, with optics as a
test-bench, and saturates Tseirlson’s bound of 24/2. One direction in the current lit-
erature is to perform loophole-free Bell measurements [42] and the other is to generate

random numbers based on quantum contextuality [43].

2.5 Comparing random numbers generated from sin-

gle photon sources

The aim is to study the dependence of randomness of QRNGs on the single photon
nature of the two different sources. One is the weak coherent pulses from a laser diode
attenuated to single photon level, characterised by p, and produces single photons
probabilistically. However, it also produces multi-photon events with some small

probability. The other source is a heralded single photon source from the Spontaneous
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Parametric Down Conversion (SPDC) process generated in a non-linear S-Barium
Borate (BBO) Type-1 crystal. Theoretically, it is a better single photon source but
is still probabilistic in nature. However, it is also comparatively resource-intensive.
Thus, we study the effect of random number generation for these different single

photon sources as shown in Figure 2.16.

On Demand

Single Photon Sources e L * L] L] [ ] L] °
Heralded ° ° ° °

Single Photon Sources
[ ] e e o0 ® [ ] [ ]

Weak Coherent Pulses

Figure 2.16: Different kinds of single photon sources (a) Ideal (Deterministic) (b) Non-
Ideal (Probabilistic) (c¢) Non-Ideal (Probabilistic) with some multi-photon events

2.5.1 QRNG based on Weak Coherent Pulses

A coherent laser is attenuated to a single-photon level. Once the beam is attenuated
to a single-photon level, it falls on a beam splitter. The attenuated beam follows Pois-
sonian statistics. The single photon has a probability to either quantum mechanically
tunnel through the separated gap (gap between the two prism mirrors of the beam
splitter) to get transmitted or reflected from the prism mirror. For a 50:50 beam
splitter, the beam has an equal probability to either get reflected or transmitted. It
can be seen as the beam is in superposition of both the states (the two states are
both the output ports of the beam splitter). Also, one should note, once the beam
is attenuated, the single photon has a probability to lie anywhere within the beam
waist (spatially) of the laser beam. (This technique itself could be used as another
variant of discrete-variable optical QRNG. It requires more detectors and thus be-
comes expensive and therefore isn’t a wise choice). Without digressing, it works as a
simple random number generator depending on whether the single photon is reflected
(labeled as “0”) or transmitted (labeled as “17). This method generates a random
number bit-string of zeroes and ones. The quantum mechanical process that a single
photon cannot be further divided exploits the inherent assumption that the photon
being the fundamental particle. The randomness of the beam splitter variant of dis-
crete variable optical QRNGs (DV-OQRNGS) is better compared to those exploiting
photon statistics of the single photon or its time of arrival. Primarily, because the
process of generating randomness depends on the time window and thus bias gets in-
troduced, unlike the beam-splitter based QRNGs where bias (in the form of deviation

from 50:50) can be characterized.
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2.5.1.1 Experimental Setup

We first discuss the experiment with weak coherent pulses (WCP) from a laser diode
source. The experimental set-up is described in Figure 2.17. Coherent weak laser is

attenuated using a variable optical attenuator (VOA).

BMC to SMA
connectors
BS SPCM
LASER _
(796 nm) * —> &
Function VOA C’Coupler
Generator SMF e .
(5Mhz) Coincidence

L4 o

Figure 2.17: Experimental set-up for random number generators using weak coherent
pulses; VOA: variable optical attenuator, BS: Beam Splitter

However, there are certain things to be careful about. One, since WCP source has
multi-photon events which we must remove before generating random numbers out
of it. We should also take into account the background. In our experiment, we used
WCP pulses of laser diode at 796 nm with a spectral bandwidth of 10 nm. The laser
diode is driven at a repetition rate of 5 MHz. In time domain, it translates to pulses

at regular intervals of 200 ns.

2.5.2 QRNG based on heralded single photons from an SPDC

source

The pump photons falling on the non-linear S-BBO crystal interact with vacuum
fluctuations and get obliterated. This interaction effectuates the generation of two
down-converted photons of half the frequency. Single photons are generated from
correlated pairs of down-converted photons by conditioning the detection of one of
the photons (heralding). Unlike the weak coherent laser, it is a strictly single-photon
source. The heralded single photons fall on the 50:50 beam-splitter and thus gen-
erate a random number sequence depending on whether the photon is transmitted
(labeled as “0”) or reflected (labeled as “1”) through the beam-splitter. Because we
constantly have to condition for the single-photon nature, it experimentally translates

to coincidences for the reflected and transmitted part with the heralded arm.
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Figure 2.18: Experimental set-up for generating random numbers using heralded sin-
gle photon sources through SPDC process; HWP: half wave plate, PBS: polarizing
beam splitter, SPCM: Single photon counting module, SMF': single-mode fiber, MMF"
multi-mode fiber, BPF: band-pass filter, BBO: Barium Borate

2.5.2.1 Experimental Setup

Laser emits a Gaussian beam at a wavelength of 405 nm. Initially, a half wave
plate (HWP) and a polarizing beam splitter (PBS) combination are used to have
control over the intensity of the beam. The output of the PBS (with an extinction
ratio of 1000:1) is horizontally polarized light. Another HWP is used to control the
polarization of the beam. A 50 cm lens is used to loosely focus the beam on the
non-linear crystal. Loose focusing ensures a large Rayleigh range. The two down-
converted photons, namely signal and idler, come out at the diametric ends of the
SPDC cone and are collimated using a 5 cm lens. The pump is blocked by a bandpass
filter of 10 nm centered at an 810 nm wavelength. The filter fixes the coherence length
of the SPDC photons to 32 um. Both signal and idler are separated by a prism mirror,
and the signal is collected in the 5x coupler. It goes through multi-mode fiber into the
single photon counting module (SPCM), an avalanche photo-diode (APD) detector
working in Geiger mode. It generates a current signal of substantial amplitude that
acts as the clock of the ID900 device to generate a time-stamp of the detected photon.
The idler falls on the beam splitter, and it has an equal probability of getting reflected
or transmitted. The coincidence time window to check for the heralded pairs is fixed at
3.6 ns. Coincidences between XY arms and XZ arms are checked to generate a random
bit sequence of zeros and ones. The triple coincidence detection corresponds to multi-
photon events from SPDC or accidental background counts. These are removed before
generating a random number bit-string. The experimental setup is shown in Figure
2.18.
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2.5.3  Comparative analysis of SPDC and WCP based random

numbers

We compare both the generation methods, WCP and SPDC based SPS passing
through the beam splitters. Intuitively, one knows that SPDC is a better single
photon source. Since the same beam splitter is used in both setups, the quality of
the single photon source should reflect in the quality of randomness generated. As
a measure to calculate the randomness quality, we use entropy as a parameter. It
is discussed in greater detail in Chapter 3. We use two different measures, namely
Shannon entropy (H;(X)) and min-entropy (Hs (X)), and calculate their difference.
In an ideal case, i.e. for an on-demand single photon source, its difference should fol-
low the equation (1 —1 = 0). For our experimental results, we see that the difference
for WCP based random numbers is H1(X) — Hoo(X)=0.0975 and for SPDC based
random numbers is Hy (X ) — Ho(X)=0.05375. The physical implication of the above
result is two-fold. Since the difference for SPDC is much closer to zero, it reinforces
the fact that SPDC is a better single photon source. Second, it confirms our intuition
that the quality of randomness is directly related to the quality of the single photon
source. We build on this intuition by calibrating the SPDC source and randomness

measures against different parameters.

2.6 Towards a relationship between single photon
source and randomness

We executed the setup, as shown in Figure 2.19, considering all the drawbacks en-
countered in our earlier experiments. We changed the crystal from BBO to pp-KTP
as the latter has a higher non-linear coefficient. We checked the variation of single

photon nature with time delay (7), pump power P and OAM order (1).

SMF
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Figure 2.19: Setup for SPDC based QRNG; HWP: half wave plate, PBS: polarizing
beam splitter, SLM: spatial light modulator, SPCM: Single photon counting module,
SMEF': single-mode fiber, MMF': multi-mode fiber, BPF: band-pass filter
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2.6.1 Quality of single photons and quality of randomness vari-

ation with time delay

We tried to evaluate the relationship between the quality of randomness, H,,(X) and
the quality of single photon nature, b = 1 — ¢*(0). This relationship is investigated
by varying the arm length Y with respect to arm length Z as shown in Figure 2.19.
The variation of arm length Y is modeled by varying the time delay in the Y arm
w.r.t. arm Z before generating the time stamp in the time to digital converter (TDC).
There seems to be a strong correlation between the two quantities i.e. b =1 — ¢?(0)

and H..(X) as we vary the time delay. The graph in Figure 2.20 depicts the same.
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Figure 2.20: Variation of single photon nature parameter g?(0) and randomness pa-
rameter H.,(z) with time delay 7 (in ns)

2.6.2  Quality of single photons and quality of randomness vari-

ation with pump power

Next, we evaluate the relationship between the quality of randomness, H.(X) and
quality of single photon nature, b = 1 — ¢*(0) by varying the pump power. No
clear evidence of variation of both parameters is seen with pump power. Although
pertaining to the rise of multi-photon events with a rise in pump power, it is expected
that both parameters will decrease with a rise in pump power. However, for this

small range of power, the ratio of multi-photon events is negligible compared to single
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photon events. Hence, both parameters appear independent of power as depicted in

the graph in Figure 2.21.
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Figure 2.21: Variation of single photon nature parameter g?(0) and randomness pa-
rameter H.,(z) with pump power P

2.6.3 Quality of single photons and quality of randomness vari-

ation with orbital angular momentum (OAM)

Furthermore, we tried to evaluate the relationship between the quality of randomness,
H,,(X) and the quality of single photon nature, b = 1—g¢*(0) by varying OAM values.
The motive of this graph was to understand how the effect of multi-photon events
corrupts the quality of both parameters. The effect of multi-photon events is too low
on the quality of random numbers or on the quality of single photon events and thus,
is ignorable. For a pump power of 1 mW, the effect is negligible. As the pump power
increases, the generation of multi-photon increases. The graph in Figure 2.22 shows
negligible variation of both parameters at 10 mW. This variation is small, analogous to
the small corruption of single photon nature by multi-photon events of the non-linear

process.
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Figure 2.22: Variation of single photon nature parameter g?(0) and randomness pa-
rameter Ho(z) with z component of OAM

2.7 Summary

In this chapter, we have built the foundational tool-kit to measure quantum phe-
nomena for QRNGs. It included the generation of quantum entanglement, Hong-Ou-
Mandel interference, and quantum state tomography. Next, we have discussed the
comparative analysis for weak coherent pulses based and SPDC-based random num-
bers. It is followed by further exploring the relationship between single photon nature
and randomness (with min-entropy as a metric). Both examples cover the discrete
variable QRNGs from Figure 1.3 which fall under the category of trusted devices. In
Chapter 4, we will discuss the experimental setup for a device-independent QRNG.
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“Random numbers should
not be generated with a

method chosen at random.”

Knuth, Donald

Computational tool-kit for random

number generation

In this chapter we focus on two different computational aspects. One, we discuss
the conventional methods, specifically PRNGs and CS-PRNG. Secondly, we discuss
computational post-processing methods based on the type of computational sources
used in the generation of bit-streams. QRNGs fall under the category of unpredictable
sources, which puts constraints on the type of post-processing methods involved to
break the biases introduced in the QRNG due to experimental imperfections. To
check the independence of statistical correlations, we use NIST-STS as a measure to
pick out the weaklings amongst random number generators. We discuss entropy as
a measure of randomness(unpredictability). We discuss why min-entropy is a good
measure after we see different generalizations of the entropy both in the information
and quantum information domains. Towards the end, we discuss one specific PRNG
for two reasons. Omne, to develop an intuition behind the working of the flow of
methodology for generation, post-processing, and characterizing PRNGs. This is
done to draw a similar analogy for QRNGs. Secondly, to use it for cryptographic

applications in quantum cryptography.

3.1 Conventional computational methods: PRNGs

The mathematical definition of PRNG is written as follows:
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Programming Lan- | Library PRNG type

guage

C rand() Linear  Congruential
Generator (LCG)

CH++ random Mersenne Twister
(MT-19937)

Python random Mersenne Twister

Python secrets Noise based

Python numpy.random PCG-64

Java base::RNGkind MT-19937

PHP rand() LCG

Ruby mt rand() MT-19937

MATLAB randn Ziggurat  algorithm
(based on MT-19937)

R runif() MT-19937 and others

Table 3.1: PRNGs used in different libraries with different programming

A deterministic function G : {0,1}™ — {0,1}" is a (d,e) pseudo-random number
generator (PRNG) if

1. m < n, and
2. G(U%) and U™ are (d, €) indistinguishable.

where € is the computationally distinguishability parameter between G(U?) and U™.

Since random functions are ubiquitously called from libraries in programming
languages which serve plenty of applications ranging from encryption, Monte-Carlo
simulation of a physical phenomenon to providing universal unique identifier on the
internet, etc. It can be said to be the heart of the internet. Table 3.1 showcases
PRNGs used in specific libraries of everyday programming languages.

We discuss two fundamental PRNGs whose computationally complex variants are
used in standard libraries. These are Linear Feedback Shift Register based PRNG
and Linear Congruential Generator based PRNG.

3.1.1 Linear Feedback Shift Register

Amongst pseudo-random number generators (PRNGs), one of the fast and easy-to-
generate known techniques for generating random numbers is linear feedback shift
registers (LFSRs). LFSR consists of shift registers whose input bit is a linear combi-
nation of its previous bits at each stage. It is typically computed using bit-wise XOR

40



operations and is often defined by a feedback polynomial. LFSR, a type of sequen-
tial digital circuit, utilizes clock-driven flip-flops. The electronic circuit comprises a
collection of d flip-flops and requires a seed of d-bits. If appropriate taps (XORing
position of bits) are chosen, LFSR produces a sequence of bits that appear random
with periodicity of (2d — 1) [44]. The operational concept of the LRNG is illustrated
in Figure 1. For ease of understanding, we use the convention £(d, s) to define d-bit

LRNG where d is a number of flip-flops and s is a d-bits initial seed value.

clock

Figure 3.1: Technique of generating LRNG using cascaded flip flops and XNOR.

An LFSR polynomial of d = 32 has suitable tap positions for maximum bit-length
generation, namely 32,30,26,25. The primitive polynomial (mathematical equivalent

of generating maximum length for LFSR) can be written as
L(d) = 2* + 2% + 2% 4 2% + 1. (3.1)

There are two types of LEFSR based on the type of XOR operation: Galois field-
based and Fibonacci numbers-based. Galois field-based has an easier software im-
plementation, while Fibonacci-based has an easier hardware implementation. This
is primarily because Fibonacci-based LFSRs don’t require additional ‘AND‘ opera-
tions and, thus, can easily be woven into the fabric of field programmable gate array
(FPGA). Being FPGA hardware-friendly, they are used in testing for power consump-
tion in integrated circuits. In particular, it is typically used to create test patterns for
built-in self-test [45]. On the low power front, LESR-based random number genera-
tors (LRNGs) are widely used in providing encryption to wireless technology such as
Bluetooth [46]. Additional benefit lies in the fact that the output is in TTL pulses,
which can be easily integrated to any other system further. Such random number
generators are easily implementable on hardware like (FPGA) [47] and, thus, could
provide easy access to “randomness” resource.

However, a single LFSR is completely insecure as a PRNG since given n con-
secutive bits of its output it is trivial to compute all subsequent bits. However, by

combining several LFSRs with the addition of a non-linear component, it is possible
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to get secure PRNGs.

3.1.1.1 Stream Ciphers: Adding non-linearities to LFSR process

One approach to building stream ciphers from LFSRs is to run several LFSRs in
parallel and combine their output using a non-linear operation. Such ciphers are
lightweight and therefore makes them suitable for operating at a high speed in power
constrained devices. The Content Scrambling System (CSS) is a system used for
protecting movies on DVD disks. This cipher combines two LFSRs using addition
over the integers. Another stream cipher, A5/1 is used to encrypt global system for
mobile communications (GSM) cell phone traffic is based on combining the outputs of
three independent LFSRs [48]. The Bluetooth Ej stream cipher combines four LESRs
using a 2-bit finite state machine. The SNOW 3G cipher and it’s predecessors which
are used to encrypt 3GPP cell phone traffic operate a little differently. They run
a single LFSR and generate the output from a non-linear operation on it’s internal
state. All these algorithms have been shown to be insecure and should not be used
for cryptographic applications. In simpler words, recovering the plain-text takes very
little time than a search on the complete key space for these ciphers. Other stream
ciphers like Trivium, Sprout, based on LFSR, are used in common day practice these

days.

3.1.2  Linear congruential generator

Linear congruential generator (LCG) is one of the fundamental building blocks of cou-
ple of cryptographically secure PRNGS such as Blum-Blum Shub [49], elliptic curve
cryptographic techniques [50]. The recurrence relation generating random numbers
for LCG is defined as

Xni1 = (aX, +¢) modm (3.2)

where X, represents the sequence of random numbers, and m, a, and ¢ are integer
constants which represent the modulus, multiplier, and increment of the generator,
respectively. It is used to model stochastic processes via markov chain model and

thus finds its applications in simulations.

3.1.3 Chacha20 Cipher

Many cryptographically secure PRNGs (CS-PRNGS) like Fortuna, ISAAC, Chacha20
have replaced their predecessors like Blum-Blum-Shub (based on LCG). However,
when it comes to faster implementation, nothing comes closer than the ones built on
microprocessor commands such as addition modulo two and exclusive OR operations.
For example, Chacha20 is one of the computationally secure PRNGs (CS-PRNGs)
built on the stream cipher Salsa20 [51]. Oftentimes, the security of these stream cipher
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(or derived PRNGs) is based on computational hardness as a resource. The same
resource defines the hardware implementation. Hence, there is a trade-off between
security of stream cipher or random number built on it and the speed with which
they can be run. As per Bernstein [51], ChaCha20 has good properties i.e. it provides
higher confidence in cipher security, while being consistently faster than AES on
machines without hardware accelerators [52]. Figure 3.2 demonstrates the generation
of a 512-bit chunk stream. Firstly, the initial 512-bit state of ChaCha20 must be
formed. This state consists of a few fields, namely, constants, key, block count and
nonces. Furthermore, the initial state is transformed by 20 quarter round functions
of two types: horizontal and diagonal. Each round function converts its 512-bit input
into a 512-bit output. Finally, the initial state is added to the output of the last round
function [53]. For the summation stage, both operands are seen as arrays of 32-bit
words with 16 elements (described as a 4 x 4 matrix).
128 bits 256 bits 32bits 96 bits = 512 bits

—— - v ————  (Initial State)
CONSTANTS KEY Blockl - \ONCE

Coun

Horizontal
Round

( Diagonal (,‘
I.‘r" Round

- _--\\‘ P
v l

+,

l

512 bit block of one-time pad

20 rounds

Figure 3.2: Working of ChaCha20 algorithm: 80 quarter rounds of mixing

Almost every stream cipher has two input parameters: a key k and an initialization
vector IV . The key is a regular one that is used in every symmetric key cryptography.
The IV acts as a randomizer and should take a new value for every encryption session;
otherwise, the stream cipher becomes highly deterministic. This ensures that the same
input key can be used multiple times to get different output key-streams. The IV can
be chosen to be kept open (not secret) and is often referred to as nonces (”number
used once”). QRNGs can step into the role of key or nonces if needed.

The components of 512 bit key are depicted in Figure 3.2 and described below:

e Constants: As the name suggests, they form the constant part of the key. It
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is 128 bits (or 16 bytes) in length and is initialized with the ASCII values of the
characters of the following string: ‘expand 32-byte k’.

e Key: This is the secret input key. It is 256 bits (or 32 bytes) in length in this
case (it can be 128 bit as well). Once user gives an input of 256 bit key, this
key is expanded using the algorithm which can serve both as a cipher or as a

PRNG source as per the needed requirement.

e Block Count: A counter that starts from 0 and is incremented to generate the
next chunks of OTP. There are 232 unique values of this field, so the maximum
length of the entire OTP with the same secret key is 256 GB. It takes up 32
bits(or 4 bytes) in length of the input.

e Nonce: They are 96 bits(or 12 bytes) in length. A unique number that can be
changed to generate a new OTP with the same key. Using each value of nonce

no more than once is crucial for providing a high level of security.

To generate the next 512-bits of the PRNG bit-stream, the block count field of the
initial state is incremented and the process repeats. The final result of ChaCha20
is extremely sensitive to changes of the initial state: flipping even a single bit of the
input leads to an unpredictable change of the result (like a butterfly effect). Moreover,
despite the round functions being reversible, it is impossible to convert the result of
ChaCha20 back to the initial state, because of the summation stage. This makes it
suitable for stream encryption. Figure 3.3 shows the structure of the quarter round.
The input of the quarter round consists of four 32-bit words taken from the input
of the round. Column and diagonal rounds supply the input to the quarter rounds
depending upon the row or diagonal of the previously defined 4*4 matrix. What
makes ChaCha20 simple to implement is that each quarter round is made up of three

basic operations which can be run easily on any microprocessor:

1. Add (A): Carry-less addition of two numbers: (a + b) mod 232

2. Rotate (R): Rotation of a 32 bit number by a fixed number of positions. R -

X represents rotation by X number of positions.

3. XOR (X): Exclusive OR between two 32 bit numbers: a & b

Together, all three operations form an ARX cell. The ARX cell is highlighted in
Figure 3.3.
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Figure 3.3: Graphical [llustration of quarter round in Chacha20 algorithm

3.2 Post-Processing Methods

3.2.1 Classification of Extractors

Randomness extractors are a class of functions which are used to extract randomness
from weak sources of randomness. The output of these extractors is an almost uniform
distribution bit-stream. The goal of these extractors is to remove biases from the
system. As the name post-processing suggests, the best way to get rid of biases is to
redistribute the bias evenly amongst all bits so that all bits are equally likely to have
the same bias. From a computer science perspective, they are also used in samplers

and expander graphs.

3.2.2 Calibration Metric: Entropy

The entropy of a random variable X is a measure of information gained once we know
the random variable X. To quantify it, we define Shannon entropy with a probability

distribution p, associated with random variable x,
H(X)=H(p1,....pn) = — prlogz(px) (3.3)
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3.2.2.1 Rényi Entropy
Rényi-entropy is defined as

1
1l -«

Hy(X) = log » ~ Px(x)" (3.4)
for a € (0,1) U (1,00). Many useful entropies such as min-entropy and collision
entropy can be defined using different o values to quantify processes like information
leakage and quality of privacy amplification in Quantum Key Distribution (QKD)
respectively. For a = 1, the limit yields the Shannon entropy (can be verified using
L’Hospital’s rule). In other words, Rényi entropies are a generalization of Shannon
entropy.

The min-entropy of random variable X is defined as

Hoo(X) = - logpguess (X)

(3.5)
where pgyess (X) = max Px ()
Consider the probability distribution
% forxz =1
Px(z) = (3.6)

entropy, in bits

Figure 3.4: Rényi entropies of X with probability distribution as in equation 3.6 with
| X| = 65 (blue line) compared to a uniform random variable U on 4 bits (red line).

3]

Relative Rényi entropy is a further generalization of Rényi entropy. This new

quantity [54] compares two different distributions p and q and is defined as

D (pxllax) i= —— log, (Z px<x>aqx<x>1a) (37

a_
Xex
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where a € (0,1) U (1, 00)
Special cases of this quantity cover mutual information and Rényi entropy as
shown in the equations below and hence are the most appropriate quantities to study

eavesdropping of any quantum channel.

1

Ho(X) = — log ¥ Px(x)* = —Da (px||1) (3.8)
Ia<X, Y) = inf Da (pr”pX & (]y) (39)
qy €P(Y)

For a = 1, Equations 2 and 3 reduce to

H(X) = pylogp, = —D (px]|1) (3.10)
ay €P(Y)

where a € (0,1) U (1,00) and D (px|lgx) are the relative entropies between two

probability distributions.

3.2.2.2 Properties of classical Rényi relative entropy

1. Do (px|lax) = Da (Nyix (px) || Nyix (gx))

The first property of relative Rényi entropy is that they satisfy data processing
inequality. Physically, it means that the entropy of the system D, (px||¢x)
doesn’t increase after passing through a classical channel. Classical Channel,

Ny |x, is defined as

v (Y) = D per Nyix (W | )gx (z)

2. Do (px, @ pxsllax, ® 4x,) = Do (pxy)llacxn)) + Da (Pxs)llaxa))

The second property defines the additive property of two independent measures

in different spaces.

3. Fora> >0, D, (px|lax) > Ds (px|lgx)

This is also known as the ordering property.

3.2.2.3 Relation between entropy and post-processing

The calculation of entropy is an important measure to keep an eye on how much
post-processing is required and how much € security a given system can provide. This
€ security is comparable for PRNGs and QRNGs given the type of random number
generator used. Compared to PRNGs, QRNGs provide security to a much larger
depth by calibrating the process of generation rather than the output bit-stream with
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min-entropy. Typically, the entropy is related to post-processing length, 1, and e

security by the formula,
Hmin * "N

B

Since all the parameters ranging from initial bit-stream n, €., security, bits per

= - 210g2(5ha5h) (312)

symbol B, and post-processed length [ are intertwined, we can compare the entropies
directly to the security random numbers provide. For a fixed post-processing length,
bits per symbol and initial bit-stream, one can say that larger the min-entropy, the
€nash Security is exponentially larger.

For quantum process characterisation, one needs to calculate the quantum equiv-
alent of the min-entropy and since Rényi entropy is a generalisation of min-entropy.
Researchers [55, 56, 57], have drawn an analogous formalism for the quantum regime
where the random variable X can now be replaced by the density matrix and in the
case of diagonalisable matrices, the density matrix formalism reduces to the classical

definition of a random variable.

3.2.2.4 Quantum Rényi relative entropy

The quantum generalisation of relative entropy is defined completely analogous to the

classical case.
D(pllo) := Tr [p (logy p — log, o)] (3.13)

where p and o are density matrices corresponding to two quantum states. If these
quantities are diagonal in a particular basis, they reduce to the classical relative
entropy and density matrices reduce to probability distributions. Also, one should
note that the quantum relative entropy reduces to special cases of von Neumann
entropy and quantum mutual information analogous to the classical case. Also, the
quantum channel is defined analogously to the classical channel by replacing density
matrices for probabilities.

Further generalization of this quantum relative entropy is quantum Rényi relative
entropy. Currently, the research area in this direction is still in progress. It suggests
three different generalizations, with all of them satisfying some basic properties. These

different generalizations are enumerated below.

1. Petz Rényi relative entropy is defined as

Da(pllo) :=

1
. log, Tr [p%c' ] (3.14)

where a € (0,1) U (1, 00).

2. Sandwiched Rényi relative entropy is defined as

1 a
l log, Tr [(0(170‘)/2(1/)0(1*“)/2“) ] (3.15)

Da(pllo) =
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where a € (0,1) U (1, 00).

3. Geometric Rényi relative entropy is defined as

~ 1 o
D.(pllo) :== ] log, Tr [0 (071/2p071/2) ] (3.16)

where o € (0,1) U (1, 00).

All the entropies defined do satisfy data processing inequalities. In addition to
the certification of quantum resources, these entropies can be used to characterize

classical and quantum channels.

3.2.3 Types of bit-stream Sources

Based on the quality and method of the bit-stream generated, the need and type of
extraction for post-processing are chosen. We classify the bit-stream on the compu-
tational front to aptly choose the post-processing method. Hence, the discussion on

post-processing follows the said classification of bit-streams. Consider the bit-stream,
1010101010101010101010 (3.17)

Such a bit-stream is predictable deterministically or has no randomness associated
with it. On the other end, we have an IID (independent and identically distributed)
bit-stream which is independent but biased. However, the bias, say ¢, is constant
and with simple post-processing methods can be evenly distributed. The second kind
of sources is bits that are independent but not identically distributed. In such a
case, the bits are biased and the bias is uneven. Parity of block-based extractors can
remove these uneven biases at the cost of reducing the length of the bit-stream. Such
extractors fall under the category of deterministic extractors which are discussed in the
following section. The third kind of sources are Santha-Vazirani sources [58]. These
sources are unpredictable in nature and thus, also known as unpredictable in nature.
As the name suggests, the bias in these bits is not only even but also dependent on
previous bits. This makes the bias unpredictable to track. In these cases, seeded
extractors come in handy which help in redistributing this bias evenly amongst all
bits such that no bits remain biased greater than e. Such extractors can be used to

simulate many problems of larger complexity classes.
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3.3 Randomness Extractors

3.3.1 Deterministic Extractors

Deterministic Extractors, C, are those which can map DFE : {0,1}¢ — {0,1}% such
that for every X € C, Ext(X) is € close to U,,. In simple terms, extractors that behave

deterministically in nature. The output bit-stream can be mapped from the input.

3.3.1.1 Von Neumann extractor

Von Neumann extractor[59] is built to remove systematic unknown biases. It is one of
the first and simplest extractors named after its developer. Consider a bit-stream of
sequences X1, Xo, X3, Xy, ..., X;, € [0, 1] whose bit-stream follows an independent and
identically distributed (i.i.d.) condition. However, if the probability of ones is biased
by 4§, i.e. P[X; = 1]=0 for some unknown ¢. To remove such systematic biases, he
proposed to go to a higher dimension by pairing the bit-streams in combination of two
(dimension d=2) bits, say, 00, 01, 10 and 11. This is followed by a reduction to one
dimension by drawing an equivalence between binary bits and equally biased pairs,
01 and 10. The drawback of the extractor is that it puts a very stringent condition

on bit-streams, namely i.i.d. and hence is not widely applicable.

3.3.1.1.1 Impossibility of a Universal Deterministic Extractor

: [58] informs us that there does not exist a deterministic extractor that can extract
even a single bit from unpredictable sources. This is sad news for the approach of
simulating randomized algorithms [60] and protocols with weak sources by determin-
istic extraction. Historically, this motivation led to the notion of seeded extractors

which are described in the next section.

3.3.2 Seeded Extractors

In cases where bias is unpredictable and dependent, i.e. Santha-Vazirani sources
[61], one needs an external good source of randomness to extract randomness from
the initial poor randomness source (Santha-Vazirani source). That’s where seeded
extractors fit in. As the name suggests, seeded extractors require an external seed.
The quality of this seed together with the construction of the extractor defines the
overall quality of the seeded extractor. The goal to use this extractor is to scramble
the biases of the initial source such that the bias is evenly redistributed and the
source becomes comparatively unbiased. The better the scrambling procedure and
the quality of randomness of the seed, the better is the randomness of the output

bit-stream. A fun fact is that it can also work for cases where bias is predictable.
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Thus, a sequence of complete zeroes can turn into a random number generator after

the post-processing via seeded extractor.

3.3.3 Toeplitz Extractor

The Toeplitz hash function comes from a family of two universal hash functions. The
input weak random sequence (X) (could be a PRNG or a QRNG) is written as a
column vector of length n x 1. The hashed output of the matrix multiplication(M X
X) as shown below is stored in column vector Y of shorter length [ x 1 as shown in

Equation 3.18 (illustrated in matrix form beneath it).

Ul><1 - Man . Anxl (318)
Y1 10 1 1
U 11 .. ...0/\1

Typically, it is assumed that the seed chosen is uniformly random. If it is, the
biasedness is evenly redistributed and thus, the weak source of random number gen-
erators becomes a strong one. This process appears like a feedback loop in the sense
that we use random bits to generate random bits. However, there is a catch. The
length of the seed required in this process is much smaller than the length of random
numbers generated. The expenditure comes at the cost of the bit-rate of extractor-

applied-QRNG. It gets shortened from length n to [ as illustrated in Figure 3.5.

3.4 Testing Mechanisms

We discuss statistical test suites for evaluating the independence of statistical corre-
lations between the bit-streams (a typical measure of randomness). In this regard, we
discuss tests described in NIST-STS. There are other good alternatives like Dieharder,
ENT, TestU01, but we don’t see an advantage of QRNGs (pertaining to experimental

imperfections) in that direction and limit ourselves to a typical standard.

3.4.1 NIST-STS

NIST has provided test batteries to check the quality of random numbers. The quality

check means that the statistical correlations are evaluated under hypothesis testing
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Figure 3.5: Biasedness of a weak source of randomness, generated from a QRNG,
redistributed with the aid of another short seed based uniform distribution to generate
an almost uniform random number sequence of shorter length. Here, n is the length
of input QRNG, d is length of the seed used to generate extractor’s input, [ is the
length of the output (extractor-applied-QRNG) and m is the min-entropy (Hs(A)) of
the source. The y-axes correspond to the probability distributions for different block
lengths.

that the said sequence is random. The test suite is a hypothesis testing suite where H
is the null hypothesis that the sequence is random while H, is an alternate hypothesis
that the sequence is not random. In the suite, the focus is on Type-I and Type-II
errors as depicted below in the Table 3.2 and obtained from [62].

True situation | Accept Hy (Not-Significant) | Accept H, (Significant)

Hy is true No error Type-1

H, is true Type-I1 No error

Table 3.2: Test static p value is equivalent to o where « is a threshold chosen for
Type-I errors.

One can assign a threshold o and § for Type-1 and Type-II errors, respectively.
The test-static p value defines the « value, and a and 8 are connected. Thus, keeping
a check on one is enough, and for NIST-STS, it is a. Lower « values mean higher (8

values.

3.4.1.1 List of Tests Included

e Frequency Test: This test checks for the equi-probability of bits 0 and 1 on
the entire set. The test is a derivative of the well-known Central Limit Theorem
for the random walk [63] .

e Block Frequency Test: The test seeks to detect localized deviations from
the ideal frequency of 1’s by decomposing the test sequence into a number of
non-overlapping subsequences and applying a chi-square test for a homogeneous

match of empirical frequencies to the ideal 0.5 [63].
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Runs’ Test: The non-parametric test looks at “runs” which are defined as
substrings of consecutive 1’s and consecutive 0’s. It considers whether the oscil-
lation in such homogeneous sub-strings changes abruptly (i.e. becomes too fast

or too slow).

Longest Run of one’s in a block: This test checks for the length of the
longest consecutive sub-sequence (run) of ones in a block to evaluate statistical

correlations of random bit string.

Binary Matrix Rank Test: The test checks for linear dependency between
fixed-length substrings of the original sequence and repeats the process until the

entire sequence is verified.

Discrete Fourier Transform Test: This test detects periodic statistical cor-

relation type features in the Fourier domain of the bit series.

Non-Overlapping Template Matching Test: This test checks the sequences
which display too many or too few occurrences of a given set of a-periodic pat-

terns. One also needs to ensure the independence of these a-periodic patterns.

Overlapping Template Matching Test: This test rejects sequences which

show too many or too few occurrences of m-runs of ones.

Maurer’s Universal Statistical Test: This test is designed to detect any one
of the very general class of statistical defects that can be modeled by an ergodic
stationary source with finite memory. Broadly, it is based on the fact that a
universal statistical test can be based on a universal source coding algorithm.
A generator should pass the test if and only if its output sequence cannot be

compressed significantly.

Linear Complexity Test: To ward off against any combination of LFSR
based generating mechanisms or the possibility of using the linear complexity
characteristic for testing randomness is based on the Berlekamp-Massey (BM)

algorithm, which provides an efficient way to evaluate finite strings.

Serial Test: The (generalized) serial test represents a battery of procedures

based on testing the uniformity of distributions of patterns of given lengths.

Approximate Entropy Test: The test is used to approximate entropy char-

acteristics based on repeating patterns in the string.

Cumulative Sums Test: The test is based on the maximum absolute value of

the partial sums of the sequence.

Random Excursions Test: This test is based on considering successive sums

of the binary bits (plus or minus simple ones) as a one-dimensional random
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walk. The test detects deviations from the distribution of the number of visits

2

of the random walk to a certain “state,” i.e., any integer value.

¢ Random Excursions Variant Test: As the name suggests, this test is a

variant of random excursions test based on random walk.

3.4.1.2 NIST Variants

Because tests like non-overlapping template matching test, random excursions and
its variant have multiple p-values, it becomes difficult to assign meaning to these
hypotheses. To overcome this issue, Sidak proposed a correction factor to give an
overall p-value for all the test suites. The correction factor was empirically calculated

to be 1.1 x min(p — value) amongst all 15 tests.

3.4.2 Dieharder

Dieharder [64] is a random number test suite built on its predecessor Diehard [65].
Similar to NIST-STS, it checks for the quality of random numbers by checking the
bit-stream for statistical correlations routed via chi-square hypothesis testing. With
a few exceptions listed below, Dieharder tests are analogous to NIST Statistical Test
Suite.The different tests include parking lot test, birthday spacing test, the craps test,

minimum distance test, etc.

3.4.3 Algorithmic Methods

Randomness has two different faces. One is statistical randomness, which is outcome-
focused. One can look for the unpredictability of the next bit-stream based on the
statistical correlations of the previous n bit-streams. The notion of algorithmic ran-
domness is on parallel lines to this direction of inquiry. Algorithmic randomness of a
bit-stream focuses on the computability of the algorithm on a universal Turing ma-
chine. As per the definition of algorithmic randomness, random numbers are classified

into four different categories, as highlighted in the diagram below.

3.4.3.1 Kolmogorov Complexity

For example, the well-known RSA algorithm used in cryptography trades hardness
for randomness between computational complexity classes bounded-error probabilistic
polynomial time (BPP) and polynomial time (P). Thus, different complexity classes
of computation lead to different classes of randomness. We take the general case of
NP-hard problem and trade its hardness for randomness to get a general definition of
algorithmic randomness. One such measure of randomness is Kolmogorov Complexity.
Kolmogorov Complexity is defined as the length of the shortest program to mimic the

computation of a given program.
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3.4.3.2 Borel Normality

A sequence is said to be Borel Normal, as defined by Emile Borel in 1909, if the
occurrence of every digit string of length m in a base r has equal frequency for each

m in the sequence [66].

3.5 LFSR based RNGs and their NIST Statistical
Testing

In this section, we test the quality of LFSR against NIST Statistical test-suites. It’s
a zero-sum game between the generation and testing scheme. Here, we show how
post-processing using XOR operations can pass the NIST statistical test suites for

the quality of random bits generated and, as described in the following section, can
be used on FPGA for QKD applications.

3.5.1 Quality check of NIST

We discuss four different variants of LESR. We discuss how the post-processing meth-
ods get complex before they pass NIST test suites if we use simple XOR operations for
post-processing. This highlights the need for choosing the appropriate post-processing

method for the pseudo random numbers generated.

Variant 1: £(d, s)

Here, the shift register £(d, s) is used to generate the maximum length bit-sequence
(2¢ — 1) and is tested for quality against NIST-STS. We observed that only in the
case of d = 128, 14 out of 15 NIST tests are passed. However, the LCT test fails. All

15 tests failed for smaller d values. The results are described in Table 3.3.

d-bit | NIST-tests | LCT
8 Failed Failed
16 Failed Failed
24 Failed Failed
32 Failed Failed
64 Failed Failed
128 Passed Failed

Table 3.3: Test result for LRNG L(d, s)

Results for the case of £(d, s) puts faith in the quality of the randomness test suite.

The failure d = 128 is clear as the bit-stream is generated via the linear operations.
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This holds for any d or s value in the LFSR generation scheme.

Variant 2: XOR(L(d, s1), L(d, s2))

We generate two random-bit-streams in this variation by using two different seeds (s
value), however, with the same d-bit LFSR. This also doesn’t improve the quality
of randomness backed by the intuitive understanding of LFSRs and highlighted in
Table 3.4. The primary reason for this failure is that the XOR is a linear operation
between two same d LFSRs. Finally, LRNG generated with primitive polynomials
implies both BM and LFSR are seed-agnostic. Hence, the results are similar to what

has been discussed in the previous variant.

d | NIST-tests | LCT

8 Failed Failed
16 Failed Failed
24 Failed Failed
32 Failed Failed
64 Failed Failed
128 Passed Failed

Table 3.4: Test result for LRNG XOR(L(d, s1), £(d, s2)).

Variant 3.1: XOR(L(dy,s1), L(da, s2))

For the third variant, we generalise the above XOR operation to consecutive d’s (d;
and dy being consecutive). The sequence passes NIST tests, except LCT for the
combination of as low as d; = 24 and dy = 25, as shown in TABLE 3.5. However,
the results for d; = 128 and dy = 129 are different. It is based on the fact that LCT
couldn’t identify it after the XOR operation.

d; dy | NIST-tests | LCT
8 9 Failed Failed
16 | 17 Failed Failed
24 | 25 Passed Failed
32 | 33 Passed Failed
64 | 65 Passed Failed
128 | 129 Passed Passed

Table 3.5: Results for LRNG Variant 3.1: XOR(L(dy, s1), L£(da, s2))
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Variant 3.2: XOR(L(dl,Sl), £(d2,82))

This variant differs from the previous variant on the combination of d-values used.
In an attempt to find lower d values for hardware implementation, we looked at
another variant of XOR(L(dy, s1), L£(d2, s2)), with dy and dy being consecutive prime
numbers. However, this didn’t provide any significant advantage compared to Variant
1, with results in TABLE 3.5. Also, the results did improve compared to Variant 3.1.
Specifically, for values of d; = 7 and dy = 11, the generated bit sequences pass all
NIST tests except for the LCT. For XOR(L£(127,s1), £(131, s2)) passed all the tests
and, thus, can be used for suitable applications, as shown in TABLE 3.6.

di-bit | de-bit | NIST-tests | LCT

3 5 Failed Failed
5 7 Failed Failed
7 11 Passed Failed

11 13 Passed Failed

113 127 Passed Failed
127 131 Passed Passed

Table 3.6: Results for LRNG Variant 3.2: XOR(L(dy, s1), L£(da, s2))

As evident from the preceding four variations of LRNGs, it is clear that XOR(L(128, s1),
L£(129,s5)) and XOR(L(127,s1), L£(131,s5)) pass all the 15 tests (14 NIST-tests +
LCT). To further investigate, we took 100 sets of random sequences for these two
cases and found that XOR(L(128, s1), £(129, s5)) fails 1.53% of the individual tests,
while XOR(L£(127,s1), £(131,s5)) fails 1.40% of any individual tests. With all the
consistency checks and good results, we implement both XOR(£(128, s1), £(129, s5))
and XOR(L(127,s1), £(131, s3)) on FPGA /hardware to be used in our QKD source.

3.6 FPGA implementation of PRNGs

Utilizing hardware like FPGA is necessary for QKD experiments, primarily because of
the generation of voltage pulses to control/trigger the operation of any circuit/hardware.
For this purpose, we prefer Arty 7 FPGA Evaluation Kit, Artix 7 35T FPGA [67]
from AMD to implement the proposed LRNG method. The design of this board is
specifically focused on providing a remarkably flexible Micro Blaze Soft Processing
System. The board incorporates an on-chip analog-to-digital converter and provides
ample 1/O options for generating and acquiring voltage signals. Consequently, there

is no need for an additional daughter board to facilitate interfacing with real-time
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signals. In addition to its specifications, this board boasts a compact form factor,
affordability, and suitability for our operations. Additionally, the board is low cost
($159), having a 100 MHz clock rate.

We have chosen Very high-speed integrated circuit hardware description language
(VHDL) codes for our implementation. One can use Verilog or another high-level
language like C or Python to program an FPGA. The generated random voltage
pulses are time-tagged, and subsequently, bits are tested against NIST-STS. The
resulting outcomes are presented in the Table 3.7. The VHDL code implemented on
FPGA can be obtained from the Ref. [68].

3.6.1 LFSR based PRNGs

The clock rate for random voltage generation is set to 1 MHz for hardware implementa-
tion. To test the random pulses generated from the FPGA board for XOR(£(128, s1),
L£(129, s9)) and XOR(L(127,s1), £(131,s5)), we connect both the ports (clock and
random signals) to the IDQuantique ID900 time-tagger. It records the arrival time
of these pulses and records it as time stamps. The recorded time stamps by the time
tagger are processed in Matlab to obtain a binary bit-stream. The data consists of
55 M random bits, where each set is recorded for 55 s. The TABLE 3.7 showcases
the results from our two proposed XOR methods. The results obtained are in good
agreement with the numerically obtained data. In all of these cases, all 15 NIST tests

were successfully passed.

Modified LF'SR NIST-tests | LCT
XOR(L£(128,s1), £(129,55)) | Passed | Passed
XOR(L£(127,s1), £(131,52)) | Passed | Passed

Table 3.7: Test results for bits obtained from Arty 7

Throughout the hardware implementation, the selection of an optimal clock rate
proved to be a crucial parameter due to the limitations in synthesizing certain code
configurations on the FPGA board. We systematically generated random numbers
for a 1 MHz clock rate using FPGA. The device consumes 64 mW of power for XOR
(L£(128,51), £(129,s5)) and 63 mW for XOR(L(127, s1), L£(131, s5)).

3.6.2 LFSRs in QKD

The VHDL code for generating random numbers via shift register is fed to the Arty
7 FPGA board. The setup for generating time stamps and corresponding voltage
pulses is shown in Figure 3.6. Along with random voltage pulses, we also gener-
ate clock pulses for referencing to assign random pulses as bits 0 and 1. The FPGA

board’s output is derived from its /O ports, featuring Pmod connectors in this setup.
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Typically, the clock and random voltage signal produced by the FPGA board must
be fed into the time tagger module to generate random bits. However, since the time
tagger module is equipped with an SMA connector, using a Pmod to SMA converter
shown in Figure 3.6 becomes imperative to establish the necessary connection. Fur-
thermore, in the QKD setup, the laser diode driver circuit also incorporates an SMA
connector. Consequently, the utilization of a Pmod to SMA converter is also crucial
to seamlessly integrate the FPGA board’s signals with the laser diode driver circuit.

The timing waveform in Figure 3.6 illustrates the waveform of the random voltage
pulses and reference clock pulses. We utilize a time tagger (IDQuantique ID900) to

track the timestamps of the clock and random pulses accurately.

. Enable RNG

Arty 7 FPGA

Time tagger/
Oscilloscope

éin i G
N .- Pmod to SMA Clock
converter

Clock pulses

Random pulses

Figure 3.6: The timing waveform of random voltage pulses and clock pulses was
generated from the FPGA board and obtained using an oscilloscope. When the RNG
and clock pulses are active simultaneously, it indicates a bit value ‘1’. Conversely,
when only the clock pulse is present without any accompanying random pulse, it
represents a bit value ‘0.

The primary application for LFSR in QKD applications comes into the picture
for P&M protocols. Our application is mainly dedicated to the BB84 protocol im-
plementation, which is one of the well-studied P&M and popular QKD protocols.
The operational functioning behind P&M-based QKD protocols is to use a particular
property of photons (say, polarisation/phase) to generate quantum states in mutually
unbiased bases, send them to another party who measures them, and form a key.
Say Alice chooses a polarization degree of freedom to encode and share the key with
Bob for communication. Alice needs to prepare her states which are indistinguish-
able (arbitrary) in four different polarisation quantum states, namely horizontal |H),
vertical |V), diagonal | D), anti-diagonal |A). To prepare this signal, Alice uses four

different laser diodes (one for each quantum state) and combines them. However,
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while combining, we need to ensure that laser circuits for all four laser diodes fire
randomly so that the signal is unbiased to all four quantum states. This requirement
is a pre-requisite for the unconditional security of any P&M-based QKD protocol.
To meet the specified requirements, we have developed a laser driver circuit that
utilizes random voltage pulses generated from an FPGA. Additionally, we have incor-
porated a 1x4 demultiplexer in the FPGA, which is controlled by randomly generated
select lines derived from LFSR-generated random bits. This demultiplexer ensures
that only one output port of the FPGA is enabled at any given time, thereby allow-
ing for activating a single laser diode at a time. By implementing this demultiplexing
scheme, we can generate four random polarization states in Figure 3.7. Figure 3.7
(top) presents the schematic diagram illustrating the demultiplexing scheme. The
random voltage pulses generated from Arty 7 for driving the laser diode driver circuit
are shown in Figure 3.7 (bottom). The optical setup of the QKD transmitter is shown
in Figure 3.8. Here, we have used a laser diode driver circuit (marked in red circle),
integrated with other optical components of the BB84 setup [69]. Information bits

are encoded in polarization and sent to Bob via the quantum channel.

(a) \—> Laser 1
Clock 1% 4 Demultiplexer Laser 2
—> Laser 3

Figure 3.7: a) Schematic of generating four TTL pulses using 1x4 demultiplexer using
the random bits generated from LFSR as a select line sg and s;. The select line enables
one laser at a time and performs the demultiplexing. b) Four colours representing four
random TTL pulses generated from FPGA to drive four corresponding laser diodes,
each diode corresponds to polarisation states (|H), [V), |D), |A)).
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Figure 3.8: The optical setup for BB84 QKD setup which includes a Arty 7 FPGA
board to generate RNG, which drives the laser diode driver circuit for QKD experi-
ments.

3.7 Summary

In this chapter, we have discussed the generation of PRNGs, CS-PRNGs, and based
on the type of bit-streams, the post-processing methods. Specifically, we saw one
concrete example of the post-processing method using XOR operations that influence
the NIST test results. We saw its specific implementation on an FPGA board which

was pursued in collaboration with hardware experts.
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“Quantum phenomena do not
occur in Hilbert space. They

occur in a laboratory”

Peres, Asher

Investigating Device-Independent QRNG

4.1 Introduction

The requirement of random numbers in cryptography is typically fulfilled by the use
of algorithmically generated random bit-streams, also referred to as pseudo random
number generators (PRNGs). PRNGs have many applications ranging from digital
signatures to IoT applications [70]. On the other front, military grade applications re-
quire highly secure random number generators. The quality of randomness in PRNGs
relies on their computational complexity and their length [71]. However, they can turn
obsolete in cryptographic applications pertaining to advanced algorithms which can
dig up the low computational resolution making the apparently random bit-streams
non-random. Quantum random number generators (QRNGs) provide an alternative
based on their quantum unpredictability (arising from the laws of quantum mechan-
ics) [18]. Various discrete [72] and continuous [73] degrees of freedom are useful in
QRNGs for their cryptographic applications.

On the testing front, as earlier discussed in Chapter 3, NIST Statistical Test Suite
[74], Dieharder [75], ENT [76] have been used to prove randomness of QRNGs. But
this is a half-baked truth. NIST Statistical Test Suite [74], as the name suggests, is
used for testing statistical properties like uniformity amongst PRNGs and thus, can
strictly be used to check for statistical properties of QRNGs. Nonetheless, for the
quantum case, one has to use quantum correlation validators like quantum entangle-
ment measures [77]. For example, given n bits, these quantum correlations forbid one

to predict (n+1)th bit. There is no common consensus on using a single quantum
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certification for all quantum random number generators and hence, different works in
the literature use different techniques for certification [78]. By certification, we un-
derstand that a given inequality can certify that the bits generated have a quantum
correlation. This work uses quantum measures like CHSH inequality violation [39] for
the same.

On the device-independence front, treating the process of generation and measure-
ment as a black box requires a lot of independent checks and, thus, resources. Our
technique, being device-independent, assumes no constraints imposed by the devices.
Such a technique can easily be integrated into faster device-independent protocols
[79, 80] by using an efficient non-linear crystal.

The chapter studies quantum correlations in QRNGs to exploit the resource of
quantum correlations for device-independence of QRNGs. Initially, we discuss the
theoretical framework required to understand the physical process of generation and
certification of random number generation. This is followed by the experimental
setup on how to generate random numbers from bipartite quantum entanglement. In
the results section, the random bits, generated quantum mechanically in a device-
independent manner, are tested for their performance against NIST Statistical test

suites.

4.2 Theoretical Aspects

Before discussing the experimental setup, we need to understand the theoretical
framework which circumscribes the quantum random number generation and test-
ing process. Firstly, we describe the generation of the QRNG process which is a
typical entanglement-based QRNG. Secondly, to test that our technique is device-
independent, we take the aid of quantum correlations between the two qubits. Device-
independence, as the name suggests, implies no faith to be put in the devices. To
develop faith on the source front, a HOM-type setup suffices, while to keep a check
on measurement devices, two independent measures based on Bell parameter viola-
tion are used. In simple words, the relative phase information between two photons
ensures device-independence. This relative phase information is manifested in HOM
to keep a check on devices on the source, while quantum entanglement keeps a check
on measurement devices. Thirdly, we discuss the typical method (NIST Statistical
Test Suite) of checking the uniformity of QRNGs.

4.2.1 Generating random numbers from quantum entangle-
ment

The use of quantum entanglement for the generation of quantum random numbers

requires the ability to produce high-quality entangled states. For this, we first use
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a HOM interference experimental setup (needed to prove source-independence). To
achieve the pair of entangled photons, once at the dip point of the HOM interference
curve, we make the photons distinguishable in one degree of freedom, say polarization
analogous to the quantum eraser experiment as described in [28]. This is done by
rotating one of the half waveplates by 45°. Theoretically, the output state of the
HOM interferometer (represented by point A in Figure 4.2) is given by

[a) = (12H),10), + [0), [2H),)/ V2

Typically for a general 6 rotation of the half-wave plate (HWP) with respect to |H)

in H — V basis, the state can be written as

(20)) = %coseqzma 0), + 10}, [2H),)

+%sm9(|H>a VY, — V), |H),)
+§sin9(|H, V) l0)y, = 10), [H,V),) (4.1)

If the polarisation of one of the photons is rotated by 260 = 90°, the state transforms

to

DO0) = S1H), V), = V), 1H),)
+5(1HV), [0}, + [0), [HV),) (4:2)

Because our detectors are click detectors, the post-selected state reduces to

1

V2

Furthermore, we generate random numbers through a bipartite entangled state. This

[YaB) = —=([H)alV)o — [V)alH)e) (4.3)

is achieved by tracing out one of the qubits of a bipartite quantum entangled pair;
the other qubit has an equal probability of being either H or V polarized (represented
by values py and p;). Mathematically, the probabilities after projective measurements
i.e. My=|H)(H|and M; = |V) (V] [81] can be calculated as

po = Te (Mo )(pas) = 5

and
p= T (M@ D(pan)) = 5

Here, p4p is the bipartite density matrix of the entangled state, and “0” and “1” refer
to binary bits, decided by the experimentalist. This equi-probable distribution is the

basis of generating random numbers from a bipartite entangled state. We employ

65



HOM curve as a certification technique where its visibility serves as a measure of
source-independence. Once you know that the visibility is good enough, we lose the

assumption of putting our faith in the devices on the source front.

4.2.2 NIST Statistical Test Suite

The NIST Statistical Test Suite is a hypothesis-based suite that checks whether a
given sequence is random. The test-static p gives the confidence level in the null
hypothesis, stating that a said sequence is random. The test suite entails 15 tests
with numerous sub-tests. These tests check for patterns in the bit-stream in long
as well as short range. The tests include auto-correlation, compression, and spectral
frequency based tests as discussed in Chapter 3. The cut-off value for accounting for
false positives in this hypothesis is set by choosing a p-value, and it can vary in the
range (0.1, 0.001) as referred to in the manual [74]. For our case, we use the default
value set at 0.01. Before testing against the NIST test suite, the data is post-processed
using the Toeplitz hash function. The advantage of using the Toeplitz hash function is
that it scrambles the ”quantum information” evenly amongst all bits. This is ensured
by the 2-universality of the Toeplitz hash function [82].
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Figure 4.1: Experimental Setup for entanglement based random numbers: (a) cer-
tification via density matrix (b) certification via direct CHSH Bell parameter (c)
generation of random numbers. Lj, Ly: lens, PM: prism mirror, MTS: motorized
translation stage, BS: beam splitter, PBS: polarising beam splitter, QWP: quarter
wave plate, HWP: half wave plate, BPF: bandpass filter, C'1,C2,C3: Coupler, D1,
D2, D3: detectors, TDC: time to digital converter, “X”, “Y” and “Z” denote path of
the photons to different detectors
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4.2.3 Theoretical framework to study Quantum Entanglement

Several authors [83] have provided methods to quantify “entanglement” as a resource
with the aid of different measures [84, 85, 77, 86]. One of the well-studied experimental
entanglement measures is CHSH inequality [87]. The CHSH inequality measures
correlations between two qubits using different measurement bases. For an entangled
pair A and B, we will label the bases for the qubit A to be a, @', and for qubit B to
be b, b’ respectively. This allows us to calculate the CHSH parameter S,

S = E(a,b) — E(a,b) + E(d',b) + E(d', V), (4.4)

where, E(a, b), represents the expectation value of the product of measurements in a-b
basis. The same holds true for other combinations of a’-b" basis. For CHSH parameter
S > 2, the measured state shows quantum entanglement.

Alternative to this measure, quantum state tomography (QST) estimates the den-
sity matrix, p describing a given state from projective measurements. Pertaining to
statistical noise in such experiments, Bayesian and Maximum likelihood methods are
used in finding the estimate p.s closest to the true density matrix p from the space of
physical density matrices P [88]. The premise to choose CHSH inequality is that it is
well studied, while the premise for density matrix choice is that it contains complete
information about a state.

Consider a 2-qubit state characterized by its density matrix p, which can be written
as follows:

T
P=1 D w000 ® Gy, (4.5)
i1,i2=0

where w;, ;, are real numbers and &; are the Pauli matrices. The state p can be
obtained from 42 (for a 2-qubit system and 4 refers to Stokes parameters [89] type
measurements) optimal measurements [90]. To assign a density matrix to a physical
state, (i) p must be normalized (Trp = 1), (ii) Hermitian (p’ = p), and (iii) positive
semi-definite ((¢|p[tp) > 0) for all unit-norm states |¢).

On the initial investigation of the outcomes of projection of state p with a sufficient
number of repetitive measurements, we employ least-squares (LS) inversion to esti-
mate prg of state p; from the projection probabilities approximated from measured
outcome frequencies. This method is limited by the contribution of statistical noise
and may return the state prs to be nonphysical (prs ¢ P), as it cannot guarantee
positive semi-definiteness.

Nevertheless, one can implement the approach of estimating p.s from set S using
a point estimator such as Maximum likelihood estimator (MLE) [90] or an uncertainty
region estimator like Bayesian QST [91]. The need to implement two different ap-

proaches of estimation is twofold. One, it keeps a check on statistical noise i.e. in
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a device-independent setting. Secondly, it draws a comparison between two different

approaches of estimation.

Bayesian quantum state estimation

Consider that any state (p’) in S is parameterized by a vector x, ensuring that any
value within x’s support yields a physical matrix. According to Bayes’ theorem, the

posterior probability distribution of x, given experiment results D [91], follows:

7(x) = %LD (x)mo(x), (4.6)

where Lp(x) represents the probability of obtaining the observed outcomes given
state prg, mo(x) denotes the prior distribution (reflecting beliefs about p before the

experiment), and Z is a normalizing constant ensuring [ dxm(x) = 1.

Access to m(x) enables computation of the expectation value of any function ¢ of

(@) = / dx(x) (7 (x)), (4.7)

facilitating determination of the mean and standard deviation of any quantity of
interest.

However, the numerical computation of the integral resembling in Eq. (4.7) proves
to be quite challenging. Hence, we have used the method of obtaining R samples
{2® 2@ 21 to approximate the Eq. (4.7) to:

G = 5 >0l (@), (49

r=1
as described in [91]. Lukens parameterizes the weights from Gamma distributed
random variables for the prior for my(x) and uses Monte-Carlo sampling methods for
sampling of R which together influence the outcome (¢(p’)). As sampling (performed
via the help of random numbers) is an integral component in the estimation of the
density matrix, the density matrix calculations form a feedback loop with the process
of random number generation. Thus, to avoid detection side attacks in a device-
independent setting and also draw a comparison, another estimator like maximum

likelihood is required.

Maximum likelihood quantum state estimation

Maximum likelihood estimation (MLE) identifies the density matrix most likely to
have produced the observed data D:

pure = argmaxp (Lp(p')), where p' € P (4.9)
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where Lp o< P(D|p’) represents the probability of obtaining the observed outcomes
D given state p/, as defined by a specific model [90]. Proper parameterization of
P’ ensures that the estimate (pyrp) is a physical state. This method has become
the prevailing approach to Quantum State Tomography (QST) due to its easiness.
However, pyrE is a point estimate, lacking quantification of result uncertainty.

Once the density matrix is calculated, we evaluate CHSH Bell parameter S, as an

upper bound, given by the formula,

where ¢;; and cgy represent the largest eigenvalues of C7C and C7 is the transpose of
C. The correlation matrix C with elements ¢;; is related to the density matrix p for a

2-qubit system by the relation

3
1 1o s

,7=0

as mentioned in [92].

4.3 Experimental Setup

The laser (TOPTICA-TopMode 405) with a center wavelength of 405 nm and a band-
width of 0.01 nm emits a Gaussian beam. The beam passes through a half-wave plate
(HWP) followed by a polarizing beam splitter (PBS). This combination gives control
over the intensity of the beam. A 50 cm lens (L) is used to focus the beam on a
Type-1 Bismuth Borate (BiBO) crystal of length 5 mm. The pump power before the
nonlinear crystal is 5 mW. Two correlated degenerate spontaneous parametric down-
converted photons are generated in the crystal in a non-collinear geometry assisted
via angle tuning. The photon pairs are collimated by a 10 cm lens (L) and separated
by a prism mirror (PM) to interfere in a Mach-Zehnder-like setup as shown in Figure
4.1. In one of the paths, a motorized translation stage MTS25-Z8, with a resolution
of 29 nm, is added to compensate for the extra delay, if any. The two output ports of
the beam splitter are initially used to show a HOM dip [93] as shown in Figure 4.2.
Once the two polarisation entangled qubits are generated as described in the the-
oretical section, one can simply detect one of the qubits in the detector following path
“X”. The other qubit is measured in H-V polarisation basis (path “Y” and “Z”).
Measuring this other qubit in coincidence with the photon in path “X” generates ran-
dom numbers as it gets detected either in the H polarisation (bit 0) or V polarisation
(bit 1) at a particular instant with a 50:50 probability as shown in Figure 4.1(c). The
detectors (SPCM-800-14FC with a dark count of 100 counts per second) are identical

in all three arms. To see measurement-device-independence on the detector side, the
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diagram of the setup is slightly modified after the beam splitter to take projective
measurements using quarter wave plate (QWP), HWP and a PBS combination as
shown in Figure 4.1 (a). On the contrary, to show the source-independence, HOM
curve is used as a certification technique. Its visibility serves as a parameter for
source-independence. For example, with good dip visibility, your need to trust that
the laser is behaving well evaporates. Thus, a high visibility of the HOM curve is
desired. In our case, we achieved a visibility of 97%. Since no phase information
is required to generate bit-streams, random bit-streams generated from maximally
mixed state of a bipartite system and single photon source are identical. The extra
phase information in the entangled case helps in providing security against attacks
on the source. After calibration of data points A and B (as highlighted in Figure 4.2)

using the HOM curve, we generate entangled states at these data points.

NIST Statistical Test Suite p-value(Dataset A) | p-value(Dataset B)
Approximate Entropy 0.985 0.546
Block Frequency 0.380 0.129
Cumulative Sums 0.973 0.557
FFT 0.979 0.973
Frequency 0.840 0.465
Linear Complexity 0.840 0.965
Longest Runs 0.060 0.966
Non  Overlapping  Template | 0.069 0.325
Matching

Overlapping Template Matching | 0.721 0.590
Random Excursions 0.843 0.383
Random Excursions Variant 0.435 0.621
Rank 0.993 0.084
Run’s 0.858 0.325
Serial 0.403 0.356
Universal 0.285 0.210

Table 4.1: p-value for different test suites: Dataset A corresponds to the entangled
state generated at Setting A, and Dataset B corresponds to the entangled state gen-
erated at Setting B, respectively, as highlighted in Figure 4.2. Both post-processed
datasets are 1.2 M long.
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4.4 Results

In this study, we have generated two datasets of 4.5 million (M) bit-streams from the
experimental setup shown in Figure 4.1. The data is recorded for two different cases:
Dataset A is recorded at the point of highest visibility of the HOM curve of Figure
4.2, which represents a maximally entangled state, and Dataset B is recorded 700 nm
away from the dip point, which degrades the quality of the above entangled quantum
state. After post-processing using the Toeplitz hash function, the length of random
numbers is reduced from 4.5 M to 1.2 M.
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Figure 4.2: Hong Ou Mandel (HOM) curve serves as a source-independence certifica-
tion for a polarisation entangled state at points A and B

The datasets are tested against NIST-STS for quality of statistical randomness,
and the results are highlighted in Table 4.1. Every test in Table 4.1 shows a test-
static p > 0.01, suggesting that the generated dataset is statistically random. For
example, the frequency shows the faith in our null hypothesis (sequence is random)
with a confidence or p-value of 0.84. A similar statement could be made for other
tests. Although the two datasets show a different quantum signature, the same can-
not be said about their randomness property with statistical measures. This could be
because of multiple reasons. For one, the post-processing of QRNGs is computational
and dominates its influence over the quantum nature of the dataset. Secondly, the
measure of randomness for the case of QRNGs is, typically, described as the mea-
sure of randomness (computational) appended to the quantum verifier implying that

randomness and quantumness are two independent parameters.
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Figure 4.3: Real part of the density matrix: Projection of an entangled Bell state
(Eq. 4.3) at point A in Figure 4.2 in H-V basis. The magnitude of each projection is
color-coded.

Im o

Figure 4.4: Imaginary part of the density matrix: Projection of an entangled Bell state
(Eq. 4.3) at point A in Figure 4.2 in H-V basis. The magnitude of each projection is
color-coded.
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SI‘. No. S S(PMLE) S(pBayesian)
Dataset A | 2.78 4+ 0.03 2.65 2.81 £+ 0.02

Dataset B | 2.51 £ 0.02 2.40 2.47 £ 0.01

Table 4.2: CHSH Bell parameter S value obtained via different methods is shown.
Column 2 shows direct S measurement; Column 3 denotes S obtained from p post-
processed with MLE; Column 4 denotes S obtained from p post-processed with
Bayesian estimation. |S| > 2 indicates quantum behaviour of the device.

The dataset A and B are obtained from two different quantum states, therefore
having different “quantum information”. Here, we have used the CHSH inequality (S)
as one such quantifier of entanglement, as given in Eq. (4.4). The CHSH violation is
measured from the direct observation as discussed in Ref. [39] and alternatively by
estimating the density matrix using Bayesian and MLE quantum state tomographic
techniques as in Ref.[90, 91].

For the estimation of S, the direct experimental measurements are taken using the
method outlined in Ref. [39], and results are shown in column 2 of Table4.2. The S for
the settings in dataset A and dataset B is well above the classical limit (|Scassicat] = 2),
indicating the quantum nature of random bits in both datasets. However, to eliminate
the possibility of assumptions based on device imperfections (say, detector efficiency),
we calculate P using Eq. (4.10). The estimated density matrices (pZ,, pZ,) are the
density matrices of the entangled photon states used to generate the datasets A and
B, respectively.

To estimate the density matrix for each dataset using MLE, experimental mea-
surements were performed as in Ref.[90]. Column 3 of Table4.2 provides the esti-
mated value of S(pyr) using Eq. (4.10). For the settings in dataset A , we estimate
S(pip) = 2.65 and for dataset B, S(p¥,5) = 2.40. The estimated real and imagi-
nary parts of p4;; p are shown in Figs. 4.3, 4.4.

The results in Table4.1 indicate a high confidence that both the datasets have
statistically independent random bit-streams. Additionally, the results shown in Ta-
ble 4.2 prove the quantum correlation. The table, although indicating quantum signa-
ture, shows some inconsistency amongst different values. This discrepancy arises due
to two reasons. One is that Bayesian estimation is better than MLE in cases where
the right prior is known (Dataset A in our case). Secondly, the effect of sampling can
bias the Bayesian estimation (Dataset B in our case). For Dataset B, right prior is not
known. This requires further investigation. However, the result provided in this study
positively concludes that the QRNG developed using polarization-entangled photon
pairs is statistically random and secure against source and detector side attacks as in-

dicated by HOM dip visibility and CHSH value respectively. A contrasting difference
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between our technique and randomness expansion protocols is that we have performed
sequential measurements bunched together for a quantum correlation quantifier, while
the semi-device-independent protocols sparse them in generation and test rounds with
some bias picked from a quantum source.

One open problem with random numbers is to investigate whether unpredictability
and statistical properties are inter-related. To address this query, one can use a metric

from information theory, specifically min-entropy [94], defined as:

HOO (X) = _logZ (pma:c)

where p,,q. is the probability of maximum occurrence of random variable X to quan-
tify the said relationship. It is observed that min-entropy for Dataset A is H(X) =
0.999735 and for Dataset B is Hy(X) = 0.999038. This decrease shows a relation be-
tween unpredictability and statistical properties. As there is a decrease in statistical
correlations (refer to p-values in Datasets A and B of the frequency test), there is a
similar decrease in unpredictability. We performed scrambling operations at different
lengths for the above datasets and found no significant change over length. One pos-
sible explanation is that the scrambling process is classical, and thus, it is challenging
to see quantum unpredictability signature in highly classically processed data. This
is supported by the fact that the p-values of the Frequency test and Linear Com-
plexity test are equal for Dataset A. These observations require further investigation
of the parameters of the algorithms used in the test suite to understand the differ-
ence between computational and quantum unpredictability which could be a possible

direction of future study.

4.5 Summary

In this article, we have provided a sanity check of the quantum source (HOM dip)
and investigated the working of a fully device-independent quantum random num-
ber generator. One can put a constraint on resources and translate the fully device-
independent scheme to measurement device-independent or source-independent quan-
tum random number generator protocols with automation of HWPs and calculation
of smooth conditional min-entropy (based on the density matrix). Other verifiers like
entanglement measure/witness can be used to define new protocols in the semi-device-
independent regime or for higher dimensions. Also, it is theoretically proven that the
visibility of the HOM curve is equal to the purity of input photons [95]. This provides
a correlation between closeness to the dip point and the amount of CHSH Bell viola-
tion as indicated by Table 4.2. Physically, it means that relative phase information
between two photons is used to prove device-independence and thus, preventing at-

tacks on QRNGs from Eve. Here, device-independence checks can be relaxed to cases
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where HOM serves as a check for source-independence or CHSH Bell parameter serves
as a security check for measurement device-independence. Sending the qubit which is
being traced out here, to another party, post-processing to consider loss over the chan-
nel and together with the addition of local operations using classical communication
(LOCC) can convert this random number generation scheme to a device-independent

quantum key distribution scheme.

75



76



“Artificial intelligence is not
a substitute for human intelli-
gence; it is a tool to amplify hu-

man creativity and ingenuity.”

Li, Fei-Fei

Strengthening the no-go theorem for

QRNGs

5.1 Introduction

Let’s consider a toy example to develop an understanding of how statistical testing
works, and what are their constraints. Consider that we are in Las Vegas playing
the roulette table. To simplify the explanation, let’s imagine that only red and black
outcomes are possible. In this case, the probability of a red or a black outcome are both
1/2, and the probability that a specific combination of m outcomes appears is 1/2™.
Let’s further assume that 19 reds have appeared in a row in last 19 rounds respectively.
Can we predict the next bet? Many among the hoi-polloi would bet in favour of the
belief that “the probability that the next is red is very low because there have been
already 19 reds consecutively”, and thus, place the next bet on blacks. The wheel spins
again, but, unfortunately, the outcome turns out to be red again. Furious, and with a
feeling of having been tricked, we decide to go to the director of the Casino to make a
complaint. The director, however, who is a quantum physicist, kindly tells us that it
is simply impossible that we have been tricked because the outcome of the roulette is
based on sampling a quantum process. We might have a hard time believing it, but
he continues, “Well, the roulette table has been here for 2 years now, and it generates
a new outcome every half second. This means that more than 130 million values have
been generated already. It’s true that the sequence that has just occurred is unlikely

and not typical (the probability of this happening is 2% ~ 0.95 x 107%). However, too
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much data has been generated during these two years, the 20-red-long sequence should
have happened approximately 120 times already”. To prove himself, he goes to the
records, processes the data, and detects that such a sequence has actually occurred
117 times. Thus, probabilistically, it was a perfectly random sequence. In general, a
statistical test “looks” at sequences, and if they are outside of what we might call,
loosely speaking, typical, it concludes that the sequence is not random. This brings
some limitations of course, since perfect random number generators, like the one in the
example above, also generate “atypical” sequences. The most relevant implication of
this fact is that perfect random number generators are expected to fail statistical tests
with non-zero probability when, by chance, they produce “non-typical” sequences.
Nowadays, statistical testing of random number generators is typically carried out
via batteries of statistical tests. The most commonly used batteries of statistical tests
today are the NIST- Statistical Test Suite [62], the Test U01 by [96], and Dieharder
suite [97]. Statistical testing is a useful tool when it comes to the detection of patterns.
Basically, it can be used to prove lack of randomness, however not as a tool to prove the
existence of randomness. In the next section, we discuss the second approach to testing
random number generators, which involves more advanced techniques like machine
learning models or measures of algorithmic randomness. Obviously, this approach
has it’s pros and cons. For example, this technique is universal and independent of
type of method used in generation process. However, it still tries to calibrate random
numbers based on the output bit-stream rather than the generation process. Other
alternatives, like modelling a QRNG source and calculating min-entropy, typically are
used to calibrate the process rather than output. Both the techniques lie at different
points on the optimisation axis between universality and robustness of the QRNG

model.

The predictable behaviour of PRNGs is vulnerable to advanced algorithmic attacks
[98] and deciphering using machine learning algorithms. Machine Learning (ML) is a
field of studying statistical models to be used by computer systems to perform tasks
without explicit instructions. These models are successfully employed in diverse fields
like pattern recognition [99] and recommendation algorithms [100] in everyday life.

They serve both as a consumer and generator of random numbers.

Previously, recurrent neural networks (RNNs) have been used to predict the bit-
stream of PRNG algorithms [101]. Here, we use a well-studied time series model,
namely long-short term memory (LSTM) model, to predict the next bit from the
previously known bit-streams. We compare its performance against NIST statistical
test suites (NIST-STS). On the generation front, due to the predictability of PRNGs,
quantum random number generators (QRNGs) provide an alternative in the field of

cryptography as a resource for “better” randomness.

“Better” randomness of QRNGs stands on the surface that natural laws of physics

forbid anyone to discern the next random bit generated. Quantum randomness is
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global randomness as it is based on a more broader definition based on assumptions of
quantum mechanics and addresses processes rather than algorithmic information the-
ory, which relies on the notion of individual random sequences using a self-delimiting
universal computer. As per Renner’s definition [102], the quantum advantage is shown
by appending a quantum quantifier of trace-distance. Proving the source of genera-
tion has quantum origin implies that QRNGs being better than PRNGs is a state-
ment that needs some experimental verification. Although a clear advantage can be
seen for quantum correlations where the correlations being quantum add privacy to
these bits. However, admittedly, QRNG raw bit-streams are not good on statistical
properties (built on the definition of uniformity than unpredictability) and are often
post-processed using hash functions [103]. Once the process of generation is complete
and the bit-stream is ready for use in real-world applications, is there a technique to
distinguish the source of origin (Quantum or Pseudo) based on the given bit-stream?
The question is of paramount importance in providing access to randomness bea-
con as a service. How does the user verify the bit-stream he received has quantum
properties? Some authors have shown that there is a direct anti-correlation between
quantumness and randomness. In this article, we try to distinguish them on machine
learning grounds. Without question, QRNGs provide an additional calibration on the
process rather than the output bit-stream. But does this nature get reflected in the
bit-stream generated? If true, randomness resource as a beacon service is a success
and we have solved the age-old encryption problem with QRNGs. Otherwise, where
does the user see the advantage of QRNGs? Is it just in using quantum correlations
to prove device-independence? With this motivation in mind, we discuss the possible

differentiating factors with four different computational tools.

In other words, from a user perspective that given a random bit-stream, it is
impossible to decide whether the generation process is classical or quantum if the
measures involved are Turing-computable with practical feasibility as a constraint.
Researchers have shown that QRNGs are in-computable [104].

In this data driven approach, we draw a comparison between pseudo random
number generators and quantum random number generators and provide experimen-
tal evidence of the no-go theorem on the machine learning front and two measures
of algorithmic randomness. The choice of PRNG and QRNG chosen are ones based
on current security standards. To be specific, ChaCha20, a computationally secure
PRNG (CS-PRNG), and quantum entanglement based QRNG are chosen to differen-
tiate between PRNGs and QRNGs. The testing fronts are similar to those proposed
by the authors recently and independently claiming in-distinguishability [105]. In
addition to a similar methodology followed from their work for in-house generated
QRNG and simulated CS-PRNG, we have appended the analysis on the machine
learning front. In the next section, we discuss the machine learning model and other

measures of randomness on the algorithmic front.
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Figure 5.1: Complete working of the machine learning model

5.2 Machine Learning Model

To capture dependencies amongst the bits, we assume there are N features that cor-
respond to a single bit-stream generation. Hence, we use convolutional methods to
extract these N features that could correspond to the bit-stream generation. The
dependencies between these features are further calculated by the LSTM model as
described in Figure 5.1. Finally, predictions are made based on learning the features
which provide an accuracy to our model. Comparing this prediction probability with

guessing probability captures the advantage of our machine learning model.

5.2.1 Extraction of features via CNN

Convolutional Neural Network [106] is a specialized type of neural network designed
for processing structured grid data, such as images. The key components of CNNs

include:

e Convolutional Layers: These layers apply convolution operations to the input

data, extracting features by sliding filters (kernels) over the input.

e Activation Functions: After convolution, an activation function (like ReLU or

sigmoid) introduces non-linearity to the model.

e Pooling Layers: These layers reduce the dimensionality of the feature maps,

retaining essential information while discarding less important details.

80



In an attempt to explain CNN to a quantum optics experimentalist [107] , we draw
out an analogy. To paint a picture, one can visualise the convolutional layers being
analogous to optical filters used in the experiments, feature extraction being analogous
to choosing the degree of freedom of photons to study, non-linear interactions of the
state being analogous to non-linear activations, pooling being analogous to the focus
of study, say fock states. This is one reason I believe that quantum random number

generators are quite useful for optical monte-carlo simulations.

5.2.2 LSTM Model

As the name suggests, LSTM looks out for both long-term and short-term temporal
dependencies using laws of differentiation. This is a better choice of temporal modeling
compared to conventional recurrent neural networks (RNNs) solving the vanishing
gradient problem with an extra cell for long-term context. LSTM is the basic building
block of its model. The cells concatenated horizontally form the information highway
for context where the output of one cell is input to the next cell. In this section, we

describe its working in detail which is also illustrated in Figure 5.2.

5.2.2.1 Working of the LSTM cell

Since we are interested in catching temporal dependencies, we need to understand
how the context (previous bits in our case) based prediction happens. For contextual
information to be available at hand, we look into how this context is stored in the long
and short-term memories of the LSTM cell. Long term stores context for longer tem-
poral correlations between the bit-stream while the short term stores context for the
last few recurring bits. However, both long and short-term cells influence each other.
All this working of the time-series forecasting model can be understood in terms of the
simplest recurring unit of LSTM, the LSTM cell. Succinctly, it is an information high-
way for context (systematic biases of the optical equipment used reflected in previous
bits) to find long-term and short-term dependencies of the n'* bit-stream on previous
bit-streams. Now we focus on how the long-term context is stored in the memory of
the LSTM cell. The cell state C;_1, in Figure 5.2, represents the information stored in
the long-term memory. The hidden state h;_; depicts the information stored in the
short-term memory. For the next cell with new input information as z;, a non-linear
activation of sigmoid function is applied to the cell state based on input hidden state
h;_1. This activation is zero if z; provides no new information compared to h;_; and
one otherwise. Thus, this activation updates the cell state, C;_; providing the amount
of relevance of the new information x; and h;_;. Once the long-term memory, the cell
state C;_1 is updated, the cell state is transferred onto the next step. Here, the input
to the cell state is defined pertaining to the relevance of the new input information,
xy. After the input has been updated, the next part of the LSTM cell, the output
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Figure 5.2: Detailed working of an LSTM cell: Green box represents the forget gate,
red box represents the input gate, blue ox represents output gate, yellow box repre-
sents the cell state: operations performed on the input state are labelled on the right
side of the dashed line.

gate, does two things. One, it generates the output for the next bit prediction, ;.
Secondly, it updates the short-term memory h; based on the h;_1, x; and C; through

appropriate activations which serve as input to the next recurring gate.

5.3 Measures of Algorithmic Randomness

An algorithmically random string is one not producible from a description significantly
shorter than itself, when a universal computer is used as the decoding apparatus. As
per Calude, testing the randomness property is computationally hard. Chaitin’s defi-
nition requires that there should be no algorithmic way to recognize which strings are
random. A string is random if it cannot be algorithmically compressed. Furthermore,
all incompressible strings do possess all conceivable effectively testable properties of

stochasticity.

5.3.1 Kolmogorov Complexity

Kolmogorov complexity is a measure of computability. It is a theoretical concept in
computer science based on Turing computability. The Kolmogorov complexity K(x)

of a string x is defined as
K(z) =min (|pl: Up) = o) (5.1)

where U is a universal Turing machine, p is a program, and |p| is the length of the
program. As an example, consider the bit-stream, “0101010101010101” . The typical
and shortest method to describe the text, excluding common overheads, can be easily
verified as “01” x8. Practically, the Kolmogorov complexity can be approximated by

using compression algorithms. This approximation also limits our case of deciphering
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QRNGs from PRNGs and reduces the efficacy of all algorithms to efficiently calcu-
lable measures as stated in the no-go theorem [105]. Amongst the LZ-compression
family [108], we specifically focus on the predecessor of all these algorithms, the LZ-
76 algorithm. A string with high Kolmogorov complexity is considered random or

incompressible, while a string with low complexity can be described succinctly.

5.3.1.1 Working of LZ-76 algorithm

Lempel-Ziv (LZ) compression technique was first developed in 1976 as a lossless data
compression technique. The length of the output produced by LZ-76 can be seen as
an upper bound for the Kolmogorov complexity of the input string [109]. Specifically,

if x is compressed using LZ-76 to produce a string y, then:
K(x) < |yl + O(log(y)) (5.2)

This means that the compressed representation y gives us insight into the complexity
of x. The core idea behind it is to replace repeated occurrences of bit-streams with
references to a single copy, thereby reducing the overall size of the bit-stream. In
essence, LZ-76 compresses the bit-stream by identifying and encoding sequences of
bits that appear multiple times. The algorithm dynamically builds a dictionary as it
processes the input bit-stream, allowing it to adapt to varying bit-stream patterns.

The compression process in LZ-76 can be broken down into several steps:

e The algorithm reads the input bit-stream one character at a time while main-
taining a sliding window containing previously processed characters of the bit-

stream.

e For each new character read, it searches within the sliding window for the longest
match (the longest sequence that matches the current position). If a match is

found, it generates a keyword in the dynamic dictionary representing this match.

e If no match exists, a keyword representing the new pattern in the bit-stream
is created. If a match is found, a reference keyword is generated that indicates
both the distance to the start of the match and its length.

e The number of unique elements in the dictionary classifies as our definition of

Kolmogorov complexity.

5.3.2  Borel Normality

Borel normality is a concept in probability that provides a way to assess the ran-
domness of a binary sequence (or bit-stream) [110]. A binary sequence is considered
Borel normal if, in its infinite expansion, every finite sequence of bits appears with

the expected frequency. A binary sequence x = x1, Ts, x3, .. is said to be Borel normal
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if for every finite binary string s of length n, the proportion of occurrences of s in the
first N bits of the sequence approaches 2" as N tends to infinity. Mathematically, this

can be expressed as,

. count(s,xqy,x9,,xy) 1
L 2 = ¥

where count(s, x1, s, .., xy) is the number of times the string s appears in the first
N bits and € > 0.

5.4 Experiment

We first choose a known bad PRNG (in terms of both unpredictability and statistical
correlations), namely, linear congruential generator (LCG) to test the quality of our
model. The parameter m defined in the recurrence relation of LCG is varied for five
different values [111]. Once this preliminary test is done, we develop faith in our model
that it is working correctly and the generated results are not ad-hoc. Furthermore,
we post-process our bad PRNG with a Toeplitz hash function to break the statistical
correlations by re-distributing the unpredictable bias of the said LCG. Following this,
we test our post-processed PRNG with machine learning analysis for unpredictability
and NIST-STS for statistical correlations. This provides a measure to check on the
properties of the post-processing method. With these initial consistency checks on our
machine learning model, we perform the machine learning analysis on the PRNG and
QRNG generated. Specifically, just using the bit-stream from the QRNG generated
in the previous chapter provides us an entanglement-based QRNG excluding device-
independence. Dataset A and Dataset B correspond to different Bell parameter values,
namely S= 2.78 and 2.47. For the choice of a good PRNG, we use the CS-PRNG
ChaCha20, previously discussed, which provides an unpredictability advantage over
typical PRNGs like LCG. Both the QRNG and CS-PRNG are tested initially with
NIST Test suites to check for statistical correlations. This is done both before and
after post-processing for QRNGs, while CS-PRNGs pass the NIST without the need
for post-processing. This is followed by machine learning analysis to decipher the
two using measures of unpredictability. Since there could be biases pertaining to the
model being tailored to the random number generator used, we also cross-verify it
using measures of algorithmic randomness, namely Kolmogorov complexity and Borel
normality. To check the measure of quality of quantifiers like Kolmogorov complexity

and Borel normality, we provide a reference with the known bad PRNG, LCG.
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5.5 Results and discussion

In this section, we discuss four methods to quantify randomness. The three random
numbers used are LCG as a PRNG, entanglement-based QRNG, and ChaCha20 as
a CS-PRNG. To verify the method of measuring randomness, we first verify our four
methods using LCG. This is followed by actual testing of a good QRNG, namely
entanglement-based QRNG and ChaCha20, a CS-PRNG.

5.5.1 NIST Results

Coming to testing measures, the preliminary need for random number generators to
be useful is that they should be free from statistical correlations, which we verify
using the NIST statistical test suite. In case the random number generator fails these
tests, we post-process these bit-streams with the Toeplitz hash function to extract
randomness out of them, making them free of statistical correlations, which can be

verified using the NIST statistical test suite again.

5.5.1.1 Un-processed

The results for un-processed PRNG (LCG), QRNG (Entanglement based) and CS-
PRNG are highlighted in Table 5.1. The length of the initial un-processed bit-stream
is chosen to be 5 million (M). With this length, it is seen that LCG and Entanglement
based QRNG both perform poorly on the independence of statistical correlations.
However, ChaCha20 is free from statistical correlations. Being a CS-PRNG, it is
expected of it. The same is expected for LCG pertaining to known correlations (based
on the Markov chain model) and QRNG pertaining to experimental imperfections

which skew the bit-stream towards having statistical correlations.

5.5.1.2 Post-processed

To remove the biases reflected in statistical correlations, we post-process the bit-
stream and the results are highlighted in Table 5.2. The results for ChaCha20 being
post-processed and verified with NIST are not discussed on the premise of not being
relevant. One can clearly see that the NIST statistical test suite is passed for both
LCG based PRNG and entanglement based QRNG. In other words, one is unable
to decipher the kind of random number generator tested using NIST statistical test
suites. This is the first evidence in verifying the claim made by the no-go theorem

about the impossibility to distinguish between pseudo and quantum randomness.
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Tests in- | QRNG QRNG | PRNG PRNG PRNG PRNG PRNG ChaCha20

cluded (Dataset | (Dataset | (m=24) (m=26) (m=28) (m=3(0) (m=32)
A) B)

Approximate| 0 0 0 0 0 0 0 0.92

Entropy

0 Block Fre- | 0 0 1 1 1 1 0 0.24

quency

Cumulative | 0 0 0 1 0 0 0 0.68

Sums

FFT 0 0.139 0 0 0 0 0 0.24

Frequency 0 0 0 0.9 0 0 0 0.59

Linear 0.686 0.377 0.013 | 0.709 | O 0.011 | 0.064 | 0.13

Complexity

Longest 0 0 0 0 0 0 0 0.79

Runs

Non Over- |0 0 0 0 0 0 0 0.04

lapping

Template

Matching

(KS Test)

Overlapping | 0 0 0 0 0 0 0 0.05

Template

Matching

Random 0 0 0 0958 | 0 0 0 0.04

Excursions

(KS Test)

Random 0 0 0 0.220 | 0 0 0 0.11

Excursions

Variant (KS

Test)

Rank 0.062 0.816 0 0.607 | 0 0.429 | 0.143 | 0.20

Run’s 0 0 0 0.093 | .033 0 0 0.37

Serial 0 0 0 0 0 0 0 0.25

Universal 0 0 0 0 0 0 0 0.45

Table 5.1: NIST Test results for pre-processed bit-stream of length 5 M; Only
ChaCha20 passes all 15 tests
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Tests included QRNG | QRNG | PRNG | PRNG | PRNG | PRNG | PRNG
(Dataset | (Dataset | (m=24) (m=26)| (m=28)| (m=30) (m=32)
A) B)

Approximate 0.985 0.546 0.765 | 0.149 | 0.114 | 0.068 | 0.569

Entropy

Block Frequency | 0.380 0.129 0.727 10.249 | 0.144 | 0.553 | 0.708

Cumulative 0.973 0.557 0.494 | 0.01 0.695 | 0.557 | 0.092

Sums

FFT 0.979 0.973 0.598 | 0.508 | 0.119 | 0.575 | 0.627

Frequency 0.840 0.465 0.738 ] 0.01 0.623 | 0.881 | 0.101

Linear Complex- | 0.840 0.965 0.066 | 0.348 | 0.077 | 0.749 | 0.554

ity

Longest Runs 0.060 0.966 0.882 | 0.005 | 0.260 | 0.585 | 0.078

Non  Overlap- | 0.069 0.325 0.139 | 0.189 | 0.098 | 0.101 | 0.298

ping Template

Matching

Overlapping 0.721 0.590 0.851 | 0.098 | 0.719 |0.262 | 0.642

Template

Matching

Random Excur- | 0.843 0.383 N.A. N.A. 0.516 | 0.641 | 0.166

sions

Random Excur- | 0.435 0.621 N.A. N.A. 0.941 | 0.285 | 0.326

sions Variant

Rank 0.993 0.084 0.310 | 0.092 | 0.661 | 0.453 | 0.497

Run’s 0.858 0.325 0.890 | 0912 |0.253 |0.212 |0.674

Serial 0.403 0.356 0.640 | 0.194 | 0.033 | 0.066 | 0.880

Universal 0.285 0.210 0.239 | 0.447 | 0.849 | 0479 | 0.756

Table 5.2: NIST Test results for post-processed bit-stream of length 1.2 M
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5.5.2 Machine Learning Results

As a second measure to quantify randomness, we use a hybrid of space-time machine
learning model to evaluate the unpredictability of the bit-stream. The total data
bit-stream (of 5 million (M)) is divided into two parts. 4 M for training the model
and 1 M for making predictions whose results are highlighted in Table 5.3.

5.5.2.1 un-processed

With varying m values of LCG, one can see that the model is able to predict the
bit-stream 8 out of 10 times with more than 50% accuracy. This follows from the
recursive relation used in the definition of LCG. Since our model is able to catch
these recursive properties, this verifies our model and develops our faith in the model
being used. The 50% accuracy is quite large compared to simple guessing probability
(35 = 0.390625%). In quantification of unpredictability amongst QRNG and CS-

Tests included PRNG PRNG PRNG PRNG PRNG
(m=24) (m=26) (m=28) (m=30) (m=32)

Paic 0.327% 89.076% 95.563% 65.938% 59.958%

Piascs 71.331% 87.184% 73.537% 51.408% 1.605%

Table 5.3: Machine Learning Model trained on a known PRNG (LCG) for model

verification

PRNG in the unprocessed bit-stream, QRNGs show high unpredictability and the
machine learning algorithm is able to perform no better than guessing probability.
On the contrary, machine learning algorithm is able to catch dependencies in the
next-bit prediction for ChaCha20 with a 6% probability. This is a major security
concern as it is being used in many ongoing encryption services including transport

security layer in gmail [14], encryption in virtual private network (VPN) services such
as Nord VPN [112].

Tests included QRNG QRNG ChaCha20
(Dataset (Dataset
A) B)

P, 0.463% 0.414% 6.038%

P, 0.3906% 0.3906% 0.3906%

Table 5.4: Testing Un-processed Quantum RNG and ChaCha20 (CS-PRNG) against

machine learning model, F,,; : next bit prediction probability by machine learning

(ml) model and P, : next bit prediction probability on mere guessing( = o)
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5.5.2.2 Post-processed

For the post-processed bit-stream, machine learning algorithms as a metric perform
poorly as they are unable to decipher any of the post-processed random bits for
unpredictability. The unpredictability for LCG is poor for unprocessed and after
post-processing it abruptly becomes completely unpredictable against hybrid machine
learning algorithms. The same effect is seen with NIST-STS. For QRNGs and CS-
PRNGs, the machine learning algorithm is also unable to predict the bit-stream.
This reflects that machine learning algorithms as a measure of unpredictability are
not able to distinguish between PRNGs, QRNGs, and CS-PRNGs once they are post-

processed. This is the second claim that supports the no-go theorem. Researchers

Tests included PRNG | PRNG | PRNG | PRNG | PRNG
(m=24) | (m=26) | (m=28) | (m=30) | (m=32)
P linvg 0.494% | 0.458% | 0.410% | 0.361% | 0.373%
P 120 0.351% | 0.472% | 0.361% | 0.301% | 0.371%
P L1501 0.361% | 0.385% | 0.313% | 0.409% | 0.385%
P lo.0n1 0.403% | 0.331% | 0.439% | 0.403% | 0.409%

Table 5.5: Variation of post-processing length and testing with ML model

have tested random numbers against more complex models like transformers [113]
and have shown that they also are unable to predict QRNGs. This supports our
results and the no-go theorem as well. From a logical inference, one can say that
post-processing of bit-streams heavily influences the quality of random numbers on
statistical independence and unpredictability. This is true both for PRNGs and CS-
PRNGs where both are intertwined. For QRNGs, the unpredictability measure checks
the process rather than the output bit-stream. Hence, it is difficult to say for QRNGs
whether the quantum unpredictability or randomness extraction has a major influence
on the output bit-stream. To evaluate this, we went a little further by changing the
post-processing length to different lengths and testing them against machine learning
algorithms as shown in Tables 5.5 and 5.6. One can see that post-processing length

doesn’t answer this question but bolsters our faith in the no-go theorem.

5.5.3  Kolmogorov Complexity

We discuss the Kolmogorov complexity as a third measure of randomness. Practical
calculability methods to approximate Kolmogorov complexity put the constraint of

effectively calculable measures in the otherwise generalized no-go theorem.
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Tests included QRNG QRNG ChaCha20
(Dataset (Dataset
A) B)
P, i 0.470% 0.386% 0.518%
P, 1120 0.311% 0.391% 0.351%
P, lism 0.377% 0.369% 0.353%
P, lo.onm 0.337% 0.307% 0.563%

Table 5.6: Variation of post-processing length and testing with ML model

5.5.3.1 LCG results

For the unprocessed bit-stream, we see no clear pattern between the different levels of
compression. However, in the post-processed bit-stream, every sequence converges to
a similar complexity. This shows that post-processing influences our results heavily

and brings every m value to the same footing.

Files PRNG | PRNG | PRNG | PRNG | PRNG
(m=24) | (m=26) | (m=28) | (m=30) | (m=32)
Pre-processed 1.11 1.20 0.717 1.239 1.258
Pre-Processed 1.254 1.105 1.257 1.294 0.682
Post-processed 1.382 1.382 1.382 1.382 1.382
Post-processed 1.382 1.382 1.382 1.382 1.382

Table 5.7: Kolmogorov Complexity calculated via LZ compression

5.5.3.2 QRNGs and CS-PRNG results

For the un-processed bit-stream, no clear evidence of difference between QRNG
and CS-PRNG is seen on compression as a measure. However, analogous to post-
processing results for LCG, results for post-processed QRNG and ChaCha20 bit-
streams show similar compression ratios. This fact is further supported by the result
that the method used in extracting randomness (Toeplitz hash function) itself em-
ploys a random number generator whose complexity, separately measured, is 1.382.
Thus, it overrides any information that could have remained in the raw bit-stream.

This provides our third evidence of the no-go theorem.

5.5.4 Borel Normality

We test different bit-streams, PRNG, QRNG, and CS-PRNG, for Borel Normality as
a fourth measure of randomness [110]. Mathematically, we simply check for the con-
dition Eq. 5.3 that whether it holds true at different bit-levels. We restrict ourselves
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Files QRNG QRNG ChaCha20
(Dataset (Dataset
A) B)
Pre-processed 1.347 1.349 1.349
Post-processed 1.382 1.382 1.382

Table 5.8: Kolmogorov Complexity calculated via LZ compression

to the 4-bit level where the 4-bit level bit-stream has 2% probability for every possible
4-bit pattern. This restriction is a practicality and sample space constraint and thus

can be put under the constraint, “efficiently calculable measures”.

5.5.4.1 Un-processed

We see that QRNGs don’t adhere to the strict condition of Borel Normality at any
bit-level in the unprocessed bit-streams, indicating that quantum unpredictability
isn’t similar to computational unpredictability. We also see that ChaCha20 clearly
passes the Borel Normality criteria at every bit-level, indicating good compatibility
with computational measures of randomness. No consistent pattern can be drawn
from different PRNG bit-streams.

Number PRNG | PRNG | PRNG | PRNG | QRNG | QRNG | ChaCha2
of bit- | (m=24) | (m=26) | (m=28) | (m=30) | (Dataset | (Dataset

streams A) B)

1-bit 1 1 1 0 0 0 1

2-bit 0 1 1 1 0 0 1

3-bit 0 1 1 1 0 0 1

4-bit 0 0 1 1 0 0 1

Table 5.9: Borel Normality Tests on Un-processed Data

5.5.4.2 Post-processed

For the post-processed bit-streams, one can clearly see that all the bit-streams ir-
respective of their origin (PRNG, QRNG or CS-PRNG) pass the Borel normality
criteria. This is the fourth measure that supports the claims made by the no-go
theorem. In addition, we notice the drastic change in Borel Normality criteria for
QRNGs for un-processed and post-processed bit-streams. This is intuitive as well;
the more unpredictable the bit-stream, the less it should adhere to a uniform dis-
tribution. We are also able to verify this as post-processed Borel Normality criteria
show an anti-correlation to un-processed quantum bits (arising because of quantum

unpredictability).
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Number PRNG | PRNG | PRNG | PRNG | QRNG QRNG ChaCha2
of bit- | (m=24)] (m=26)| (m=28) (m=30)| (Dataset (Dataset

streams A) B)

1-bit 1 1 1 1 1 1 1

2-bit 1 1 1 1 1 1 1

3-bit 1 1 1 1 1 1 1

4-bit 1 1 1 1 1 1 1

Table 5.10: Borel Normality Tests on Post-processed Data

5.6 Summary

We provide three major results with this study. Firstly, we provide four independent
evidences of the no-go theorem against a chosen QRNG and PRNG. Typically, the
initial work stating the no-go theorem [105] considered only two measures, namely,
Kolmogorov complexity and Borel normality conditions. We reproduce similar con-
clusions with an additional statement referring where exactly the definition of ef-
fectively calculable measures constraint comes into the picture. We have appended
their conclusions in a more rigorous manner from a practical standpoint using both
NIST-STS and ML models. In an ideal case, one should use multiple hybridizations
of space-time complexity models where the space model extracts the features out
of the bit-stream while the time model finds out dependencies between the features
so that our negative results are model-agnostic. Secondly, we see that ChaCha20
shows weakness against machine learning models despite the unprocessed bit-stream
passing NIST-STS. This weakness could be further explored with advanced machine
learning algorithms. Thirdly, we see how quantum unpredictability anti-correlates to
computational standards as discussed in the introduction. To claim the advantage
of QRNGs over PRNGs, QRNGs are unpredictable as they couldn’t be caught by
machine learning algorithms. However, they cannot be used without post-processing
as they fail NIST-STS. After post-processing, one is unable to decipher between the
QRNG and PRNG from the bit-stream.
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“The greatest victories are

the least noisy.”

Mother

Questioning the quantum advantage in

QRNGs

6.1 Introduction

In the previous chapter, we saw no clear advantage of QRNGs over PRNGs using
computational methods. In this chapter, we explore the advantage of QRNGs over the
other popular alternative, TRNGs (true random number generators). Both QRNGs
and TRNGs offer their advantage on the unpredictability front and being compact
and less resource-intensive, with the striking difference that QRNGs have a quantum
calibration metric in addition to the bit streams. The same cannot be said for TRNGs,
which translates to a lack of trust in QKD technologies. A simple attack like the
detector blinding attack [114] could be exploited by Eve, pertaining to the lack of a
calibration metric. Other than unpredictability, both QRNGs and TRNGs need to be
tested against typical NIST-STS for statistical correlations. For the choice of QRNGs
and TRNGs, we choose noise-based random number generation processes, namely,
shot noise-based using a LASER (Poissonian statistics) and optical noise-based using
a LED (thermal sources of light). The difference between the two types of optical
sources from a noise perspective is reflected in their quadrature space distributions,
as shown in Figure 6.1. With this background in mind, we discuss the theoretical

aspects required for understanding both kinds of random number generators.
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LASER
qA @ (Coherent Source)

LED
(Thermal Source)

k4

Figure 6.1: Comparing two different sources for optical noise based random num-
ber generation: TRNG (LED, Thermal-noise) and QRNG (LASER, Shot-noise), top
shows the conceptual difference in the type of uncertainty relations followed by both
the sources in the quadrature space while the bottom shows the corresponding one-
dimensional projections of states as Gaussian distributions.
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6.2 Theoretical Background to QRNG generation

This section is divided into four subsections. First, we discuss the common detection
scheme for both sources, namely the balanced homodyne detection. We derive the
difference signal being proportional to quadrature components in a 6 rotated basis of
measurement. Secondly, we discuss how entropies (related to measures of security)
can be calculated from standard deviations in these quadratures. Thirdly, we discuss
how random bits are generated from these quadrature uncertainties. Lastly, we relate

how bits generated per sample and entropy relate to ey, security.

6.2.1 Balanced Homodyne Detection

Balanced homodyne detection is a technique of measuring the field quadrature (am-
plitudes) of a field instead of the intensity as done with single photon detectors. The
scheme of balanced homodyne detection is depicted in Fig 6.2. The signal whose
quadratures are to be measured interferes with a strong classical field called the local
oscillator at a 50:50 beam-splitter. It is also assumed that the local oscillator should
be intense compared to the signal for providing a precise phase reference. After the
optical mixing of both the signal and local oscillator, each emerging beam is received
by the photo-diodes. The detected photo-currents are subtracted and the subtracted
signal is amplified and recorded. The subtracted signal, experimentally observed, can

be written as
121 = [2 - Il (61)

which in photon numbers, for perfect detection efficiency, can be written as
ﬁgl = le — fLQ (62)
where
f=alay  and  fp= bl (6.3)

are the number operators (proportional to intensity) of the output ports of the beam-
splitter. From a theoretical perspective, we show that ns; is proportional to ¢y and the
magnitude of the complex amplitude, aro of the local oscillator. The output mode
operators @, and a, of the fields emerging out of the beam-splitter can be written in

terms of the input mode operators of the field, a and aro as

/ 1 / 1

a, = ﬁ(& —azo) ay = E(d + aro) (6.4)
The difference signal ns; in terms of @ and apo can, then be written as:

M1 = A}l + apoal (6.5)
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Further, the signal mode operator, a, can be written in terms of quadratures q and p

as )
@ = —=(q+1p), (6.6)

V2

and the local oscillator for a coherent state, aro, can be defined as
aro = |alexp 6. (6.7)

Incorporating the above definitions of the local oscillator and signal in the difference

signal equation, we get

A~ ]- * A N il D
fion = sl exp (<0)(q+ 1) + |l exp (10)( — 1p)

1 . . R . . .
= E|a| <(Cos€ —1sinf)(q+ tp) + (cosf + ¢sin ) (¢ — Lp))
= V2|a|(Gcosf + psinb)
= V2|ald (6.8)
where
Go = qcos @ + psin, (6.9)

and 6 is the phase between the signal and the local oscillator. Thus, we have shown

that

- =

CL/Q
BS ~
/
3!
. -
) a detector
signal A
Lo
Local
Oscillator

Figure 6.2: Theory of balanced homodyne detection

6.2.2 Calculating entropy of different sources

Typically for quadrature q and p, we have the Heisenberg uncertainty relation given
by

a(q)o(p) > Sh. (6.10)

N | —
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The translation of this equation in terms of entropy [3] is
h(q) + h(p) > log(erh), (6.11)

where h(q) is defined by the typical definition of entropy in terms of probability
distribution I'(x) as
+oo
hg) = — / I'() log(T(z)) da. (6.12)
For a coherent state the quadratures are Gaussian distributed [115] and are defined

in terms of mean 7 and standard deviation o(z) as

1 —(x — f)Q)
Nz)=— exp | ——— 6.13
() 2o (1)? P ( 20(z)? (613)
Maximum entropy is achieved by variables which follow a Gaussian probability distri-
bution [116], which can be easily shown by the method of Lagrange multipliers, and
the entropy translates to
h(q) = log(\/2emo(x)?). (6.14)

In the case of other distributions, the entropy follows the inequality given by

h(q) <log(\/2emo(x)?). (6.15)

6.2.3 Generation of random numbers

To generate random numbers from the subtracted signal which is a Gaussian for both
thermal and coherent states, we need to sample the Gaussian curve. A simple method
involves dissecting the experimentally generated Gaussian curve into two parts with
the mean as the centre. The data points on the right of the Gaussian are assigned bit
“0” while the ones on the left are assigned bit “1”. Since the point has a quantum
mechanical origin to be either on the left or right of the Gaussian curve, the quantum
phenomenon in this underlying process dictates the unpredictable nature of generated
random bits. This slicing around the mean can be extended to N slicing (pertaining
to the resolution of ADC used) such that one can get higher bits per sample, denoted
as B. This is an advantage over discrete variables where B is typically set to 1 per
qubit. The experimental data generated is cross-verified for statistical correlations as

discussed in Section 6.4.3.

6.2.4 Relation between entropy and post-processing

The calculation of entropy is an important measure to keep an eye on how much
post-processing is required and how much €., security a given system can provide.
The definition of €., security is identical for PRNGs and QRNGs. Compared to
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PRNGs, QRNGs provide security to a much larger depth by calibrating the process
of generation rather than the output bit stream with min-entropy. Typically, the
entropy is related to post-processing length 1, and the security parameter €., by the
formula,

Hmin *n

[ = T — 210g2(6ha5h), (616)

where B is bits/sample generated and n is the length of the raw bit-stream.

6.3 Experiment

We perform two experiments with a similar theoretical idea of balanced homodyne
detection. The difference between them is about the source of incoming photons.
The first source is a LASER, which is a coherent state and shows Poissonian spread
of uncertainties in quadrature space. It is a monochromatic source at 633 nm with
a very narrow line width. The other source is a typical LED, which is a broadband
source whose wavelength response is discussed. Since wavelength plays a role in the
security analysis of both the random number generators, we need to develop a common

ground to compare the two sources.

6.3.1 Laser based QRNG

The LASER (He-Ne) emits photons at 633 nm. The setup is shown in Figure 6.3. The
input beam falls on the beam-splitter and gets divided by amplitude. The beam is
coupled to the photo-diodes of the balanced homodyne detector (PDB-435 A) through
free space. The power control in each arm and before the beam-splitter is taken care
of by the half waveplate and polarising beam-splitter combination. For the sake of
brevity, this is not shown in the Figure. Equal distances between the beam-splitter
and photo-diodes are ensured by putting one of the mirrors guiding the beam to
the photo-diode on the translation stage. After subtracting the signal, an amplifier
with a common mode rejection ratio (CMRR) of 30 dB is used to amplify the weak

subtracted signal and reject the common electrical noises.

6.3.2 LED based TRNG

The LED has a broadband wavelength response function as shown in Figure 6.5. The
beam falls on the beam-splitter and gets divided by amplitude. The beam after the
beam-splitter is collected through a coupler to a multimode fibre which is further con-
nected to the photo-diode. The power control in each arm and before the beam-splitter
is taken care of by the half waveplate and polarising beam-splitter combination. The
reason this works is that polarisation is an independent degree of freedom from the

quadratures. Equal distances between beam-splitter and photo-diodes are ensured.
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Figure 6.3: Experimental Setup for LASER Shot-noise based QRNG.

After subtracting the signal, an amplifier with a common mode rejection ratio of 30

is used to amplify the weak subtracted signal.
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Figure 6.4: Experimental Setup for LED optical-noise based TRNG.

6.3.3 Wavelength response of LED

LED is a broadband source with a spectrum characterised by Figure 6.5. Comparing
a broadband source to a mono-chromatic source is a non-trivial exercise. However,
since we are only interested in random number generation, we circumvent this with the
following technique. The methodology of optical noise is developed for monochromatic
coherent sources (pertaining to Poissonian distribution), we modify our LED source
to fit the description of a monochromatic source. It works only in this case as we need
a reference wavelength for LED instead of the broad spectrum for random number
generation. If we were to look for other properties, we were required to follow the
typical technique of writing the thermal state in coherent state basis. We calculate

the weighted average of the wavelength response of LED by numerically integrating
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under the curve using trapezoid’s method. The weighted average is roughly 517 nm.
It adds a minority contribution in comparative security analysis. This is reflected
in calculations of the entropy of the broadband LED source and the monochromatic
LASER source.
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Figure 6.5: Specification sheet of LED (Model: C503B-WAN-CCADB151) describing
wavelength spread for a typical white light LED.

6.4 Results and discussion

This section is divided into three parts. Firstly, we calibrate the quantum nature of
our LASER source and claim that the same cannot be said for LED-based sources.
Secondly, we discuss the advantage of LASER shot-noise based QRNGs over LED
optical noise based TRNGs on the entropy front. Thirdly, we discuss the statistical
correlations amongst both the raw bit streams generated (from different sources) and

how we break these correlations using the Toeplitz hash function.

6.4.1 Verification of Quantum Origin

To verify that the bit-stream generated has a quantum origin, one needs to differ-
entiate the two sources. LASER, being a Poissonian source, generates a coherent
state which is the minimum uncertainty area in quadrature-phase space. For thermal

sources, typically, the noise is equal in both the quadratures. However, it is larger
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than that of a Poissonian source. One can show that for a Poissonian source like
LASER, mean (proportional to the input power of the beam) equals the variance of
a said quadrature, say q. This graph should follow a straight line if the source is

Poissonian.
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Figure 6.6: Verification of QRNG having Quantum Origin: Poissonian statistics veri-
fied by with Power (=~ mean) linearly proportional to variance for LASER shot-noise.

6.4.2 Unpredictability

To calculate the unpredictability of the bit-streams, we cannot use simple conventional
methods like NIST 800-90B [117], which calculates the min-entropy of the source as
a measure of unpredictability based on Monte Carlo methods. Since Monte Carlo
methods use PRNGs to calculate min-entropy, the methodology translates to PRNGs
calibrating the unpredictability of QRNGs based on computational hardness. Hence,
noise-based QRNGs are often calibrated on the process being used. Here, we calibrate
their unpredictability from the width of the Gaussian curve (standard deviation) as
previously discussed. The experimental Gaussian curves (both for LASER and LED)
are highlighted in the figure below. From these experimental curves, one can calculate
entropies [3]. . However, since both experiments were performed at different powers
and had different frequencies, the variance of the experimental Gaussians, V(U),
doesn’t give a direct measure of entropy. To get the variance of quadratures, one

needs to scale these variances with a scaling factor ¢ [|. They are related as
V(U) =oV(Q). (6.17)
The scaling factor ¢ depends on many experimental factors by the relation,

b ~ Prok’g’Bhf (6.18)

101



where Pro is the local-oscillator power, & is the PIN diodes’ responsivity (in A W1
), g is the total amplification of the receiver (in V' Al), B is the electronic bandwidth
(in Hz), h is Planck’s constant, and f is the optical frequency. Other than Pro and f, all
other components are considered equivalent (pertaining to negligible contributions to
the security formula). The ratio of entropies calculated from the standard deviations
of the experimental Gaussians, and accommodated for scaling factor, gives the relative
security advantage of QRNGs over TRNGs. This is calculated by the formula,

h(g)e _ log(2ema(q)?)
ha)r  log(2ema(q)7)

=35 (6.19)

The above result clearly shows that the entropy of a coherent LASER source is 3.5
times more than that of a thermal LED source for the application of a random number
generator. LASER-based QRNG provides 3.5 times more security than LED-based
TRNG. This security is reflected in the length of the bit-stream required to encrypt
a message. To encrypt a message, one needs a 3.5 times shorter bit-stream length of
the QRNG over TRNG providing the same level of security.
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Figure 6.7: Distribution of the subtracted signal for LASER source.
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Figure 6.8: Distribution of the subtracted signal for LED source.

6.4.3 Statistical Correlations

Since both QRNG and TRNG have advantages on the unpredictability front, the gen-
erated bit-streams pass statistical independence tests. The unprocessed bit-streams
generated from both cases fail to qualify for independence of statistical correlations.
This is indeed the case. One reason for these statistical dependencies could be the bias
we introduce in the assignment of bits (12 bits per sample for 12-bit ADC). These 12
bits generated per sample are the premise for higher bit-rates in continuous-variable
QRNGs. To get rid of the statistical dependencies, we post-process the random bits
using the Toeplitz hash function as described in Eq. 3.18 in Chapter 3 to be the
typical standard used to break the statistical correlations. This is followed by testing
for independence against statistical correlations for both types of random numbers
generated. Both bit-streams are able to pass the minimum threshold of being good
random number generators in the conventional sense as shown in Table 6.1. The ta-
ble shows the performance of the bit-streams generated by LASER and LED against
hypothesis testing, claiming that the said sequence is random. As highlighted by the
p-values in different tests, all values are above the threshold test-static a = 0.01. This
testing supports the fact that the bit-streams generated by both sources don’t have

measurable statistical correlations.
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Tests included QRNG QRNG
(LED) (Laser)
Approximate Entropy 0.519 0.909
Block Frequency 0.131 0.072
Cumulative Sums 0.286 0.838
DFT 0.603 0.788
Frequency 0.349 0.679
Linear Complexity 0.685 0.635
Longest Runs 0.953 0.741
Non Overlapping Template Matching | 0.649 0.977
Overlapping Template Matching 0.231 0.611
Random Excursions 0.721 0.502
Random Excursions Variant 0.535 0.536
Rank 0.528 0.190
Run’s 0.993 0.148
Serial 0.589 0.949
Universal 0.850 0.729

Table 6.1: NIST Test results for bit stream of length 1.2 M.
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6.5 Summary

In our experimental setup, to achieve higher bit-length per sample, we kept the bits
per sample to 12 pertaining to the 12-bit resolution of the ADC used in the oscilloscope
for sampling. The bit-stream generated was 5 million (M) bits. The post-processed
length is fixed at 1.2 M. Once these three parameters are fixed for both kinds of
sources, LASER and LED, only two parameters remain in the Eq. 6.16, namely, min-
entropy and €p,,,. We calculate the min-entropy of both sources from the standard
deviation of the fitted Gaussians (which is above the ADC resolution). Comparing
the ratio of the standard deviation of both the Gaussians gives an estimate of the
relative entropy ratio. As previously stated, the more the entropy of the system,
the more secure the random number generator is (security defined by €pqsy). This
gives us insight that the advantage of QRNG over TRNG is in the fact that given
the same bit-length, QRNGs provide more security compared to TRNGs in terms of
the security parameter, €,,.,. However, given a bit-stream one is unable to decipher
whether the source has a quantum, optical, electronic, algorithmic or stochastic origin.
We are only able to catch the weaklings amongst random number generators. The
advantage of QRNGs over TRNGs also matches with our intuition that QRNGs are
better calibratable compared to TRNGs. This work defines a trade-off between cheap
but less secure LED-based TRNG against more secure but expensive LASER-based
QRNG. We believe LED-based TRNG is enough for IoT applications as only the

amount of bit-length changes for a given security parameter.
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“A warrior is not about perfec-
tion or victory or invulnerability.

He’s about absolute vulnerabil-

ity.

”

Nolte, Nick

Summary

This thesis points to the need for developing a test suite for quantum random number
generators. Particularly, we have focused on testing the strength of a QRNG on three
different fronts, namely the quantum correlation front, the computational front, and
the quantum origin front, to prove its advantage over the conventional alternatives,
namely PRNG and TRNG.

7.1 Brief

Chapter 1 sets the foundation of the need for QRNGs in the domain of random
number generation. We classify random number generators on different fronts, say
on grounds of assumptions of devices involved which provide a trade-off between bit-
rate and security of QRNGs or another classification based on whether the random
numbers generated are algorithmically random and Turing-computable. Towards the
end of the chapter, we define a quantum random number generator and how its quality
(in terms of unpredictability and statistical correlations) gets affected over its lifetime.

Chapter 2 develops a quantum toolkit to measure the quantum advantage of
QRNGs by discussing different kinds of quantum phenomena. For example, HOM,
Quantum Entanglement, and second-order field correlations ¢g*(0) are quantum mea-
sures which can be translated to randomness measures of entropy. Furthermore, we
discuss QRNGs developed on weak coherent pulses (as a source of single photons)
and compare them against SPDC based single photon sources (SPS). We conclude

this chapter by claiming a direct correlation between the quality of the single photon
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source and the randomness generated via the single photon source. This is reflected
in terms of entropy calculated. SPDC, being a better single photon source, provides

better quality random bits; however, the process is device dependent.

Chapter 3 discusses the computational toolkit for QRNGs which is borrowed from
pseudo random number generators. Once the random bits are generated from a quan-
tum process, bit-streams are written in a computationally similar language in which
the algorithmic methods are written. We discuss the typical methods of extracting
randomness from weak sources of randomness i.e. Toeplitz hash functions. We further
discuss entropy as a measure of randomness and discuss it in full generalization where
smooth conditional min-entropy, often used as a conservative measure in QRNGs,
bounds the quantum relative Rényi entropy with IID sources. Towards the end, we
discuss the internal working of CS-PRNGs (Chacha20) and LFSR based random num-
bers used in quantum cryptography via low-cost FPGA as a cheaper alternative to

QRNGs.

Chapter 4 discusses the first testing front for QRNGs, namely the quantum cor-
relation front. Out of the two quantum entangled qubits, the correlated bits are used
for the generation of random numbers while the relative phase information between
the qubits is used to evade the need of putting trust in the generation devices. This
is reflected in the form of the Hong-Ou-Mandel curve on the source front while it is
reflected in Bell inequality violation (combined with density matrix and estimation
theory) on the detector front. This advantage of evading the need to trust the devices
is an unparalleled strength of QRNGs over any other generation method in the realm

of privacy.

Chapter 5 discusses the need for QRNGs from a user perspective. If the final bit-
stream before putting to any use, is in the form of a .txt file or as a beacon service, how
does it matter whether the bits generated come from quantum hardware or computer
software? Is there still a quantum signature present in the post-processed QRNGs?
We test this strength, if any, of QRNGs on the computational front with four different
measures quantifying randomness based on the output bit-stream. These measures
include NIST-STS, machine learning models, measures of incomputability like Kol-
mogorov complexity, and Borel normality. The chapter concludes by strengthening
the no-go theorem for QRNGs as proposed by [105] and claims that there is no differ-
entiator between QRNGs and PRNGs once they are post-processed. This holds for
good and bad PRNGs both. In addition, as a side result, we also come to an under-
standing that machine learning algorithms might be able to differentiate unprocessed
bit-streams coming out of PRNGs and QRNGs as the former are computationally not
too complex (which gives rise to computational unpredictability) compared to the
testing machine learning model. Thus, we can say that based on the post-processed
output bit-stream, computational methods of generation are good enough compared

to quantum generation methods. There is a distinction between unprocessed bit-
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streams. However, quantum generation methods cannot eliminate biases from the
experiment. Thus, they always need post-processing. If one is unable to differenti-
ate such methods from computational methods of generation, the randomness beacon

service of QRNGs appears not worth investigating.

Chapter 6 discusses another class of quantum random number generators, namely
noise based quantum random number generators, to test the strength of quantum
random numbers on grounds of quantum origin front. These quantum origin sources
generate random numbers equivalent to computational methods and thus don’t show
any discernible advantage on the computational front. However, on the unpredictabil-
ity front, they provide 3.5 times more security compared to optical TRNGs (LED
based). This relative advantage comes at the cost of expensive LASER compared
to LED. Thus QRNGs based on quantum origin sources also provide an advantage.
However, this advantage can be compensated by using a 3.5 times longer string of
TRNG for encryption.

After discussing the different strengths of random number generators, it becomes
obvious that quantum correlations have an advantage that can be used to prove
device independence. Computational methods cannot differentiate a post-processed
bit-stream from whether it arose from quantum hardware or computer software. This
makes the randomness beacon a redundant service. Quantum origin based QRNGs
cannot prove their advantage against computational methods. Although extremely
fast, they could not show a significant advantage over other electronic noise based

random numbers other than being more precisely calibratable.

One very interesting convergence of thoughts is observed. From an algorithmic in-
formation theory point of view, the strongest definition as proposed by Hertling and
Weihrauch [118] is “A randomness space is a triple (X, B, u), where X is a topological
space, B, a map from N to the powerset of X, is a total numbering of subspaces of the
topology of X, and p is a measure defined on the o-algebra generated by the topology
of X.” For quantum random number generators, this is consistent, say, starting with
polarising beam-splitter based random number generators. The randomness space
directly translates in the quantum domain where the o-algebra is Lie algebra, defin-
ing the topological space X, p is the commutation relation between the orthonormal
basis of polarisation which is used as a measure for randomness. Also, we have re-
stricted ourselves to one of the mappings B which translates to commutation relations
for polarisation. We can have more mappings in B defining continuous variable or
entanglement based QRNGs. This convergence of two independent approaches from
algorithmic information theory with quantum random number generators is a good
sign amongst the common consensus of the advantage of quantum random number

generators. .
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7.2 Scope for Future Work

The scope of this direction of research is plentiful. As an example, the comparison
between PRNGs and quantum origin based random numbers is still unexplored. Both
are comparably fast, but is there an advantage of shot noise based QRNGs to be
used in [oT applications providing better privacy and security to users? This can be
tested by using advanced machine learning algorithms against these sources. Another
point to investigate could be the role of classical processing done by ADC and other

components in generating patterns in the bit-stream.

On the computational front, a better understanding of randomness is required.
Different post-processing methods need to be looked into as Toeplitz and Trevisan
extractors remain the major players in the post-processing domain even after 10 years
of research. As the number of parameters in the machine learning community has
already risen to billions, it is just a matter of time that someone deploys such models
to reverse engineer post-processing algorithms of QRNGs and make them pointless.
Today, non-malleable extractors [119] which could be tweaked for post-processing

applications are a good bet.

Until now, only known resources like quantum entanglement, density matrices and
uncertainty relations have been connected to entropy formalism for randomness char-
acterisation. This list needs to be more inclusive of other quantum optical measures
such as second-order intensity correlation. Other than entropy methods, statistical
methods to decipher the quality of random numbers generated from different sources
appear a dead end. The quantum mechanics part of QRNGs is completely inde-
pendent of the computational front, as hinted by measures like smooth conditional
min-entropy (based on density matrix). The next step is the chip implementation of
QRNGs [120] so that they can directly be used in quantum cryptographic applications

or IoT applications.

Another possible direction of research is in Optical Neural Networks [121]. Since
neural networks often require different combinations of samples while training (which
are often picked randomly), quantum random numbers could provide a method to
choose these samples randomly and provide a direct optical source of randomness in

optical experiments.

Quantum random number generators form the fundamental understanding of pho-
tonic quantum computers, showing advantages either through the Ising model or
through Gaussian Boson Sampling algorithms. These algorithms, built on quantum
randomness, provide quantum advantage in solving graph problems through graph
isomorphism. Since Ising models can easily be implemented on SLMs, quantum algo-
rithms providing advantage in shortest vector problem algorithms can be implemented
on SLMs in bulk optics. The list of problems that can be solved either via the Ising

model or Gaussian Boson Sampling is ever increasing as an avalanche. Quantum
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random number generators provide a fundamental understanding of solving these
computational problems using quantum algorithms.

In another problem, Toeplitz hash function is implemented on FPGA using Fourier
transform methods for faster and longer block length processing. It would be interest-
ing to see an analogous optical implementation using methods from optical computing.
This could be a good technique to have optical one-way hash functions for encryption

in the future.
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