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Access Control System at PRL
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(CoWM Group, PRL)
 

(girish aJprl.res.in & dinesh wprl.res.in)
 

Introduction 
Controlling entry of employees into a campus is a prime 
secu rity requirement for an organization like ours. Earlier, in 
most of the p rivate and govern ment offices a simple r ' !,>ister, 
filled in manually, would record entries and exits of the 
employees. Such a register also served as record of att endance 
for the employees. As the technology ad vanced , th e 
attendance system also got up grad ed . Nowadays, there are a 
number of technologies available in various organizations to 
automatically identify the staff members and maintain records 
of their attendance in the office. Some at the widely used 
technologies are bio-m etrics, finger prin t, eye re tina, Rad io 
Freque ncy Identifications (RFID) etc. The Access Control 
System at Phys ical Resear ch Labora tory uses RFID cards for 
confirming employee's identity and timin g of his/her entry 
and exit from the Laboratory premises. The Rfi D card readers 
are mounted on the top of the turn style ga tes ins talled at the 
entrance. An RFID card is issued to eac h employee of the 
Laboratory. It uniquely ide ntifies him/her th rou gh the 
employee's payroll number. The RFID card s of PRL are 
com patible with all other DOS Unit s /ISRO Centers . The RFID 
cards issued to temporary employees, howe ver, are not 
compatible with other DOS Units/ISRO Centers and work 
onlyat PRL. 

The RFID system at PR L 
Th RFID System in PRL is pro vid ed by Access Comp u tech 
Pvt Ltd, Ahm ed abad. They have provided contact-less RFm 
Smart Card readers (Refer APPENDIX - A for details of the 
RFm cards, Card Readers, turn style gates etc).They ha ve also 
supplied the software whi h stores data of all the employees 
who flash their RFID Card in fron t of a RFID Reader. This data 
is very useful to trace all the employees' att endance as well as 
thei r IN an d OlIT timings. 

PRL has 8 RFID Readers right no w. The se readers can be 
configured to read IN and OUT timings of the employees. O ut 
of the se 8 RFID Read ers, 4 readers (2 for IN and 2 for Ol.J'l') are 
installed at PRL Main Campus near parking area. These 
readers are attached with a turn style gate in the Main 
Campus. 2 readers (1 for IN and 1 for OUT) are hand-held type 
and are usually wit h ClSF pe rsonnel at the security gate and 2 
(1 for IN an d 1 for OUT) are ins talled at Thaltej Campus. As 
soon as an employee flashes his RFID Card in front of a reader, 
the reader senses the data written into the card and relea ses 
the solenoid lockin g mechanism in the gate so that the tripod 
turn style gate can be manually opened by a gen tle push. All 
these card readers are connected to the RFID Server through 
the Local Area Network (LAN) of the Laboratory. These 
reade rs ha ve in-built memory which can store up to 500 
IN/OlIT tran saction s of Employees. The card readers also 
have a battery inside which pr ovides back-up of 1 hour in case 
of the ma ins power failure. Follow ing diagram pro vid es 
location of RFID Machin es. 

4 RFID 
Mach ines 

installed at PRL 
main Campus 

2 RFID M achines 
located at 

Thaltej 

2 RFID hand 
help type 

M achine w ith 
C1SF personnel. 

Fig. 1: Locations of RFIOReaders connected with the server. 

The Access Cornpu tech Pvt Ltd has provided a software which 
is based on Visual Basic as Front-end and MySQL as database. 
Th is sof twa re con tinuo usly logs IN and O l.Jf timin gs of the 
staff members in the RFID Readers and fetches the data into 
the RFm serve r. This data is stored in MySQL Database (Refer 
APPENDIX - Bfor the software screen). 

When ever any employee, either a temporary or permanent, 
joins PRL, an RFlD card is prepared and issued to him . His 
basic de tails are fetched from oWAA1 database ('Computerised 
Working inadministrativeArms (CoWAA) is an integratedsoftware 
packagc dev eloped at ISRO to cnable computerized working in 
Personneland Gel1eral Administra tion, Accounts, Purchase, Stores 
and Finance.) These data, along with soft copy of employee's 
passport size photo and sign atur e is sent to Access Compu tech 
Pvt Ltd for prin tin g on the card . Later on, the se card s are 
configu red in PRL to make them compatible with the RFID 
system establi shed in PRL. This configuration is again divided 
in to two types of flags: 

1.	 Permanen t: Permanent flag is set in the card only for a 
pe rman ent employee so that his/her card will work with 
the othe r DOS Units/ISRO Cen tres. 

2.	 Temporary : Th is flag is set in the card for a temporary 
employee of PRL.These card s will work only in PRL. 

The software provided by the Access Computech Pvt 
Ltd to log the tra nsaction of IN and OlIT store s data into 
the following format in the MySQL database . 

Database Name: prlattend 

TableName : punchdata 

Table Fields: 

Empcode	 (e.g. if employeecode is7832 it will store it as 
ABPR007832) 

Punchdate	 (Da te ofIN/OlIT default form at
 
yyyy- mm-dd)
 

Punch time (Time of IN/O UT default forma t is HH:II 
where 'HH' stands for Hours and 'II' stands 
for minutes) 

Inout	 (A flag which states "I" for In and "0" for 
Out) 

Machineid (Machine id from which IN/alIT occurred) 
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As one can see above , the scree n of a client PC machine is 
divid ed in to three main part". 

Part 1) To pro vide Employee Cod e or select a Divisio n or a 
Designat ion. At least, one of these th ree inp uts must 
be selec ted. 

Part 2) Date range for the data required . Selection of "Fro m 
Date" and "To Date" is mandatory. One of the two 
radio button s, "All In-out Details" or "First in tim e 
and Last out time" must be selected . Click on "Se nd 

Mail" ifyou want to send Emails to all Area Chairm en. 
Th e resulting rep ort will appear in Part 3 after clicking 
the Submit bu tton . 

Par t 3)	 This is a result area whe re output will be shown. After 
clicking the submit button a resulting rep ort is 
displayed as a PDF page in the empty area below: 

A nice date picker calenda r is also provided to select "From" 
and "To" da tes easily as shown below. 
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Fig.4: you can sec nice da te-picker in from date selection 
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Fig.5: A sampleoutput aftergiving input and clicking the submit button. 
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Thus, using a single scre en , it gives out pu ts base d on different 
criter ia. Send Mail will work only if yo u hav e se lected "All in ­
ou t details". If Division is not selected from the list, th e mail 
wi ll be sen t to all th e Area Chairmen othe rwi se th e mail will be 
sen t to th e selected Division Area Cha irman. It is very easy to 
p rovi de necessary inputs and click on SUBMIT button to 
re trieve necessary informa tion . 

Details of the backend activities after submitting 
the input parameters 
a.	 We nee d firs t to collect th e da ta in our req ui red forma t. 

The da ta in to the da tabase is in colum n form at. Da ta 
shown below is a sample from actual the da tabase . (The 
flag "inou t" ind icates, 'T ' for en tering in to PRL an d "0" 
for goi ng ou t from PRL for an employ ee in the 
corresponding row of the table). 

e mpc od e p u nc h d a t e puncht i me inou t machineid 
AB R00783 2 20 1 0-0 1 - 2 0 09: 21 I 9 

.r..S PROO 7 8 3 2 20 1 0 - 0 1-2 0 12 : 43 0 4 
ABPR0 07 832 2 0 1 0 - 0 1 - 2 1 0 9 : 0 3 I 9 
ABPR007832 2 01 0 -01 -21 16 : 0 0 0 2 
ABPR00 7 8 3 2 2 0 1 0 - 0 1 - 2 1 16 : 17 I 3 
ABPR0 0 7 8 32 20 1 0 - 01 - 21 .1 8 :0.1 0 4 
ABPR0078 32 2 01 0 - 0 1 - 22 08: 57 I 3 
ABPR0 0 7 8 32 2 0 1 0 - 01 - 2 2 18 : 0 5 0 2 
ABPR0 0 7 8 32 2 010- 01 -2 5 08 :4 2 I 9 

ABPR0 07 8 32 20 10 -01 - 2 5 17 : 2 8 0 4 
ABPR0 0 7 832 2 0 1 0 - 01 -2 7 0 8 :5 8 I 3 
ABPR007 8 32 2 0 10 -0 1 - 2 7 17 :5 7 0 2 
ABPR00 7 8 32 20 10 -0 1- 2 8 0 9 :02 I 9 
.A. BPROO7 8 32 20 10 -0 1 -28 17 : 5 4 0 2 
ABPR007832 2010-01-29 09 :03 I 9 
ABPR00 7832 20 10 - 01 -29 18 :01 0 2 

Table 1: Original data of RFIO 

b.	 This data should be cha nge d in to the row -wise for mat as 
shown below. We have separate data fo r employee code 
an d employee name w hich comes from CoWM . (Please 
see th e co lor combin ation to understand the difference 
between th e raw data an d forma tte d data). 

e mpcod e e mp name pun c hda t e name o f d a y in time ou t time d ratio n 

ABPROO 78 32 GIIUSH PAOlA 2 0 1 0 - 01 -2 0 Wedn esd ay 09 :2 1 :00 1 2 : 4 3 : 0 0 0 3 : 2 2 : 0 0 

ABPR0 0 7 32 GlRlSH PADI 2 01 0 - 0 1 - 21 Thursda y 0 : 03 :0 0 1 6 : 0 0 : 0 0 06 : 57 : 00 

ABPR0 0 7 8 32 GI RlS H PADl A 2 0 10 - 0 1 -21 Th u rs a y 16:17 : 0 0 1 8 :0 1 : 0 0 01 : 44 : 0 0 

ABPR0 0 7 8 32 Gl Rl SH PAOl A 2 0 1 0 - 0 1- 2 2 Fri ay 08 :57 :00 1 8 : 0 5 : 0 0 09 :0 8 :00 

ABPR0 0 7 8 32 GIRIS H PAOlA 2 0 10 - 01-2 5 Monday 08:4 2 : 00 17:28 :0 0 08 : 46 : 0 0 

ABPR00 78 3 2 GlR l SH PAOl A 2 01 0- 0 1 - 27 Wednes d a y 08 :5 8 : 0 0 17 : 57 : 0 0 08 :5 9 : 00 

ABPR0 0 7 8 32 Gl RI SH PAOlA 2 01 0 - 0 1 -28 Th r s da y 0 9 : 02 : 0 0 17 :5 4 : 00 08 :5 2 :0 0 

BPR00 7832 GlRlSH PAOLA 2010-01 -29 Frida y 09 :03 :00 18 :01 :00 08 :58 :00 

Tab le 2: Forma ted data of RFlD 

c. We crea ted a database sub rou tine called procedure 
"inout_de tail_all" in MySQL. After execu tion of this 
pro cedure, the data will be forma tted as per the above 
ou tpu t. 

d . The p roced ure "inout_detail_all" has 5 parameters. 

• Employee cod e 

• Division Code 

• Design a tion Code 

• From Date 

• ToDa te 
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User supplies Inouts 
data. This is done using 

DHTML / Javascript / 
PHP 

The PDF File IS Crystal Report which 
displayed in Web sends reque st to mysql 

browser using data base to give the 
PHP/Ajax technology. data based on user input 

Crystal Report formats 
th e data received from 

mysql and creates a 
PDF file . 

Fig.6: Flow diagramfor the utility 

As soo n as the param eters are submitted, a repo rt is 
genera ted in the required form . This proced ure is used 
for complete IN-O UT details of employees. Thi s sub ­
rou tine resid es int o the database so it is much fast er than 
any othe r int erface and can be used multiple times with 
multiple applications. 

e.	 Similarly, for "First in time and Last out time," another 
p roced ure nam ed in "inout_detail" is developed w hich 
uses same parameters as sub-routine "inout detail all" 
and ge ne rates a lit tle different ou tp u t than th~ sa me~ 

f.	 Up to th is point, we ha ve com pleted the formatting of 
the data int o the database. O ur PHP application now 
will call the Crystal Reports using COM Objects. The 
Cr ystal Reports wi ll ca ll th e pro c edure s 
"inout_detail_all" or "inout_detail" based on th e in pu ts 
pro vided by the user. Crystal Reports will now form at 
the data and will create a PDF file. O nce th e PDF file is 
created it is ve ry easy to show it in the brow ser. We have 
crea ted"crViewerFunction.php" to convert the data 
generated in th e Crystal Reports in to the Portable 
Document Format (PDF). A sample structur al diagram 
of the How of th is application is like belo w: 

g .	 This is sufficient for displaying data on the scree n. Now 
what if we want to send thi s PDF file as an email? PHP 
has inbuilt support to sen d th e mail s. O ur requirem ent 
to send the e rna ils is little specific. We need to send the 
de tails of the employee to the area ldivision cha irma n 
under whom he/she is wo rking. PRL has a structure 
where each employee is ass ign ed a sin gle Division. Each 
Division has a d ivision hea d called Area Chairma n. The 
de tails of emp loyees' di vision and their Area Ch airmen 
are easily availabl e from the CoWAA.Also, we have see n 
th at we can re trieve th e IN- OUT details of all th e 
employees af ter se lecting a Division . Also, a PDF file 
usin g Crystal Repo rts can be crea ted for the di vision . 
Our concern is no w to send the Ema il to th e area 
chairmen with a PDF file report a ttache d to it. We 
crea ted a reusab le compon ent to send Emails . The 
sof tware will chec k whethe r "Send Ma il" bu tton is 
clicked . On meeting this cond ition, A loop will star t to 
fe tch division name, area chairmen and em ail ad dress. 
The loop will' crea te a PDF file using Crysta l Rep orts for 
each d ivision. PHP 's mail function w ill serve the rest of 
the pa rt to send th is PDF file to th e area chairmen . Th is 
loop will be terminated on com pletion of this job . 

Conclusions 
Th e Access Con tro l Sys tem at PRL Main Campus and 

Thaltej Campus is, thus, worki ng ver y sa tisfactorily. We pla n 
to extend th e sys tem at tw o of our othe r field stations at 
Udaip u r So la r O bse rva tory, Uda ip ur a nd In fra red 
Ob serva tory, Mt. Abu in a near futu re. 
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Appendix - Al 

Con tact- less smart card reader, SENTINEL- Prox MF, uses 
RFID technology wit h on board TCP/IP comm unication 
channel. The con tact less PVC sma rt cards (Mifare-bascd 
conformi ng to ISO 14443-A) compatible wi th these card 
readers have built in read/wri te memory of 1 Kbytes. A block 
schematic and the Technica l brochu re for the Senti nc l-Prox 
MF card reader is reproduced be low. 

The Mifare card has a dimensio n of 85.7 x 54 mrn with card 
thickn ess less than 0.9 m m , It has an embedded wire loop 
an ten na adjacent to its peri phery and a MFlICS550 IC chip in 
it. A few salie n t featu res of the technology are given be low. 
MIFARE RF Interface 

• Contac t less transmission of da ta and supply energy
 
(no battery needed)
 

•	 Operating d istan ce: up to 100 mm 

•	 Operating frequ ency:13.56 MHz 

• Da ta tra nsfe r:106 kbps 

•	 Da ta int egrity: 16 bit CRe, pa rity, bit codi n g, bit
 
counting
 

Typical transaction time < 100 ms 

EEPROM 

• 1 Kbyte, organized in 16 sectors wi th 4 blocks of 16
 
bytes each
 

•	 Da ta reten tion of 10 years 

• Write end urance 100,000cycles. 
Securi ty 

•	 Mutual th ree pass authenticatio n 

•	 Unique ser ial n umber for eac h dev ice 
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Appendix - A2 (Mifare Card) 

Energy 

MI FARE card 

Data 

MF11CS50 chip 
4 turns wire coil embedded into a module 

Appendix - A3 (Turn style Gate) 

Salient Features :­
* No slip clutch provides smooth, silent , two-way rotation 
* Optional Breakaway clutch assembly allows one-way 

turnstiles to be used as emergency exits. 
* can be used at entry and exit points . 
* Clock-wise or counter-clockwise rotation. 
* Constructed from steel tubing. 
* ASC turnstiles have welded polished end caps. 
* Standard highly polished chrome finish. 
* Stainless and power coat finishe s available . 
* Low Maintenance. 
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Appendix - A4 
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Appendix- B 
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Fig.7: RFIO Softwareprovided byucndor to continuously retricoeTN-OUT data from the RFlO readers 


