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Abstract

Random numbers have become an essential component of many aspects of modern
life, with applications ranging from fundamental tests of physics and scientific simu-
lations to numerical analysis, decision-making processes, and cryptography. While
numerous random number generation schemes based on mathematical algorithms and
classical processes have been developed, quantum random number generation (QRNG)
based on quantum mechanical processes has evolved to provide fundamentally secure
randomness. Despite the robust and reliable source of true randomness, the QRNGs
face the common limitation of low bit rates, typically in the kilobits-per-second (kbps)
range. Moreover, these approaches often require additional optical components, such
as high-quality, unbiased beam splitters, whose precise fabrication presents significant

practical challenges.

On the other hand, the distribution of random bit strings between two users is com-
monly achieved through quantum key distribution (QKD). The QKD guarantees secu-
rity even against attempts by an adversary to intercept the key and remains unaffected
by advances in computational power, including those offered by quantum computers.
A further increase in the number of users in the QKD network can result in seamless,
secure communication among a large number of users, making it an immediate re-
quirement to establish a global quantum network. However, the common limitation in
QKD between two or multiple users has turned out to be the overall key rate, primarily
due to the low photon pair rate, mainly caused by the lower brightness of the quantum

source and the use of beam splitters.

To address these issues, in the current thesis, we devised novel experimental schemes

based on spatial sectioning and multiplexing of the spatial distribution of pair-photons.
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The spontaneous parametric down-conversion (SPDC), the main resource for the gen-
eration of pair photons and entangled photons, has been used to demonstrate the beam-
splitter-free QRNG, device-independent randomness certification, spatial randomness-
based BBM92 QKD, multi-user quantum networks, and entanglement engineering for

robust quantum communication.

We begin with the complete theoretical framework of random number genera-
tion and random number distribution, including the SPDC process, which encom-
passes phase-matching, photon-pair generation optimization, and entanglement prop-
erties. Building on this foundation, we performed a systematic characterization of
heralded single-photon and entangled photon sources in both single-pass and polariza-
tion Sagnac configurations. By varying the coincidence window, spectral bandwidth,
spatial mode collection, and pump power, we quantified their effects on key metrics:
second-order correlation coefficient at zero time delay (g% (0)), visibility in Hong—
Ou-Mandel (HOM) interferometer, Bell parameter, and entanglement visibility. The
results established the clear design guidelines for all the experiments performed in the

thesis.

Harnessing the strong temporal and spatial correlations intrinsic to SPDC bi-photons,
we proposed and experimentally realized a beam-splitter-free QRNG scheme. By sec-
tioning the SPDC annular emission ring and recording time-correlated detection events
between diametrically opposite points, we generated multi-bit random sequences at
high rates without reliance on additional probabilistic optical elements. Using a 20-
mm PPKTP crystal, the scheme achieves 3 Mbps after post-processing, with a mini-

mum entropy exceeding 95%, passing the NIST 800-22 and TestUO1 statistical tests.

Extending this concept, we developed a scalable, device-independent QRNG (DI-

QRNG) with live Bell test certification. By dividing the SPDC ring from a polarization
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Sagnac source into six opposite sections, we simultaneously formed three independent
entangled photon sources from a single crystal and pump beam. Two sources generated
randomness, while the third is used to continuously measure the CHSH Bell parameter
(S > 2), providing real-time trust verification without reducing the random number
generation rate. The DI-QRNG achieves 1.8 Mbps with a minimum entropy of above

97%, demonstrating practical scalability and robustness.

We further enhanced the QKD efficiency of the BBM92 protocol using the intrin-
sic spatial randomness, replacing the conventional beam-splitter-based basis selection
with probabilistic mapping from SPDC ring sections to measurement bases. Such se-
lection eliminated the encoding bias from imperfect lossy beam splitters, improving
the key rate 6.4 times with reduced quantum bit error rate (QBER) compared to tradi-

tional methods using a Bell state.

We also show that one need not worry about using the Bell state from the source
end to establish QKD between two parties. Instead, one can use a Bell-like state at
the source and revive the Bell state at the receiver end to establish QKD with low
QBER. For concept demonstration, we have demonstrated geometric phase (GP) or
geometric equivalent phase effects on QBER both analytically and experimentally.
This additional phase imprinted via waveplate rotation in the pump beam transforms
Bell states into Bell-like states with QBER up to 25%. However, the introduction of the
phase compensation scheme at the receiver end restores Bell-state fidelity above 95%
and reduces QBER below the 11% security threshold for entanglement-based QKD.
This method also compensates for phase drifts arising from imperfect generation or

channel transmission.

Finally, leveraging the same spatial sectioning and multiplexing methodology, we

presented a fully connected, 12-channel QKD network among six users. This is imple-



viii

mented using only three spatially separated entangled photon sources derived from a
single SPDC source at 810 nm. The network achieved average coincidence rates of 30
kHz per user pair, entanglement visibility exceeding 80%, and sifted key rates of 407
kbps across all pairs, utilizing only passive optical components. The architecture is
inherently scalable to larger networks and adaptable to free-space and satellite-based

links, offering a practical route toward global quantum communication infrastructure.

Through the integration of source optimization, spatial sectioning, and multiplex-
ing, device-independent certification, network implementation, protocol innovation,
and phase-error compensation, this thesis presents a comprehensive experimental toolkit
for secure, scalable, and high-performance quantum technology applications. Prospec-
tive extensions include simultaneous, loophole-free, certified QRNG and global-scale
hybrid free-space quantum networks combining wavelength division multiplexing with

our methodology.

Keywords: QRNG, heralded single-photon source, second order-correlation, HOM
interferometry, entangled photon source, Bell’s parameter, entropy, Toeplitz, NIST,
auto-correlation, network, communication, visibility, fidelity, spatial-randomness, QKD,

density matrix, QBER, sifted key rate, Geometric phase.
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tum correlation. The bottom layer shows the physical representation
of the network topology, with the implementation shown on the right.
The topology of the quantum network is established through the cen-
tral unit, which derives three entangled photon sources from a single
source and distributes them between six users through multiplexing.
The complete end-to-end implementation has three sections: central
unit, free space channel, and users. Again, the central unit has two
subsections: SPDC source and spatial division and multiplexing. The
SPDC source is realized using a single-frequency continuous-wave
diode laser at 405 nm, with output power controlled via a half-wave
plate (HWP) and a polarization beam splitter (PBS), which pumps a
temperature-stabilized periodically poled KTP (PPKTP) crystal placed
in a polarization Sagnac interferometer. The interferometer consists of
a dual-wavelength PBS and HWP (D-HWP) for 810 nm and 405 nm
wavelengths. A plano-convex lens (focal length 150 mm) focuses the
pump at the crystal center and collimates the photon pairs generated
via spontaneous parametric down-conversion (SPDC). In the spatial
division multiplexing section, the collimated SPDC emission ring, sep-
arated from the pump by a dichroic mirror (DCM), is divided into two
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opposite sections form three entangled photon sources, I, II, and III,
with section pairs (1, 17), (2, 2’), and (3, 3”) as shown in the source
division table. These subsections are multiplexed using three 50:50
beam splitters (BS), while mirrors (M) in the experiment direct the

beams through the optical paths. The multiplexed outputs are transmit-
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Chapter 1

Introduction

The nature of light has intrigued scientists and philosophers for centuries, giving rise
to both classical and quantum interpretations of its behavior. While early optical the-
ories by Newton and Huygens debated the particle and wave nature of light, a more
complete understanding began to crystallize in the 19th century. A major milestone
was achieved when James Clerk Maxwell elegantly unified electric and magnetic fields
through a set of four partial differential equations—now famously known as Maxwell’s
equations—which treated electric and magnetic fields as continuous, interdependent
variables, supporting the wave-like nature of light [1]. However, this classical view-
point was dramatically challenged at the beginning of the 20th century when Albert
Einstein explained the photoelectric effect by treating light as discrete quanta of en-
ergy, suggesting a particle-like behavior [2]. These energy quanta were later termed
“photons” by G. N. Lewis [3], and were subsequently formalized as fundamental ex-
citations of the quantized electromagnetic field in P. A. M. Dirac’s pioneering work on

quantum electrodynamics [4].
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The conceptual shift from classical to quantum optics paved the way for entirely
new technologies and insights, particularly through the field of quantum photonics,
where the interaction of quantized light with matter is explored. A pivotal moment in
this journey came in 1935 when Einstein, Podolsky, and Rosen questioned the com-
pleteness of quantum mechanics and introduced what is now known as the EPR para-
dox, proposing the existence of “hidden variables” to restore determinism to quantum
theory [5]. However, in 1964, John Bell formulated a mathematical inequality that
provided a way to test whether such hidden variables are compatible with quantum
mechanics or not. And found hidden variable theory does not fit with quantum me-
chanics, and established the true randomness of quantum theory [6]. Experimental
violations of Bell’s inequality—first demonstrated in spin systems by Clauser et al.
[7, 8], and later this violation is further refined for quantum entangled source by Alain
Aspect [9] and Anton Zeilinger [10]—confirmed the non-local nature of entangled
quantum systems, solidifying the foundational role of quantum entanglement. Dur-
ing that time period, Kimble et al. [11] also observed the first evidence of a single
photon source measuring the second order correlation coefficient using the Hanburry
Brown and Twiss (HBT) interferometer [12]. They observed photon antibunching, a
phenomenon with no classical counterpart, which served as definitive evidence for the

generation of single photons.

One of the widely adopted techniques for producing single photons and entan-
gled photons is spontaneous parametric down-conversion (SPDC), a nonlinear op-
tical process in which a pump photon with greater energy undergoes a conversion
process, yielding two daughter photons of lower energy within a nonlinear crystal.
These daughter photons—commonly referred to as signal and idler—can be strongly
correlated in multiple degrees of freedom: energy-time [13], frequency, polarization

[14, 15], spatial mode, linear momentum [15, 16], and orbital angular momentum



[17-19]. It was first predicted by the quantum mechanical description of the optical
parametric amplification [20] process. Zel’dovich and Klyshko [21] first studied the
statistics of the downconverted photon in 1969. By the next year, Burnham and Wein-
berg [22] demonstrated the SPDC source at the experimental level. These sources,
aided by modern advancements in high-efficiency detectors and nonlinear crystals with
enhanced coefficients, now serve as indispensable tools in a broad range of quantum
information applications such as quantum cryptography [23], quantum imaging [24],

and tests of quantum non-locality [25].

One particularly promising area made possible by the SPDC process in a non-
collinear geometry is the spatial profile division and multiplexing (SPDM) of the char-
acteristic ring-shaped emission pattern, a concept first introduced and demonstrated
in our work. We use this technique for various quantum random number generation
(QRNG), both in localised and shared form. These new types of division and multi-
plexing also open up a new way of establishing a quantum network among multiple
users with enhanced key rate. Random numbers have attracted significant attention in
many fields, such as fundamental physics tests, scientific simulations, numerical anal-
ysis, decision-making, cryptography [26-28], etc. The generation in cryptography is
particularly important because random bit strings are fundamental tools for use at vari-
ous phases of cryptographic algorithms, such as key generation, symmetric encryption,
passwords, nonce generation, etc. [29]. Although the computer can produce random
number sequences using the complex algorithm [30], the deterministic nature of such
algorithms results in pseudorandomness. The only way to get the true random num-
bers, or the true security for different safety applications, is to build a generator based
on the random physical phenomena [31, 32]. As the quantum theory is fundamen-
tally probabilistic, it can provide inherent randomness. Therefore, a quantum process

[33] like SPDC is always an ideal base for a physically true random number genera-
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tor. Also, different quantum parameters like Bell’s parameter, second-order correlation
coefficient, and QBER measurements of SPDC-based source provide extra benefits in

certifying the true randomness coming from the quantum origin.

1.1 Objective of the Thesis

The development of technology based on quantum mechanical principles is cur-
rently a fascinating topic of scientific study. The two most fundamental principles of
quantum mechanics, superposition and entanglement, can be used to change technol-
ogy. The previous century was dedicated to building the theoretical core of Quantum
mechanics. The current goal is to use that description to develop new, unexplored
technologies. The fundamental building element of this new technology is the quan-
tum bit (qubit) exhibits superposition, setting it apart from classical bits. Applications
like information processing (quantum computing [34]) or communications (quantum
cryptography [35], teleportation [36], super-dense coding [37], etc.) are strictly based
on quantum states and random bit strings. Hence, generating a bit string both in lo-
calised and shared form based on the quantum inherent randomness is an exciting field

of research.

The core of this thesis is the concept of spatial profile division and multiplexing,
a powerful technique that leverages the spatial correlation of bi photons to set up new
random number generation schemes, quantum key distribution, and quantum network
over multiple channels. This approach not only increases communication capacity but
also supports scalability for multi-user quantum networks. By carefully tailoring the
spatial characteristics of heralded and entangled photons, we demonstrate a new class
of quantum communication tools that can enhance randomness generation, improve

security in key distribution, and enable simultaneous quantum communication links.
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We begin by optimizing the properties of both heralded and entangled photon
sources to achieve high brightness with stability for higher key rate generation in our
different work. Keeping the key rate in mind, we also optimized the source for a higher
quantumness parameter, which certifies the true randomness. As these two parameters
are inversely proportional to each other, optimization of both is necessary, which serves

as the foundation for a variety of quantum information protocols:

* Quantum random number generation using heralded single photons, where spa-

tial randomness is exploited for entropy extraction.

* QRNG using entangled photon sources with real-time randomness certification

via Bell inequality violations.

* BBM92 quantum key distribution protocol that utilizes spatial profile random-

ness for basis encoding.

* Bell state revival using geometric phase manipulation, enhancing QKD robust-

ness against phase drift.

* A scalable multi-user quantum communication network where spatial profile

division enables multiple links.

Together, these contributions demonstrate the feasibility and benefits of spatial pro-
file multiplexing for a wide range of quantum communication applications, establish-
ing a path forward for building high-performance, scalable, and secure quantum net-

works with a higher key rate.
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1.2 Overview of the Thesis

This thesis is organized in a manner that begins with the relevant theoretical back-
ground and then systematically proceeds to experimental demonstrations of the SPDC
process for quantum random number generation and quantum key distribution between
two parties or multiple users. Figure 1.1 provides a layout map of the thesis, showing
that, after the source optimization, the fundamental principle of spatial randomness is
used for different applications in quantum communication domains using the method-

ology of spatial profile division and multiplexing.

Beamsplitter-free mega bit rate ehpTES
=P Quantum random number generation
Chapter 1 using heralded single photons
Objectives and
structure Device-independent QRNG using
* == entangled photon source with live Chapter 5
certification
Fundamentals Spatial
and =P | sectioning and | we
ot : : Spatial randomness based high key
Characterisation multiplexin el
P 9 rate quantum key distribution Ghaptent
Chapter 2 & 3
| Bell state revival using geometric R
phase for QKD application i
Multi-user quantum communication
| Chapter 8
network with high rate apter

Future Scope | Chapter 9

Figure 1.1: Schematic overview of the thesis structure: Spatial profile division and
multiplexing, which supports a range of quantum communication applications.

* Chapter 2 lays the theoretical groundwork by introducing the concepts of SPDC
in quantum optics, the theoretical optimization of photon sources, quantum ran-

dom number generation, and quantum key distribution.

* Chapter 3 focuses on the experimental optimization of SPDC-based heralded

single photon source and entangled photon source. This includes the detailed
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characterization for brightness control, purity, and indistinguishability enhance-

ment for both heralded and entangled photon sources.

* Chapter 4 presents our implementation of QRNG using heralded single pho-
tons. We analyze the spatial and temporal correlation to extract the truly random
raw bit string and discuss the randomness certification process and the statistical

tests applied.

* Chapter 5 extends QRNG to entangled photons, with a focus on live random-
ness certification using Bell tests. Beamsplitter-free megabit rate QRNG archi-

tecture with Bell’s parameter certifications is the core of this chapter.

* Chapter 6 introduces a novel spatial-randomness-based QKD protocol. By en-
coding key bits from spatial inherent randomness, we demonstrate enhanced

security, parallel with the higher secure key rate.

* Chapter 7 explores geometric phase manipulation for Bell state revival by can-

celing any phase drift, with applications in QKD.

* Chapter 8 details a multi-user quantum communication network enabled by
spatial sectioing-multiplexing. Experimental results in terms of key rate and
quantum parameters demonstrate the functionality of multiple quantum links for

free-space quantum communication.

* Chapter 9 summarizes the key contributions of the thesis and outlines potential
directions for future research in large-scale hybrid quantum networks, QRNG

with simultaneous loophole-free certification, and hybrid entanglement for QKD.






Chapter 2

Fundamentals Principles

2.1 Random number generator

As the name suggests, a random sequence refers to a collection of numbers with
no discernible pattern. They occur in a completely unpredictable fashion. Some of the
many applications of random numbers include cryptography, Monte Carlo simulations,
industrial testing and labeling, hazard games, and gambling. A simple example of
understanding a random sequence is the result of flipping an unbiased coin. Every
value in the sequence arises independently, and even full knowledge of all previously
generated entries offers no ability to determine the next outcome. This section provides
a brief description of randomness, random numbers, their properties, and the building
blocks of a typical random number generator. Additionally, outline the two types of
RNG, specifically how pseudo-random number generators (PRNGs), which rely on
algorithmic procedures, differ from true random number generators (TRNGs) that are
driven by physical processes. It also highlights why TRNGs are preferable to PRNGs

and further explains the advantages that quantum-based generators have over classical
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approaches within the TRNG category.

2.1.1 Randomness

A random bit string of this kind can be interpreted as the result of flipping a perfectly
unbiased coin, in which the heads outcome is assigned the value ‘1’ and the tail side
maps to ‘0’, and the probability of getting either head or tail is 50%. Moreover, each
flip occurs independently, so knowledge of earlier outcomes provides no information
about the result of later tosses. Hence, using a perfectly balanced coin yields a gen-
uinely random sequence of bit values. Obviously, the use of unbiased and idealized
coins for various quantum-level applications of interest is impractical. Our goal is
to utilize the inherent randomness of the quantum process to generate a random bit

stream, similar to the example mentioned earlier.

2.1.2 Random numbers and its properties

A sequence of numbers is known as a random sequence if it follows the two funda-

mental properties.

e Uniformity, i.e., the equal probability everywhere within the sequence

e Independentness, i.e., any current value is independent of any previous or next value

of the sequence

Random numerical values are essential in a wide range of simulations and classical
applications where the random number sequence follows a specific type of distribu-
tion, such as the Gaussian or Poissonian distribution. However, in our case, we are

interested in a bit string, which is a sequence of ‘0’ and ‘1’ that satisfies the criteria for
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randomness. For example, we can consider the bit string 101 0010, where the fourth
empty position can take either O or 1 with equal probability as per the uniformity prop-
erty. This value is either independent of the third (1) or fifth (0) position value in the

bit string.

2.1.3 Different methods of random number generation

Based on the generation method, a random number generator can typically be catego-

rized into two classes: TRNGs and PRNGs [38].

PRNGs use deterministic algorithms to produce random numbers that look appar-
ently random, hence the term “pseudo-random.” It takes one or several initial param-
eters and produces a sequence of numbers that appear random. Inputs to PRNGs are
called seeds. Since we require the random numbers to be unpredictable, the initial seed
has to originate from a genuinely random source. Therefore, in practice, PRNGs are
typically seeded using values generated by a TRNG. All the randomness in PRNG is
confined to seed generation. A major drawback of PRNG is that if one knows the seed,
then one can obtain the sequence of numbers with complete certainty [39]. Mersenne
Twister generator (MT), Among commonly used PRNG schemes, the Linear Congru-
ential Generator (LCG) and the Wichmann-Hill Generator (WHG) are particularly

prominent in different fields of application.

In TRNG, a random sequence is generated using a non-deterministic physical phe-
nomenon (i.e., an entropy source), either classical or quantum, along with some pro-
cessing function (i.e., the entropy distillation process) to produce randomness [39].
The distillation is employed to compensate for weaknesses in the entropy source that
may result in partial randomness. The entropy source is typically a physical phe-

nomenon, such as random noise in an electrical circuit, unpredictable radioactive de-
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cay, the timing of user processes (e.g., keystrokes or mouse movements), the quantum
effects in a semiconductor [39], and most importantly, classical and quantum optical

phenomena.

2.1.4 Block description of physical random number generator

Physical or true random number generators can be divided into multiple sub-blocks,
shown in Fig. 2.1. The first one is the entropy source, and the second one is the post-
processing stage. The entropy source comprises a physical system whose measurable
properties display random behavior. [40], followed by a measurement device that mea-
sures random variables and generates a raw bit string. In the measurement process, it
also contaminates the generated raw bit string. The post-processing block addresses
this concern; it takes the raw bits and distills them into a uniform random sequence.
At this stage, we first estimate the minimum binning entropy and use that for Toeplitz
hashing, which will be further discussed in the Chapter. 4 . The post-processed bit

string after this stage is suitable for various testing and application purposes.

11011

Entropy Source 00010

—_
o o

Inherent 101100
Measurement :
i Post
e and Collection g " OS'PrOCESSING R
random process Extracted
Raw bit string ranc:(?m bit
string

Figure 2.1: Schematic block representation of a conventional physical random number
generator.

Another important parameter besides the generation is the certification of the gen-
erator. In Fig. 2.2a, if the honest party generates the random bit string and the user

receives the bit string, then there is no issue, but if the source is dishonest (Fig. 2.2b)



2.2. Random number (key) distribution 13

and the user unknowingly copies the pre-decided bit string, then it is a threat to any

kind of security application using random bit strings.

a 0110110110
‘ Honest source ‘

b 0110110110
‘ Dishonest source ‘ b
[0110110110] Need of certification

Figure 2.2: Illustration of a generic RNG from an honest source (a) and from a dis-
honest source (b).

Bell in 1964 showed that quantum mechanics does not fit with the hidden variable
theory, and it is truly random. We can also certify the quantumness using various quan-
tum parameters, thereby allowing for the detection of any dishonest party. In contrast,
classical mechanics is a deterministic theory, where the apparent randomness arises
from the lack of complete information about the system. This disadvantage of clas-
sical mechanics makes QRNG the right choice over CRNG for security applications.
Although QRNG produces high-quality random numbers, its generation rate is lower.
However, with the advancement of new schemes and electronics, this is growing faster

in response to the demand.

2.2 Random number (key) distribution

In the earlier section, we discussed the random number generation process alone;
here, we will focus on the random bit string distribution between two parties, which
is also known as key distribution. This is crucial for secure communication between
trusted parties, such that the transmitted information remains confidential and unal-

tered in the presence of potential adversaries in the field of cryptography. Its origins
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can be traced back thousands of years, where it was used primarily in military and
diplomatic contexts. In one notable historical incident, the deciphering of a letter from
Mary, Queen of Scots, enabled Elizabeth to order Mary’s execution, which reflects the
longstanding human desire to protect information from prying eyes. Later on, with the
advent of the internet, the demand for secure communication has grown steadily each
year [41]. Rapid advancements in telecommunication technologies have further am-
plified the necessity for confidentiality in data exchange. Over the past three decades,
the proliferation of online banking and electronic financial transactions has brought
cryptography into the spotlight as a critical security tool. Secure communication is no
longer limited to diplomatic correspondence between nations; it has become equally
vital for everyday interactions among ordinary users. In the modern digital era, where
nearly everyone is virtually connected, the internet has become an indispensable com-
ponent of daily life. Without robust mechanisms to ensure the secrecy of information

transmitted across it, reliable communication would be nearly impossible [41, 42].

2.2.1 Cryptography architecture

The modern definition of cryptography involves transforming a plaintext message into
an encoded ciphertext using a specific secret key, such that only authorized parties
possessing the correct decoding key can recover the original message. A formal rep-
resentation of this process can be expressed through an encryption function E and a

decryption function D, where:

C=E,(P) and P=Dy,(C) 2.1)

with P denoting plaintext, C denoting ciphertext, and k, and k; being the encryption
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Figure 2.3: Art of cryptography with a preshared key between Alice and Bob.

and decryption keys respectively. In symmetric cryptography, k., = k;, whereas in

asymmetric cryptography, these keys are distinct.

Cryptography is built upon below fundamental security principles:

1. Confidentiality (Privacy) — The content of the message must remain unintel-
ligible to any unauthorized party. Only the intended recipient should be able to

reconstruct the original plaintext.

2. Data Integrity — The message must remain unaltered during transmission. If
a message is intercepted and modified by an adversary, both the sender and the

recipient should be able to detect the tampering.
3. Authentication — The communicating parties must be able to verify each other’s

identities, ensuring that the message originates from a legitimate sender.

In the communication model shown in Fig. 2.3, the sender and receiver are con-

ventionally referred to as Alice and Bob, while an adversary attempting to intercept
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or alter the communication is called Eve. For example, if Alice and Bob are execu-
tives at a technology company exchanging sensitive product development plans, it is
imperative that these communications remain inaccessible to competitors or malicious

entities.

In order to enable secure communication [43], Alice and Bob must initially agree
upon a shared key, which requires an initial secure key distribution between them, as
shown at the top of Fig. 2.3. While messages are transmitted over insecure channels in
encrypted form, the long-term secrecy of their contents depends on the strength of the
cryptographic algorithm and the secrecy of the key. It is important to note that no code
is truly unbreakable; given sufficient time and resources, any encryption scheme can be
compromised. The goal of cryptographic design is therefore to make such decryption
computationally infeasible within the period for which the information must remain se-
cret. In classical cryptography, the security of a system is primarily determined by the
computational complexity of its encryption and decryption algorithms in generating
the key. Computational complexity, in this context, refers to the number of compu-
tational steps an eavesdropper (Eve) would require—given contemporary computing
capabilities—to successfully recover the plaintext from the ciphertext. The difficulty
of this task generally increases with the length of the encryption key, as longer keys
exponentially expand the possible key space to be searched. However, this security as-
sumption is challenged by the advent of quantum computing and associated quantum
algorithms [34, 41, 44], which can solve certain algorithms underlying existing cryp-
tographic schemes in polynomial time, thereby rendering many traditional encryption
methods vulnerable. Quantum key distribution is the alternative future secure solution

to prevent the catastrophe of the current scheme in the quantum era.
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2.2.2 Quantum key distribution network

The emergence of quantum computing and quantum information science has moti-
vated the development of quantum-safe cryptography, which offers methods for key
exchange that remain secure [45] even in the presence of quantum-capable adver-
saries. Quantum Key Distribution utilizes the principles of quantum mechanics to
facilitate the secure distribution of keys between two parties. The concept was first
practically introduced through the BB84 protocol, which utilized conjugate basis en-

coding [46, 47].

A key advantage of QKD is its ability to generate an unlimited number of secure
keys from a single initial setup. In classical cryptography, once a finite-size secret
key is distributed, it becomes increasingly difficult to extend or amplify that key. For
maximum security, keys must be discarded after each use, and eventually, the com-
municating parties will exhaust their supply of shared secrets. In contrast, quantum
mechanics enables a key growing process [48], wherein additional secure keys can be
generated continuously, making QKD highly attractive for applications ranging from

secure banking transactions to military communications.

Unlike conventional key distribution schemes that employ classical bits (0 and 1),
QKD operates with quantum bits (qubits). Qubits are quantum states that possess
several distinctive properties, which form the foundation of QKD protocols [34]. Var-
ious degrees of freedom of photons—such as polarization, orbital angular momentum
(OAM), time-bin, or frequency—can be used as a photonic qubit. For instance, hori-
zontal polarization is denoted as |H) and vertical polarization as |V). A general qubit
state can exist as a superposition, written as c; |[H) + 2 |V), where ¢; and ¢, are com-

plex probability amplitudes. Measuring a qubit projects it onto the eigenbasis of the
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chosen measurement operator. For example, measurement in the {|H) ,|V) } basis uses
projectors Py = |H) (H| and Py = |V) (V|. Suppose, the initial state |y), = |H), a
measurement using Py yields |H), while Py yields 0. If the state is in superposi-
tion, |y),, = c1|H) + ¢2|V), the projection outcome depends on the chosen basis, and
measurements in a non-matching basis produce inherently random results [34, 46].
This measurement disturbance principle protects the key distribution by detecting
the presence of an eavesdropper. Secondly, the uncertainty principle applies to non-
orthogonal quantum states, meaning an adversary cannot determine the exact state
without error. And thirdly, the no-cloning theorem [49], which states that unknown
generic quantum states cannot be copied, thereby preventing the duplication of infor-
mation. These three principles form the backbone of Prepare-and-Measure quantum
protocols, such as BB84 and B92. Additionally, quantum entanglement with these
principles enables secure sharing of keys in the BBM92 and E91 protocols through
non-classical correlations. Entanglement describes a condition in which the state of
one subsystem (A) is intrinsically linked to the state of another subsystem (B). In such

cases, the combined system cannot be expressed as a simple tensor product [50]:

Wap 7 WA ®1[9)p (2.2)

Instead, it may take the form:

Wi =c1|V)4@[P)p+c2|) @ |W)p (2.3)

Measurement of one subsystem instantaneously determines the outcome of the other
[51], regardless of the spatial separation between them. Sifted key rate and QBER [52]
are two important metrics for a QKD protocol, which we experimentally estimate in

Chapter 6. These quantum mechanical principles form the theoretical framework for
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QKD between two users. This can also be extended to multiple users, where each user
can be connected to any other users, which is known as a quantum network [53]. In
my future work on high-performance quantum technologies, including QRNG, device-
independent randomness certification, spatial randomness-based BBM92 QKD, and
multi-user quantum networks, we utilize the Spontaneous Parametric Down Conver-
sion (SPDC) process to generate an annular ring shape source, which is the next topic

of my discussion.

2.3 Spontaneous parametric down-conversion process

As introduced in chapter 1, SPDC is a second-order nonlinear process, where a
small percentage of the pump photons of higher frequency (®),) passes through a x(z)
non-linear medium and splits into two photons of lower frequencies [54] Fig. 2.4,
known as a signal of frequency (@) and idler of frequency (®;). The daughter pho-
tons are directly generated from the pump beam. There is no need for any other ex-
ternal seed beam; that is why this process is referred to as spontaneous. The quantum
vacuum field is responsible for down conversion at the fundamental level; hence, the
process is purely quantum in nature. However, classical difference frequency genera-
tion [55] at @; = W, — @, of an input pump signal @, along with a very weak signal
@ can approximate the parametric emission. In the case of SPDC, vacuum modes at
@y replace the classical weak signal, which makes this process very inefficient. Typi-
cally, 1 out of 106 photons get down-converted [20] in a bulk crystal-based SPDC. It
is called parametric because energy is conserved in this process, and the pump beam
is not involved in non-parametric energy exchange with the nonlinear crystal. A pump
photon is absorbed within the nonlinear material and temporarily elevated to a virtual
state [56]. Interaction with a vacuum mode at @, stimulates this excited state, lead-

ing to its decay back to the ground state, resulting in two down-converted photons.



20 Chapter 2. Fundamentals Principles

& NV C
a 1 Optics axis ) “a\\ms\
: A W;
: Pump (wp) k i
— CU ____________ S [
’,J‘-—-——b <*__’ [4
td
% Idjer ((U[} W
0 L
x? Crystal S k

Figure 2.4: (a) The pump field along the z-axis generates two down-converted field
signals and an idler. (b) and (c) respectively energy and momentum conservation dia-
gram of a SPDC process.

Also, the total energy conservation ®, = @+ @; (Fig. 2.4b) holds in this process, and
as the higher frequency input converts to the lower output frequencies, the process is
named a down-conversion process. The momentum of the initial photon is conserved

as dictated by the phase-matching condition Kk, = Kk +K; and shown in Fig. 2.4c.

2.3.1 Quantum mechanical description

As we mentioned in the last section, SPDC is a second-order nonlinear process; we
will start with the expression of polarization for the formal derivation of this process.

The polarization vector, considering the higher-order term [57], is given by

P(r.) =gy VE(r ) +exPE*r.0)+eox PV E3(r) -, 24

and D(r,t)=¢gFE(r,t)+P (2.5)

The vectors are written both as a function of space and time. Now, the total energy
density of the electromagnetic field, including both electric and magnetic contribu-

tions, is given by [58]
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/ E(r.1)d’r 2.6)
- [ ([aB@0)+ex VE@.0)] B,

+ [sox( >E2(r,r)] E(r1) +> &Pr 2.7)

The first term in Eq. 2.7 represents the linear contribution to the electromagnetic
energy density. In this context, our focus is on the second-order contribution to the

energy density because of the non-linearity of the medium, which is [58]

Y0 =& | AP B r.0)- Eeodr

:/7/P(2)(fr,t)-E('r,t)d3r (2.8)

Now, considering this expression for the parametric down-conversion process in

quantum formalism, we can write the Hamiltonian operator [54]

HSPD(j([):/ P(z)(T,I)E(T,[)d3T

Fiseoc(t) = & [ 1B (r.0Ex(r.0 E(r s 29)

where p,s, and i stand for the pump, signal, and idler, respectively. x(z) in the
above equation is a rank-three tensor where its components are the proportionality

constant, which relates non-linear polarization amplitudes with the product field am-
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plitudes. By considering different factors like crystal class, symmetry, and phase-
matching, we can contract this ¥(?) into a constant called d, 7o Ep(nt), Es(r,t), and
E;i(r,t) represent the quantized electric field operator corresponding to the pump, sig-
nal, and idler field [58]. It can be written as a sum of negative and positive frequency

terms [59].

Ey(r.t) =ESD (r.0) +ES) (n,1) (2.10)

Now, replacing these in Eq. 2.9, The interaction Hamiltonian therefore takes the form

Aspoc(t) = & /Vdeff [EA‘I(,+)(T,I)+E§,_)(T,I)] x [EAA§+>(T,;)+E£‘)(M)}

2.11)

The effective terms from the above expression for the parametric down-conversion
are EI(,_)ES(JF)EZ.(H and EI(,+)ES(_)Ei(_) leading to processes that conserve energy and

consequently contribute substantially to down-conversion. Other terms will be aver-

aged out [60].
Hsppce(?) = & A destEST (r )V ES) (r ) E) (r,6)dPr + Hec. (2.12)

where a quantized field [59, 61] is expressed as
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E®) (r1) = / B ( / Aka(k,w)eik"‘d%) e da. (2.13)

Now, to keep the formal derivation in the simpler form, we consider a single
mode (k) and frequency (@) instead of all actual possible combinations of modes
and frequency. Then Ay is constant and written as A. Also, we will write the trans-
verse and longitudinal components of k and r separately as, k = (ky,ky,k;) = (q,k;),
r = (x,y,z) = (p,z), and d(k,®) = a [58]. Accordingly, we express the pump, signal,

and idler electric field operators in a form that excludes the integral.

25 (r,1) = A et P =Ny (g, @)

A£7) (’I"’[) = A;ke_iq.v‘pe—l'(kxzz—a)xt)a,\j_

E7) (r.1) = Afeiarpeitkiz—on) g (2.14)

1 1

Here, we assumed the pump field is classical, and we replaced the annihilation operator
with the field amplitude V(q,, ®,) [58]. Substituting this field operator in Eq. 2.12 we

get

Hsppc (1) = €0ApATATV (ap, wp)ei(“’SJ““’i“’p)f([// ellar=a=a) P2 )
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x / do ppeb e kiligz)at ot 1 He.

(2.15)

Considering that the crystal’s transverse dimension is far larger than that of the

pump beam, the limit for the first integral becomes —oo to +oo

/oo ei(Qp_QS_Qi)~pd2p — S(qp —qs— ql) (216)

—00

It implies transverse momentum is conserved in this process, i.e., g, = q; + g;.
Now the second integration term is known as a phase-matching function ¢(gs,q;).
We will do the integration over the length (L) of the crystal. d. s can be constant or a
function of z, depending on the nature of phase matching. Considering d, ¢ is constant

and (k,; — ky; — ki;) = Ak; for birefringent phase-matching, we can simplfy.

L d elAkZL _ 1
(P(QS;Qz’) - /O deffelAkzde_ Aelj;ff
— de’ff oiAk:L/2 eiBkL/2 _ p—ibk:L/2
Ak,
(Ak L>
— L e lAk L/2 A
] Ak, L
=Ld, ff eBkL/2 G ( 2Z ) 2.17)

The phase matching function gives the maximum when (k,; — ky; — ki;) = Ak, =0,

which also implies, additionally, that with the transverse momentum, longitudinal mo-
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mentum is also conserved in the SPDC process. The interaction Hamiltonian becomes

Asppe(t) = )LdegA yA ATV (g + qi, ) e/ T O Op)t pibkL/2

Ak,L
X sinc (TZ) a; a7 +H.c. (2.18)

Now, we consider this interaction Hamiltonian in time-dependent Schrodinger pic-
tures for finding the time-evolved signal and idler photon state |y(z)) starting from the
vacuum field of signal and idler, i.e. |y(0)) = |0)4|0); [62] initially at time # = 0. Then

the quantum state becomes

(1)) = e 7 JoFseocdt |y () (2.19)

In the expansion of the exponential term, the first two terms are enough, as we
assume parametric down-conversion is very weak. Out of these two terms, the second
term actually gives the final two-photon state from the SPDC process. So, the second

term

W) =~ [ Asroct)di (o)

i
= [ % goLd.rrApALATV (qs+ qi, 0p) (g, i)

w(0)) (2.20)

o,
X (/0 (O 0= p)t dt) alal +He.
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Similarly to Eq. 2.16 assumes that the interaction time is much longer than the
characteristic timescale of the down-conversion process. Consequently, allowing the

time integral to be evaluated over —oo to +oo, and it gives [58]

/ A OAO—p)t g, 5(o+ o — ) (2.21)

This indicates the conservation of total energy, that is, @, = @, + @; in the SPDC

process. And the output state then modifies to

i X Ak A A
W) = [ eoldesApATAY (s + Gy @+ ©)0 (a5, i)l 8] + He][0),[0);

(2.22)

In the above equation, H.c. will be the annihilation operator, and applying it on
|0)5|0); will vanish it. considering g = —%SoLa’e rrApALAT we can write the state in

simplified form

(W (1)) = gV (gs + qi, 05 + @) 9 (g5, qi) a5 a;|0)|0); (2.23)

Now, if we consider signal two modes of frequency w; and @, then idler will have
the respective mode of frequencies @, and @; following @, = @; + @». Then the state

can be written as
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(1) =V (gs+qi, 0+ ©)9(qs, ) (215 Va4 graaf (@))0),]0);

=V(qs+qi, 05+ @) 9 (qs, i) (81| 01)s| )i + 2| ) 5| 1)) (2.24)

In the final expression phase matching function, along with the energy conservation
principle, decides the spatial profile of the SPDC biphoton on the transverse plane, and
the final state indicates that the generated photon pairs possess entanglement in the
energy degree of freedom. Entanglement in other degrees of freedom, i.e., polarization,
orbital angular momentum, and path, can be engineered by using additional optical
design with correlated photon pairs. Next, we will focus on how the phase matching
can be achieved at the implementation level for generating signal and idler photons

using a non-linear crystal in the next section.

2.3.2 Phase matching

As we discussed in the earlier section at phase matching condition k,, = kg, + k;;, now

we also know k = n(@)®/c, substituting this in the phase-matching equation, we get

Npo (0p) Bp _ Ny (@) W n nig (0;)
c c N

(2.25)

Substituting @y = @, — @; from the energy conservation equation we can write
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My (@) — Ny (@) = %[nig(a),-) iy ()] (2.26)
P

In Eq. 2.26, @, > @; > @;, and therefore this equation cannot be regarded as an
obvious condition for every material. Let’s consider the simplest case of degenerate
SPDC, where @w; = ;, hence, ®, = 2w, which gives n;s(®;) = nys(ws) from the

energy conservation principle. Then, the phase-matching condition is simplified to

npo(za)s) - ns6<(l)s) - O

Ny (204) = nso () (2.27)

For normal dispersive material, achieving this condition is not possible as the re-
fractive index increases with frequency, i.e., n,5(20s) > n,s(®s). However, in a bire-
fringent crystal, this can be achieved because we obtain an additional control parame-

ter, 8, which denotes the propagation angle of the e-ray relative to the optic axis.
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Figure 2.5: Illustrates birefringence in a nonlinear crystal. The light orange plane con-
tains the wave vector and the optic axis. Ordinary ray (o-ray) polarization stays per-
pendicular to this plane, while the polarization of the extraordinary ray (e-ray) changes
its orientation angle (6), relative to the optic axis. This causes the e-ray to exhibit an
angle-dependent refractive index.

In the uniaxial crystal, two orthogonal propagation modes are possible shown in
Fig. 2.5. (1) ordinary mode with polarization (¢ = 0) orthogonal to the plane defined
by the optical axis and the propagation direction, with refractive index n,(®), and (2)
Extra-ordinary mode with polarization (¢ = e) vector is aligned with the plane con-
taining the optical axis and the propagation direction, and the refractive index n.(®, )

is given by

26 .26 —1/2
cos”( )+sm( )

2(w) (o) (228

ne(®,0) =

Where 6 is the angle between the wave vector and the optic axis, from the above
equation n,(®,0°) = np(®) and n,(®,90°) = ng(w) [63] we can draw the surface for
these two modes and obtain the Birefringent phase matching (BPM) condition from

geometry. These two refractive index functions for a particular wavelength are given
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by Sellmeier’s equation

+ DO’Eﬂ,z

(2.29)

Now, depending on the polarization direction, ¢ can take the value of o = o (for or-

dinary polarized) and o = e (for extraordinary polarized) for each of the pump, signal,

and idler photons. Based on the different polarization combinations of pump, signal,

and idler, there are three types of SPDC. If all of these have the same polarisation,

then it is called Type-0 SPDC [64]. If the signal and idler have the same polarisation,

which is orthogonal to the pump, then it is Type-1 SPDC. Otherwise, in Type-II SPDC,

the signal and idler have mutually orthogonal polarizations, irrespective of the pump

polarization. By permuting all the possible polarization scenarios and following Eq.

2.26, we can have different types of SPDC [65] processes shown in Table 2.1 .

Table 2.1: Overview of SPDC types and corresponding crystal choices that allow BPM

Type | Positive uni-axial | Negative uni-axial | BPM
Type-0 0o—o0+o0 e—e+te No
Type-1 0o—e+te e—o0-+o Yes
Type-II 0o—o+e e—e+to Yes

o—e+o e—o+te Yes

Although Type-0 SPDC (0 — 0+ o0 or e — e+ ¢) can’t be achieved by birefringent

phase matching, it can be accomplished via quasi-phase matching, which will be dis-

cussed later. Now, considering Type-I SPDC with e-polarised pump and o-polarisation

of signal and idler for a negative uniaxial crystal in Eq. 2.27 we can write
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2110 (2005) 05 = ngo (@) W5 + 1j () O

cos’(0)  sin®(0) ~1/2

np(20;) - ng(20)

= no((x)s) +n0(a)l-) (2.30)

Solving this equation, we can find the cut angle 0 for a particular uniaxial crystal.
At the experiment level, we need to keep the crystal in such a way that a normal
incident pump on the crystal automatically achieves that cut angle with the crystal
optic axis for Birefringent phase matching. For the BBO crystal, this cut angle is
29°. To understand the spatial profile of the Type-I SPDC process, we first consider
the phase-matching equation on a plane and then extrapolate our understanding to
3D space to obtain the actual spatial profile. In a plane, the L.H.S of the Eq. 2.30
follows an elliptical trajectory where the major axis and minor axis lengths are np(2wy)
and ng(2w;) respectively, we have considered the trajectory for a negative uniaxial
crystal in Fig. 2.6(a) for which ng(2ws) < no(2y). In the R.H.S np(ws) and np(w;)
refractive index for ordinary polarization mode circular trajectory. The diameters of
the circles are different as we consider np(@s) > no(@;). The green circle represents
the trajectory for the signal photon centered at one of the ends of k,,, and the red circle
represents the trajectory for the idler photon centered at the other end of the pump wave
vector. The intersection of the two circles in Fig. 2.6(a) results in two symmetrically
oriented solutions of the phase-matching condition relative to the pump beam. When
we extend this solution to the complete 3D space, the k-surfaces take the form of
spheres and ellipsoids instead of circles and ellipses. Consequently, the intersection
of these spheres defines the two cones illustrated in Fig. 2.6(b). The double-headed
arrows represent the signal (green) and idler (red) correlated photons coming out from

the Type-I SPDC.
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(a) (b)

— Pump — Signal — Idler Two Concentric cones

Figure 2.6: (a) Geometrical representation of the phase-matching condition, achieved
at the intersection of the k-surfaces of the down-converted photons. In Type-1 SPDC,
this intersection corresponds to the overlap of two circles, which in three-dimensional
space form two concentric cones. (b) In this process, the down-converted photons
hold similar polarizations, but different from the pump photon’s polarization. Their
propagation directions form two concentric cones.

Again, for degenerate Type-II phase matching e — o + e from Eq.2.25

znpe(zws)ws — nso(a)s)a)s + nie(ws)ws

-1/2 —1/2

cos’(0)  sin®(0)
n3(2wy)  n%(2wy)

cos?(0) sin®(0)
ngp(@s)  ng ()

= no(;) + (2.31)

As the signal and idler emission angles are very small (1 — 3°) in non-collinear
SPDC, we considered the same cut angle for the signal, idler, and pump. The solution
of Eq. 2.31 for BBO crystal gives 8 = 41.4°. Similar to the Type-I SPDC case, we can
plot the phase trajectory of both sides of the phase-matching equation on a plane, where
we need to change the trajectory of the idler photon from a circle to an ellipse. Here,
in this case, we don’t get the concentric cone; instead, we get two symmetrically tilted

cones with respect to the pump direction in the 3D space. Here, correlated photons,
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signal (green), and idler (red) photons coming out of the Type-1I SPDC are represented

by the double-headed arrows.

(a) (b)

ok
]/

— Pump — Signal — Idler Two Concentric cones

Figure 2.7: (a) The geometrical interpretation of the phase-matching condition in the
Type-II case, where the k-surfaces intersection occurs between a circle and an ellipse,
resulting in the formation of tilted cones. (b) The down-converted photons possess
orthogonal polarizations; they are on the surface of two symmetrically tilted cones
relative to the pump direction.

In the case of Type-0 SPDC, all the polarisations of the pump, signal, and idler
should be the same. For example, the degenerate ¢ — ¢ 4 e case from Eq. 2.27 we
need to achieve 71, (20;) = ng(@s). As npe(205) > nge (o) for normal dispersion, so

for similar types of polarization

Npe(2005) 7 nge(0y) (2.32)

Now, adding some additional terms (let m) on the R.H.S of Eq. 2.32, we can
make this inequality equal, 7, (2@;) = nge (@) +m. This term (m) needs to be added

within the phase matching function in Eq. 2.17 and will arise from the additional
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crystal features. Here, quasi-phase matching (QPM) using a periodically poled crystal
comes into the picture. For a periodically poled crystal with A periodicity, d.rf(z) is a

periodic function, unlike constant d, s in BPM and represented as a Fourier series:

defe(z) = |degr] Y, Ce "PTm/NE, (2.33)

m—=—oo
Then, the phase-matching function becomes considering k,, = 2wm/A

¢(q57qi) = |deff| Z Cm/o elAkzze—lkadZ

m=—oo

1 ol (Bk—kn)L _
(Ak; — kpy) i

:|deff| Z Cm

m=—oo

m=—oo

Then, the quasi-phase-matching condition is modified to

_ 2
Ak = Ak, — ko = Ak, — X”m —0 (2.35)

which gives 1. (205) = ns(0s) + m for degenrate Type-0 SPDC. For a fixed Ak,
and A, only one m value is acceptable, so we can omit the summation in the above
Eq. 2.34. We can tune the QPM using the temperature as both A(= Ao(1 + aT)) and

n(=no(1+ aT)) are functions of temperature.

Next, we will come to the spatial profile of the Type-0 SPDC for which we need to
calculate the emission angle of signal (Gf ) and idler (GI»E ) w.r.t the pump. In Eq. 2.35

Ak, = (ky, — ks; — kiz) and from Fig. 2.8 ky,, = ky, ks, = kycos(8F) and k;; = k;cos(6F).
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Which gives

A=mm—— e ————

k;sinf

Figure 2.8: Pump, signal, and idler photon momentum vectors and their components.
GSE and GiE are the emission angles of the signal and idler photons, respectively.

2
kscos(8F) +kicos(6F) =k, — Xﬂm (2.36)

Also transverse momentum is conserved q, = g, + q; from Eq. 2.26 which gives

0 = kysin(6F) — k;sin(0F)

kysin(0F) = k;sin(6F) (2.37)

for degenerate case the above equation gives GSE = OiE = 0F (let), then from Eq.

2.36

k,— 2Zm
E ~1/ %P~ A
prm— —_— 2.
0" =cos™ ( T ) (2.38)
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In three dimensions, we need to consider all possible k vectors which will lie
on the surface of a cone of emission angle 6X. On the transverse plane after the
nonlinear crystal, we obtain the annular ring-shaped spatial profile shown in Fig. 2.9.
We achieve the annular width of the ring due to slight phase-mismatching. In our lab,
we experimentally generate Type-0 SPDC rings, which we use as a photon source for

our QRNG and QKD works in the core chapters.

0.5 1.00
0.75

0.0 0.50
0.25

-0.5 ——

~0.5 0.0 0.5
Figure 2.9: Numerically obtained SPDC ring spatial profile.

2.3.3 Bi-photon generation efficiency

In the following chapter, we will utilize Type-0 non-collinear degenerate SPDC for ap-
plications in QRNG, QKD, and quantum networks. Here, we will discuss why PPKTP
with degenerate Type-0 phase matching in non-collinear geometry is the most suitable
option for our work, as the brightness of correlated photon pairs is optimal for this

specific case. To understand the efficiency, we consider ‘g’ from Eq. 2.23

i * Ak
g= —£80LdefprAsAi (239)
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Where,

2
A, = ( ﬂoC)Ip
np

% hay
\/ eni Vo

'With this substitution

i W 0;
= ——/2Upcd,+¢LI,, | ———— 2.41
8 2o V2HocdefrLlp, | nonin? (2.41)

First, we understand the role of d.ys in the SPDC generation rate. In Eq. 2.8

(2.40)

we substituted P (r,1) = ¥y E*(r,1) where ¥ is tensor of 3 x 3 x 3 but due to

symmetry we can write it as as 3 x 6 matrix [66] considering the crystal along the z

axis in Fig. 2.4

diy dip diz dis dis die

=48 |dyy dyy dyz day dos dag| X

dy1 d3zp diz diy dizs dig

(2.42)

If we consider the PPKTP crystal belongs to the point group 2mm, then the above

equation simplifies to Eq. 2.43 where a total of six elements are non-zero, and others
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are zero. Also, if the crystal is along the z direction, the z component of polarisation

and electric field vanishes. x and y components are the o and e polarized components.

0

E,(o5)E,( ;)
0 0 0 0 0 19 O
E.(wy)E.(a;)
P(w,)| =400 0 0 36 0 0]x
Eo(@s)Ee(@;) + Ee(@s)Eo(03)

P.(wp) 25 44 169 0 0 O
0
0
(2.43)
After doing the matrix multiplication we get two equations. Ist equation is
Po(wp) - 4803-6(E0(ws)Ee<wi) +Ee(ws)Eo(wi)) (2.44)

It implies 0 — o +e or e+ o i.e. Type-1I SPDC with d. sy = 3.6. And the 2nd equation

P.(wp) = 4€)(4.4E,(ws)E,(®;) + 16.9E, (o) E,(;)) (2.45)

Ist term in the above equation represents e — o + o i.e. Type-1 SPDC with d.rr = 4.4
and the second term represent the Type-0 SPDC with quasi-phase matching with higher
depr = 16.9 as it is e — e + e conversion. This d,rr is one of the parameters for the
generation rate of the SPDC process. For type-0 SPDC, a higher value of d, s indicates
a higher generation of correlated photon pairs than the Type-I and Type-II SPDC using
the PPKTP crystal. So, we chose the Type-0 PPKTP crystal for our experiment in the

subsequent chapters.
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Now, to understand why the generation rate is optimum at the degeneracy of the

signal and idler, we need to consider the function f(ws) = V@,0; = / 050, — )
df (o d’f(o

from Eq. 2.41. For the maximization of this function, ];<w 5) =0 and % <0
S S

which gives the solution @, = ,/2 and ®; = @, /2 indicating w; = w; so at degener-

acy, we get the optimum generation rate.

As we discussed earlier, at temperatures lower than the degeneracy temperature, we
observe non-collinear emission of biphotons, with the angle of emission decreasing as
the crystal temperature increases. The generation then shifts to a collinear geometry.
From Eq. 2.41, the generation efficiency is inversely proportional to the pump, sig-
nal, and idler refractive indices. At collinear generation, the temperature is higher,
so the refractive indices are higher than in the non-collinear geometry, which causes
a decrease in the generation rate compared to the non-collinear bi-photon emission.
Hence, we utilize a Type-0 PPKTP crystal in a degenerate, no-collinear configuration.
We further characterize and optimize the source brightness and quantumness in the up-
coming chapter with various collection scenarios for high-key-rate QRNG and QKD

applications.






Chapter 3

Optimization of Sources Brightness

and Quantumness

We present a comprehensive experimental study of a heralded single-photon source
based on SPDC, optimized for high-purity photon generation and entanglement-based
quantum applications. By systematically varying the coincidence window width, spec-
tral filtering, collection fiber type, and pump power, we quantify their impact on
key figures of merit: the second-order correlation function g(z) (0), Hong-Ou-Mandel
(HOM) interference visibility, and entanglement visibility. Reducing the coincidence
window to 1 ns minimizes g(z)(O) to 0.017 at low powers and yields the highest
HOM visibility of 91%, indicating superior single-photon purity and indistinguisha-
bility. Among spectral filters, a 10 nm bandpass filter provides an optimal balance
between count rate and quantum performance, maintaining high HOM visibility and
low g(z) (0) across powers. Single-mode fiber collection further suppresses multipho-
ton contributions compared to multimode and few-mode fibers, preserving quantum

characteristics even at elevated pump powers. We establish a linear relationship be-

41
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tween HOM visibility and g(z) (0), with a slope approaching the ideal behavior of
highly pure single-photon sources. Additionally, we demonstrate that the Bell param-
eter and entanglement visibility degrade with pump power in a manner consistent with
g(z) (0) trends, confirming the equivalence of these measures for quantumness certifi-
cation. Comparative analysis between single-pass and Sagnac configurations reveals
similar g(z) (0) dependence on pump power, while entanglement visibility necessitates
narrower filtering to maintain coherence between photon pairs. Overall, our results
highlight that carefully optimized coincidence windows, spectral filtering, and spatial
mode selection are crucial for achieving high-purity, indistinguishable photons suitable
for quantum key distribution, quantum random number generation, and entanglement-
based protocols. This systematic characterization establishes clear design guidelines

for SPDC sources tailored to diverse quantum technology applications.

3.1 Introduction

In the 21st century, our goal is to harness quantum mechanics for quantum tech-
nology, revolutionizing computational speed and security in quantum communication.
In the context of optical implementations of quantum technologies, security considera-
tions primarily emphasize the quantumness at the detection stage. This quantumness is
the direct manifestation of the quantum nature of the source. During quantum measure-
ment, we utilize the particle-like behavior of incoming light by counting the number
of incoming photons. A large number of quantum cryptographic schemes, particularly
quantum key distribution (QKD), rely on the transmission of single photons through
the communication channel [67-69]. The use of multiple photons poses a security
risk, as it can permit an eavesdropper to extract information about the key [70, 71].
Additionally, the different degrees of freedom of a photon may be employed to en-

code a single qubit. Therefore, to increase computational speed, we need to produce
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more single photons with quantumness certification for enhanced security. There are
different types of sources that can fulfil these two criteria, classified into two types.
First one deterministic single-photon sources capable of producing individual pho-
tons on demand, including those based on NV centers [72—74], quantum dots (QDs)
[75, 76], single atoms [77], single ions [78], single molecules [79], and atomic ensem-
bles [80]. And the second one is the probabilistic single-photon sources, which rely
on the generation of photon pairs through processes such as spontaneous parametric
downconversion (SPDC) in bulk nonlinear crystals [81, 82] and waveguides [83], as

well as four-wave mixing (FWM) in optical fibers [84, 85].

Among these, our interest lies in the most widely used and popular spontaneous
parametric down-conversion (SPDC) [86, 87] based heralded single-photon source and
entangled-photon source. This process involves a ) () nonlinear optical interaction,
where a high-energy pump photon propagates through a nonlinear medium and spon-
taneously splits into two lower-energy photons, commonly referred to as the signal
and idler. Such photon-pair generation underpins a vast range of applications, includ-
ing fundamental investigations of quantum theory, advances in quantum information
processing, precision measurements in quantum metrology, and secure quantum com-
munication technologies. It is always expected to achieve a higher generation rate
from the SPDC process with higher quantumness. However, there is always a trade-
off involved. This high photon rate is crucial for achieving a high signal-to-noise ratio
[88]. In free-space quantum key distribution, maintaining a high photon rate is crucial
for compensating for photon losses caused by atmospheric turbulence. This elevated
photon count not only mitigates scattering effects but also plays a vital role in en-
hancing the performance of various quantum technologies. For example, it enables
rapid quantum sensing of minute optical delays using Hong-Ou-Mandel interferome-

try [89], facilitates faster scanning in quantum optical coherence tomography (QOCT)
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[90], and improves the signal-to-noise ratio (SNR) in high-speed quantum imaging

systems [24, 91].

In the generation of entangled photon pairs using SPDC, the entanglement between
the idler and signal photons originates from vacuum fluctuations and the conservation
of energy and momentum. Such entanglement is a fundamental resource for various
applications in quantum information science and communication. Depending on the
experimental configuration, the signal and idler photons can be entangled in several
degrees of freedom, including polarization [15, 16, 92], position-momentum [14, 15],
energy-time [13], and orbital angular momentum [17, 18]. To establish entanglement,
the photon pair must be produced in a minimum of two distinct modes, such as hori-

zontal and vertical polarization.

To achieve a higher key rate for all the experiments presented in this thesis, the
first step was to use a crystal with higher parametric gain and nonlinearity. However,
achieving a high nonlinear gain relying solely on a particular phase-matching config-
uration does not ensure the realization of a high-brightness source of photon pairs.
Equally critical is the implementation of an efficient photon collection mechanism,
which ensures that the generated photons are effectively captured and directed into the

detection system.

Here, we provide a full proof characterization of SPDC-generated biphotons in
both single-pass and Sagnac configurations. We first characterized the photon pair
source purity and indistinguishability using Hong-Ou-Mandel (HOM) interferometry
[93] and g(z) (1) [94] in a single-pass configuration. The variation of these two key pa-
rameters with pump power, coincidence window, SPDC photon bandwidth, and SPDC
photon modes is also studied to determine the optimal conditions for different appli-

cations. Next, we moved on to the Sagnac configuration for generating and analyz-
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ing polarization-entangled photon pairs. In this configuration, we have also measured
the g(2)(1') correlation and performed a comparative study with the single-pass con-
figurations. We also estimate another most fundamental Bell parameter (S) from the
Sagnac configuration and compare this with g(z) (0) with increasing multiphoton events
in terms of pump power. Finally, conclude by summarizing the optimized conditions
in terms of pump power, coincidence window, SPDC photon bandwidth, and SPDC

photon modes for various quantum technology applications.

3.2 Background
3.2.1 Purity parameter g% (0) of a HSPS

In quantum optics, measuring the second-order correlation <g(2)(r)) has proven cru-
cial, particularly when seeing antibunching, a feature that is exclusively related to
quantum mechanics. The correlation between two photons separated by a temporal

delay, 7, is obtained from the Hanbury Brown-Twiss (HBT) experiment [12].

Figure 3.1: Schematic of HBT-like setup for a heralded single-photon source in which
the corresponding idler photons emerge after passing through the beam splitter, follow
any of the two possible paths leading to zero coincidence counts between detectors
D1, D2, and D3.
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As shown in Fig. 3.1, an ideal heralded single-photon source would emit single pair
photons (green) at a time, and next pair-photons (grey) generated at different times.
The correlated pairs of photons are shown in the same color in the signal and idler
arms. Idler photon (green color Idler) at the beam splitter would either be transmitted
(along path 1) or reflected (along path 2). If there is no delay between paths 1 and 2
(1 =0), then there are no simultaneous detections at the detectors D1, D2, & D3. In the
HBT experiment, photon correlation in the signal (s) with the conditioned detection of
idler (i) is required for heralded single-photon sources produced by SPDC (Fig. 3.1).

The second-order correlation function for this configuration takes the form [94],

_ C12353
C13Cy3

(1) 3.1)

where S3 represents single counts of D3 in the heralding arm; Cy3 and C»3 respec-
tively represents two-fold coincidence counts of D1 & D3 and D2 & D3 detectors
pairs. Cjp3 represents three-fold coincidence counts of all the three detectors D1, D2,
and D3. A lower g>(0) value indicates that the time interval between consecutive pho-
tons in the photon stream is almost uniform, which results in the purity of the single

photon.

3.2.2 Indistinguishbility parameter Vgon of a HSPS

Another notable quantum-optical effect is Hong-Ou-Mandel (HOM) interference. Two
indistinguishable photons impinging on separate inputs of a 50:50 beam splitter un-
dergo interference and exit together from a single output port. This behavior arises
from the quantum mechanical principles governing two-photon interference and is

known as Hong-Ou-Mandel interference, but it was earlier reported by Fearn et al.
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[95] and experimentally observed at nearly the same time by Rarity et al. [96, 97].
Its experimental observation has provided valuable insights into the behavior of pair-
photons and the action of beam splitters. In the formalism of quantum optics, a bal-
anced beam splitter transforms the input field modes a and b into output modes ¢ and

d via a unitary transformation [98]:

SN
I

V2 (3.2)

S
Il

Consider a situation in which two indistinguishable photons reach the beam splitter
with a temporal delay 7. Applying the beam splitter transformation to the two-photon

input state yields:

AT BS, 1 i | iy At
a{bf|0) = 5(&f +d) (e o —df ) 0)

A A A A ’\1-
ol e —cldl o+ diel, o~ dldl L) o) (3.3)
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1
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This expression reveals four possible outcomes based on the detection of photons.
The first and last terms describe both photons emerging from the same port (photon
bunching), while the middle two terms correspond to photons exiting from different
ports (anti-bunching). In the ideal case where the photons are truly indistinguishable
and arrive simultaneously 7 = 0, quantum interference eliminates the anti-bunching
terms, resulting in zero coincidence counts — a signature of the HOM effect. Then the
Eq. 3.3 changes to the following expression using the standard bosonic commutation

relations
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The above expression highlights the foundation of Hong-Ou-Mandel (HOM) in-
terference. For two indistinguishable photons, destructive interference eliminates the
possibility of the photons exiting through different ports. Instead, they preferentially
exit together through the same port, leading to the appearance of a characteristic dip
in the coincidence detection rate. This reduction occurs when the temporal separation
between the arriving photons is within the coherence time of their wave packets. As
a result, the HOM dip serves as a direct signature of quantum interference and indis-
tinguishability between photons. The contrast of the interference fringes known as
visibility Vgom which provides a quantitative measure of how indistinguishable the

two single photons are. This key parameter is defined by the expression:

Chax — Cii
Viom = —maé = (3.5)
max

where Cpax and Cyyi, denote the maximum and minimum values of the coincidence
counts, respectively. Consequently, the depth and width of the HOM dip become indi-

cators of the photons’ coherence properties.

3.2.3 Bell parameter S of an entangled photon source

The Bell parameter is the most fundamental parameter connected with the Bell’s the-

orem and the quantumness of an entangled state. To understand the Bell parameter,
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we must first understand what the Bell’s theorem is and why it was needed. It was
needed to correct Einstein’s statement regarding quantum mechanics. In 1935, Ein-
stein first asked the question, Is quantum mechanics truly random, and is it a complete
theory? [5] His thought was that there should be some hidden variable for which quan-
tum mechanics looks apparently random to us, like classical mechanics, and it is not
a complete theory. To understand the hidden variable, we can consider a gas system
within a container. Classical statistical mechanics can relate the pressure and temper-
ature of the system, but it cannot tell about the exact position and momentum of each
gas molecule due to the complexity of the large number of molecules that actually
exist. These exact positions and momenta are the hidden variables for this classical

system.

Similarly, in quantum mechanics, if we consider a polarised entangled state in Eq.

3.6

©%) = = (HH) +[VV)) = (D) +[44)
= 5 (RR) +|LL)
©7) = S5 (HH) = V) = = (1DA) = AD))
= 5 (kL) |LR) (3.6)

and measure the basis H/V. Then, if photon 1 is in H polarisation, photon 2 will also
be in H polarisation; otherwise, if we measure photon 1 in V polarisation, the second
photon will also be in V polarisation. Einstein’s thought is that these two particles have

some specific polarisation locally when they are generated, but it is hidden from us;
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that’s why measurement collapses it into one of the two possible orthogonal outcomes
and looks apparently random. Bell in 1964 [6] came with an inequality [7] given in

Eq. 3.7 based on the hidden variable theory,

S| <2
|E(01,62) +E(61,02) +E(@1,02) —E(¢1,602)] <2 (3.7)

S is known as the Bell paramameter and E(0;,6,) = /A(Gl,l)B(Gz,/l)p()u)dl,
where A is the hidden variable [99]. Suffixes 1 and 2 in the angles, respectively, in-
dicate the measurements of photons 1 and 2. He showed that quantum mechanics
violates this inequality, and the S parameter holds a value in the range 2 < |S| < 2V/2.
Therefore, he proposed the famous Bell’s theorem, which demonstrates the incompati-
bility between quantum mechanics and local hidden-variable descriptions. The angles
01,65, ¢1, and ¢, can be calculated numerically by finding the optimal solution of S
expression. Now, from the coincidence count values for 16 different angle pairs of
photon 1 and photon 2 arm, we can calculate the E values experimentally, hence the §

parameter. The entanglement visibility (Vg,,) is given by Eq. 3.8

(3.8)
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3.3 Experiment

The schematic diagrams for the two experimental setups shown in Fig. 3.2 are
presented. The top one represents the single-pass configuration for correlated pho-
ton pair generation, as illustrated in Fig. 3.2a. The bottom, Fig. 3.2b, is the Sagnac
interferometric configuration for entangled photon pair generation. Photon pairs are
generated by pumping a type-0 PPKTP nonlinear crystal (Raicol, 1 x 2 x 20 mm with
3.425 um polling period) kept at 38.0°C within an oven with temperature stability
of +0.1°C. We used a larger length of 20 mm Type-0 PPKTP crystal, as it produces
a higher generation rate without any signal and idler walk-off issues. A continuous-
wave, single-frequency laser diode generates an output power of 25 mW at a central
wavelength of 405 nm (Toptica Topmode), with a spectral bandwidth (full width at half
maximum) of approximately 20 MHz, acting as the pump laser. A spatial filtering unit,
comprising two couplers and a single-mode fiber (SMF), is used to ensure the T Eyg
pump mode. A combination of the half-wave plate (HWP1) and a polarizing beam
splitter (PBS) cube can split the laser output into orthogonally propagating horizontal
and vertically polarized beams, and control the power over the two polarized beams.
We take the horizontally polarized part from the PBS transmission port and further
change the polarization to vertical using a half-wave plate (HWP2), as our crystal is
designed for this specific polarization. A combination of lenses L.1 and L2 is used to
focus the pump beam at the center and collimate the SPDC ring. The photons from
the collimated ring need to be coupled into a fiber using a coupler for various experi-
mental purposes. The coupler is a mechanical system with many degrees of freedom
that allows for the collection of incoming photons using an objective lens with a high
numerical aperture. In this collection scheme, optimization is achieved through the

proper choice of L1 and L2, as well as the fiber and filter. L1 and L2, respectively,
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control the pump beam waist and collection beam waist, which are important for opti-
mized coupling. It is already shown by Sandeep et. al. [57], that the lens combination
of focal length f; = 150 mm and f> = 100 mm resulting pump beam waist ®, = 42
wm and collection beam waist @, = 39 um is the best combination for optimizing the

coincidence counts with higher coupling efficiency.
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Figure 3.2: An HBT-like setup determines the second-order correlation function for
a heralded single-photon source. Our TDC itself acts as an electronic delay generator
that introduces a delay in one signal photon path with respect to the other two paths in
steps of 0.5 ns.

The next stage after the collection optimization part was to check the heralded
single-photon nature of the diametrically opposite photons; Fig. 3.2a illustrates the

experimental arrangement for Hong-Ou-Mandel (HOM) interferometry [93] and Han-
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bury, Brown, and Twiss (HBT) experiment configured with three single-photon avalanche
photodiodes (SPAD)(Excelitas SPCM-AQRH-14-FC, dark counts ~ 100 cps), we split
the signal and idler photons using the prism mirror. M3 and M4 are the two mirrors to
align the idler path along a straight line. HWP3 rotates the incoming V-polarized light
to H-polarized light, which passes through the quarter-wave plate (QWP) kept at a 45°
angle and turns into left circularly polarized (LCP) light. This LCP is further reflected
by a mirror (M7) housed on a translation stage and becomes right circularly polarized
(RCP). QWP again transforms it to V-polarised light, which is further reflected by the
PBS2 towards the one input port of BS. The signal photon was also guided to the other
input port of the BS using the two other mirrors. The path length for both the signal
and idler photons remained the same. Two SPADs (SPCM1 & SPCM?2) collect the
incoming photons using a fiber-coupling assembly, which consists of a filter, a me-
chanical coupler, and a fiber. Now, if we change the optical delay of the idler photon
path by moving M7 using a motorized translation stage, we can observe a variation in
the coincidence counts of the two detectors with a dip at zero time delay between the

two paths. This is the experimental arrangement for HOM interferometry.

For doing the HBT experiment, we deviate the signal photons from their path using
a flip mirror to the third detection system. This is known as the heralding photon. The
idler photon stream is divided into two paths using a nearly 50:50 beam splitter (BS).
In Fig. 3.2a, we use a time-to-digital converter (TDC) (Time Tagger Ultra, Swabian
Instrument), which itself can introduce different amounts of delay in its different chan-
nels before doing the counting measurements. We set delays of 16 ns after SPCM 2
and 3 before counting by TDC. Now, using the same TDC, we introduce variable delay
to the first path after SPCM1 and from a range of 10 ns to 22 ns, which produces a
delay in this specific path in the range of —6 ns to +6 ns concerning the other two

paths, with the variation of the delay in the path 1 we can see the significant change in
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the different coincidence counts mentioned in Eq. 3.1, which is noted and further used

to calculate the second-order correlation function.

The second experimental setup depicts the Sagnac cavity arrangement shown in
Fig. 3.2b, enabling the generation of Bell states by pumping the crystal from both
sides. For that, we modified our first single-pass setup Fig.3.2a, here the 2nd A4 /2
plate is employed to adjust the polarization state of the linearly polarized pump beam,
ensuring an equal power distribution between the clockwise (CW) and counterclock-
wise (CCW) beams inside the polarization Sagnac interferometer. This interferometer
consists of a dual-wavelength PBS (D-PBS) optimized for 405 nm and 810 nm, along
with two plane mirrors, M1 and M2. The pump beam is focused using an L.1 lens with
a focal length of 150 mm, forming a spot size of approximately 42 um at the center of

the non-linear crystal, which is positioned between M1 and M2.

Inside the interferometer, a dual-wavelength half-wave plate (D-A/2) is aligned
such that its optic axis is rotated by 45° relative to the vertical direction. This ensures
that the horizontal polarization is converted to vertical and vice versa for both 405 nm
and 810 nm wavelengths. As the nonlinear medium, a 20 mm-long periodically-poled
potassium titanyl phosphate (PPKTP) crystal with a grating period (A) of 3.425 um
and a 1x2 mm? aperture is employed to generate degenerate spontaneous parametric
downconversion (SPDC) photons at 810 nm through a non-collinear, type-0 (e — e
+ e) phase-matching process. The crystal is maintained at a controlled temperature

within an oven that offers the stability of +0.1°C and operates up to 200°C.

The CW and CCW pump beams, influenced by the D-A /2 plate, generate entan-
gled photon pairs distributed in an annular ring with orthogonal polarization states.
Upon recombination at the D-PBS, the SPDC photons exhibit an annular ring distri-

bution, with pairs of photons located at diametrically opposite points on the ring. The
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resulting quantum state of the photon pairs is given by |¢*) = (|HH) £|VV))/V/2, rep-
resenting a Bell state. The SPDC photons are then collimated using the same lens L1
and separated from the pump beam using a dichroic mirror (DM), which is positioned

between L1 and the second A4 /2 plate.

To segment the SPDC ring, a gold-coated prism mirror (PM) is used to divide it into
two halves. Diametrically opposite points of these sections contain entangled heralded
photon pairs, enabling their utilization in Bell measurement and HBT experiment. For
the Bell measurement, the photons of the two sections pass through the polarization
analyzer, which consists of a A /2 plane and PBS at 810 nm wavelength, before being
collected using the coupling system (Filter (F) + Coupler (C) + SMF). After that,
we also do the HBT measurement using the two sections as discussed in the earlier
paragraph. The time-to-digital converter (TDC) is connected to the SPCMs, and the
computer is used for photon counting, time stamping, recording, and experimental data

analysis.

3.4 Results and discussion

To identify the best experimental situation for our SPDC-based heralded single-
photon source, we first set the pump power at 1 mW. We set different coincident win-
dows in our TDC, starting from 0.5 ns to 5.0 ns with a step size of 0.5 ns. Different
coincidence windows vary the parameters in Eq. 3.1, hence the variation in gz(’c)

observed as shown in Fig. 3.3.
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Figure 3.3: The variation of second-order correlation function with delay for different
sets of coincidence windows at a pump power of 1 mW.
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Figure 3.4: The variation of gz(O) with pump power at three different coincidence
window.

For each coincident window, the channel delay after SPCM1 varies over a range
of -6 ns to +6 ns to get the g2(7) variation with the time delay. Here, we have shown
g (7) for ten values of the coincident window. It is evident that the width of the central
dip is approximately twice the set coincidence window. We can assume that at zero

time delay, there is a minimal three-fold coincidence event; this minimal coincidence
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condition also holds for time delay of 0 — T, to 0+ T,;, for a set coincidence window
of T,yin. The measured value of g2 (0) goes down by choosing shorter coincidence
windows. Although the shortest coincidence window (0.5 ns) in our plot produces
the lowest gz(O), due to the jitter (0.3 ns) limitation of our detectors, it is not a right
choice of coincidence window. In Fig. 3.4, we have plotted the value of g (0) as a
function of pump power for three different coincident windows. The results show g° (0)
value increases from 0.01748 to 0.37214, 0.04856 to 0.5455, and 0.07228 to 0.64637,
respectively, for the coincident windows of 1 ns, 2 ns, and 3 ns. Theoretically, for a
quantum source, g2(0) = 0, but experimentally, the smallest non-zero value, which is
close to zero, is an indication of higher single photon purity. Therefore, we achieve the
highest purity of a heralded single photon source for a 1 ns window, and the increment
slope of g2 (0) with pump power is less steep than that of the other coincidence window.
From the graph, it is clear that the variation g2(0) is linear in fashion at CW =1 ns, and
the higher pump power exemplifies the contribution of multiphoton events; hence, the

purity of the SPDC-generated single-photon source degrades with increasing power.
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Figure 3.5: The gz(r) plots for three different filters used one after the other within
the detection assembly.
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Figure 3.6: The variation of g2(0) with pump power (set by single count levels) using
three different filters at the detection assembly.
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Figure 3.7: The variation of g (0) with pump power for different fibers used one after
the other.

Next, at a fixed coincidence window of 1 ns, we use different filters in our detection
assembly. Figure 3.5 shows the g*(t) plots for three different filters of 3.2 nm, 10 nm,
and a high-pass filter (160 nm) used successively within the detection assembly. The

width of this plot is independent of the filter bandwidth used for photon collection. The
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variation of gz(O) with the single-count level of the detector for three different filters
is shown in Fig. 3.6. We obtain a lower g (0) value for a 10 nm filter across all power
levels. Additionally, the increment slope is lower for a 10 nm filter, making it the best

choice for applications that require a higher bit rate and higher quantum efficiency.

Finally, we change the fiber at the detection end with the 10 nm filter and 1 ns
coincidence window. We used three types of fiber: single-mode fiber (SMF), few-
mode fiber (FMF), and finally multimode fiber (MMF). The g2 (0) variation with pump
power for three different fibers is shown in Fig. 3.7. It is observed that with the
increasing power g*(0) plot touch the g?(0) = 0.5 line for FMF and MMF, but for SMF
gz(O) value increases slowly with increasing pump power, which makes it suitable
choice for higher bit rate QRNG and QKD applications staying in the quantum region

of the source.
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Figure 3.8: The variation of the coincidence rate with the temporal delay between
signal and idler photons, which is examined for three coincidence window settings at
a pump power of 1 mW.

Next, we come to the indistinguishability measurement using the HOM interfer-

ometer. In Fig. 3.8, the coincidence rate drops as the time delay 7 between the photons
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approaches zero. This behavior follows the shape of an inverted Gaussian, with the
experimental data (black points) closely matching the theoretical model (solid black
curve). The HOM dip width is the measure of the coherence time of the photon wave
packets, characterized by a Gaussian temporal width o, experimentally determined to
be o = 677.2 fs for all three sets of coincident windows. The interference visibility in
Eq. 3.5 for the measured Hong-Ou-Mandel (HOM) dip is found to be 91%, 88%, and
85%, respectively, at coincidence windows of 1 ns, 2 ns, and 3 ns, indicating a high

degree of photon indistinguishability.
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Figure 3.9: The variation of HOM visibility with pump power (set by single count
levels) for three different coincident windows. The indistinguishable nature of the
SPDC-generated biphoton photons degrades with increasing power due to multiphoton
events.

Figure 3.9 shows the dependence of the visibility on the pump power for three
different coincidence window widths: 1 ns, 2 ns, and 3 ns. The results indicate that
visibility decreases from 91 to 35 for a 1 ns window, from 88 to 39 for a 2 ns window,
and from 85 to 32 for a 3 ns window. Ideally, a perfect two-photon quantum inter-

ference should exhibit 100% visibility; thus, higher values approaching 100% imply
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higher single-photon indistinguishability. Among the three cases, the 1 ns window
yields the highest visibility value, indicating the highest indistinguishability. At very
high power, the visibility value for a higher coincidence window crosses the visibility
value at a 1 ns window, because at high power, the jitter value of the individual detector

increases, so a 1 ns window is not sufficient to detect the coincidence event.
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Figure 3.10: The variation of HOM visibility with pump power (set by single count
levels) using three different filters at the detection assembly.
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Figure 3.11: The coincidence count rate vs signal and idler photon time delay plots
for three different filters used one after the other within the detection assembly.
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The linearity of visibility with respect to pump power is most prominent at 1 ns.
It also highlights the increased presence of multiphoton events at higher powers, re-
sulting in a degradation of visibility. Furthermore, at a fixed 1 ns coincidence window,
we evaluated the impact of spectral filtering by introducing three different filters: a
3.2 nm bandpass filter, a 10 nm bandpass filter, and a 160 nm high-pass filter, similar
to the HBT experiment. The corresponding variations in visibility and dip shape with
detector single count levels are shown in Figs. 3.10 and 3.11, respectively. Across all
count levels, the 10 nm filter consistently yields higher visibility values and exhibits
the slowest rate of decrease, making it the most suitable choice for different high-
quantumness and high-bit-rate applications, such as QRNG and QKD. It is observed
from Fig.3.11 that the FWHM of the HOM dip becomes broader with narrow filtering.
FWHM for this 3.2 nm bandpass filter, 10 nm bandpass filter, and high-pass filter are
respectively 677.2 fs, 117.6 fs, and 41.6 fs. As the larger wavelength or frequency
bandwidth contributes to a smaller coherence time, i.e., the smaller FWHM of the
HOM dip, the wavy appearance in the HOM dip maximum position at high bandwidth
filters appears due to non-degenerate wavelength beating. The FWHM and slope of

dip are strong parameters in various applications, such as sensing, imaging.

Finally, like the HBT experiment, we replaced the detection-end fiber while keep-
ing the 10 nm bandpass filter and 1 ns coincidence window fixed. The same three types
of fibers were tested. The variation of visibility with pump power for each fiber type
is presented in Fig. 3.12. It is evident that, with increasing pump power, the visibil-
ity values for SMF and FMF approach the classical limit of 50, indicating a stronger
presence of multiphoton events. MMF cannot even reach the quantum level (visibility
> 50%), even at very low power. The SMF exhibits a significantly slower decrease in
visibility with power compared to the FMF, maintaining values well above the classical

limit up to 16 mW. This behavior makes SMF the most favorable option for different
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sensing applications.
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Figure 3.12: The variation of HOM visibility with pump power for different fibers
used one after the other.
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Figure 3.13: The variation of HOM visibility with g?(0). Solid lines are the fitted

lines.

To gain deeper insight into the single-photon purity and the degree of photon dis-

tinguishability under varying multiphoton contributions caused by increased pump
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power, we plotted the Hong-Ou-Mandel (HOM) visibility V with the second-order
correlation function g(z) (0) in Fig.3.13, using data from Fig.3.4 and 3.9. These plots
demonstrate clear linear dependence (solid lines) between HOM visibility and g(2) (0)
for a fixed coincidence window of 1 ns for the three different filters. The observed
relationship is given by V = 0.94 —1.51 x g?)(0) and V = 0.93 — 1.80 x g% (0) for
3.2 nm filter and high pass filter repectively, which deviates from the V ~ 1 — g(?) (0)
typically expected for highly pure single-photon sources, such as those based on quan-
tum dots [100, 101]. But for the 10 nm filter, the linear equation V = 0.93 — 1.02 x
g(z) (0) well matches with highly pure single-photon sources, with the intercept value
of 0.93 £0.006 providing a quantitative estimate of the intrinsic indistinguishability
of single photons produced by our current source. These are all the experimental out-
comes from the single-pass configuration setup. Now, to estimate the bell parameter

and visibility, we need to proceed with the Sagnac configuration setup.
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Figure 3.14: The variation of entanglement visibility with pump power (set by single
count levels) for three different coincident windows and g* (0) variation at CW = 1 ns.

The variation of the Bell parameter from the above experimental setup in Fig. 3.2b

for different power levels is plotted for three different coincidence windows, as well
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as g>(0) is also plotted for CW = 1 ns in the same Fig. 3.14. From the straight-line fit,
we found that the rising slope of g (0) and the falling slope of visibility are nearly the
same, at 0.015 and 0.010, respectively, for a 1 ns coincidence window. This reflects
that the quantumness certification using S-parameter is equivalent to the certification

using g2(0).
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Figure 3.15: The variation of gz(O) with pump power in single pass configuration and
Sagnac configuration.

Also, we studied the variation of gz(O) with the detector single count label in Fig.
3.15. We observed the variation with power in the Sagnac Fig. 3.2b configuration is
almost similar to the variation in the single-pass heralded photon generation config-
uration in Fig. 3.2a. In both cases, the slope is 0.018/mW. Therefore, a single-pass
configuration is sufficient when certifying the quantumness using gz(O) of a SPDC
source for various applications. To find a relationship between entanglement visibility
and gz(O), we plot the values for different power levels shown in Fig. 3.16. It follows
the linear equation Vg, = 0.998 — 0.66g2(0), which indicates for quantum threshold
visibility i.e. Vg, = .71 we get g2(0) = (.44, which indicates the upper threshold of

quantumness for g2(0) when we do a one to one comparison.
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Figure 3.16: Entanglement visibility vs g2(0) plot. The solid line is the fitted line.

In the earlier section, we observed that a 10 nm filter was the best choice for a
single-pass configuration in the experimental setup described in Chapter 4. However,
when we move on to our next setup for entangled photon pair generation using the
Sagnac configuration, we observed 10 nm filters produce visibility values of 43% and
43% respectively in diagonal (D) and anti-diagonal (A) basis, which is less than the
minimum threshold visibility of 71% shown in Fig. 3.17a. So we need to use a 3 nm
filter in our couplers for the Sagnac setup, which produces 98% visibility in all four
bases ( H, V, D, A) shown 3.17b. With decreasing FWHM of the SPDC photon, we
increase the coherence time for the HH and VV pair from the Sagnac. By changing
the crystal position within the Sagnac, we can easily achieve the time delay between
HH pair and VV pair generation below the coherence time. But for 10 nm and a high-
pass filter, this coherence time becomes shorter, and we can not achieve a smaller time

delay between HH pair and VV pair generation below the coherence time.
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Figure 3.17: The entanglement visibility plot in H, V, D, and A bases for (a) 10 nm
filter, (b)3.2 nm filter.

3.5 Conclusion

In this work, we have systematically characterized a heralded single-photon source
based on SPDC process, exploring how critical experimental parameters — coinci-
dence window width, spectral filtering, collection fiber type, and pump power — in-

fluence the quantum performance of the source. We demonstrated that narrow coinci-
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dence windows and optimized spectral filtering significantly reduce multiphoton con-
tributions, as reflected in lower g(z) (0) values and enhanced Hong-Ou-Mandel (HOM)
interference visibility. Single-mode fiber (SMF) collection further improves single-

photon purity by effectively suppressing higher-order spatial modes.

Our results establish a clear linear correlation between g(z) (0) and HOM visibility,
confirming their equivalence as practical indicators of source quality. We also showed
that entanglement visibility and the violation of Bell’s inequality degrade predictably
with increasing pump power, emphasizing the trade-off between source brightness and
quantumness. Finally, by comparing single-pass and Sagnac configurations, we under-
scored the importance of spectral filtering in preserving coherence for entanglement-

based protocols.

Future work can be built on this foundation to enhance photon purity and collec-
tion efficiency by integrating crystal design, advanced filtering techniques, and im-
proved detection schemes. These characterization insights of our SPDC source, based
on a bulk-crystal implementation, offer concrete guidelines to achieve a high key rate
and quantumness for quantum random number generation and quantum key distribu-
tion applications in our core chapters. Other state-of-the-art SPDC sources, such as
waveguide-based and integrated SPDC platforms, offer higher brightness and more
robust generation via diverse phase-matching mechanisms and efficient nonlinear in-
teraction. Furthermore, these can improve the performance for different applications

through tailored collection schemes.



Chapter 4

Beamsplitter-free Quantum Random
Number Generator using Heralded

Single-Photons

Spontaneous parametric down-conversion (SPDC), an inherently random quantum pro-
cess, produces pair photons with strong temporal and spatial correlations due to energy
and momentum conservation, key for quantum random number generation (QRNG).
Standard QRNG methods primarily use temporal correlations with beam splitters, lim-
iting bit rates. However, due to spatial correlation, the pair photons in non-collinear
phase-matched SPDC-setup appear at diametrically opposite points on an annular spa-
tial distribution. Therefore, exploring the temporal correlation between the spatially
correlated photon-pairs from different sections of the annual ring can directly lead to
device-independent, multi-bit QRNG at a high rate, eliminating the need of a physi-
cal object such as a beam splitter. As a proof-of-concept, we report on high-bit-rate

QRNG by using spatial correlation of photon-pairs by sectioning the SPDC ring of

69
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a non-collinear, degenerate, high-brightness source and temporal correlation between
the diametrically opposite sections. Dividing the annular ring of the high-brightness
photon-pair source based on a 20-mm-long, type-0 phase-matched, periodically-poled
KTP crystal into four sections, recording the timestamp of the coincidences (widow
of 1ns) between photons from diametrically opposite sections and assigning bits (0
and 1), we extracted 90 million raw bits over 27.7s at a pump power of 17 mW. Us-
ing minimum entropy evaluation, we determined an extraction ratio of over 95% for
raw bits. Further, using Toeplitz matrix-based post-processing, we developed QRNG
with bit-rate of 3 Mbps, passing all NIST 800-22 and TestUO1 test suites. The generic
scheme shows the possibility of further enhancement of bit rate with more sectioning

of the SPDC ring.

4.1 Introduction

Random numbers have attracted a great deal of attention in many fields, such as
fundamental physics tests, scientific simulations, numerical analysis, decision-making,
cryptography [26—28], and many aspects of our everyday lives [40]. Traditional meth-
ods to generate random numbers often rely on mathematical algorithms [30]. Despite
the increased complexity, the algorithm-based random numbers have pseudorandom-
ness as their prediction or replication cannot be completely ruled out, compromising
the security of systems [102]. Therefore, to achieve true randomness - as essential
for the highest levels of security, one needs to rely on physical phenomena [31, 32],
which are intrinsically random. Quantum mechanical processes [33], with their in-
herent probabilistic behavior, offer a natural and reliable basis for quantum random
number generation (QRNG) with high security.

Over the years, QRNGs have been explored in numerous approaches, including

single-photon emitters [103, 104], defect centers [105], phase noise [106], and quan-
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tum vacuum [107-110] and phase fluctuations [111], and many other physical pro-
cesses [112-118]. The truly random bits have also been explored using spontaneous
parametric down-conversion (SPDC) based heralded single photons, and single photon
entanglement states [28, 119—122]. One of the simplest implementations of a QRNG
is the use of a single-photon source directed toward an ideal 50:50 beam splitter and
exploring the temporal correlation (antibunching) of the photons to generate random
bits. However, these approaches require both an efficient single-photon source and a
perfectly unbiased, lossless beam splitter, which are technologically challenging. The
use of attenuated optical pulses has also been explored as an alternative to single-
photon sources in these beam splitter-based QRNGs. Nevertheless, enhancing source
efficiency, collection, detection efficiency, and addressing the bias and additional pres-
ence as a device of beam splitters remain critical challenges in QRNG implementation.
Again, the low collection efficiency (ratio of coincidence counts and singles count)
[92] of the heralded photons in a certified QRNG architecture results in a lower bit
rate typically in the Kbps (4.4 Kbps [119]). Therefore, it is imperative to explore new
experimental schemes to improve the overall bit rate of the QRNG systems based on
the temporal correlation of heralded single photons.

Here, we present a novel experimental approach for a QRNG that operates without
the use of a beam splitter with high bit rates by exploiting the pronounced tempo-
ral and spatial correlations present between photon pairs generated through the SPDC
process. The beam-splitter-free scheme with g(z) (0) value certifying the quantum-
ness of the source makes it a device-independent scheme for QRNG. Using a 20-mm
long periodically-poled potassium titanyl phosphate (PPKTP) crystal, pumped with a
continuous-wave diode laser, we have generated non-collinear, degenerate SPDC pho-
tons in an annular intensity profile. Owing to the momentum matching condition, pair

photons are generated at diametrically opposite points with strong temporal correla-
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tions and exhibit random spatial distribution around the ring. By dividing the annular
spatial profile into four sections and measuring coincidences between photons from
opposite sections, we generate random bits with a min-entropy exceeding 95%, en-
suring high efficiency in extracting true random bits. Using Toeplitz matrix-based
post-processing, our QRNG system achieves a bit rate of 3 Mbps, passing all NIST
800-22 and TestUO1 statistical test suites. This experiment shows that the QRNG bit
rate can be further enhanced by dividing the ring into additional sections, such as 8§,
16, or 32, to develop a multi-bit QRNG system. Although we divided the ring into
sections using a series of mirrors, and the mirrors may be functionally equivalent to
beam splitters, however, their inclusion in the current setup is not essential for random
number generation. The mirrors in the current experiment are necessitated by resource
limitations in our lab for directing photons to the detection system. In principle, a
microlens-based fiber detection system or a SPAD camera could directly collect pho-
tons from the SDPC ring without sectioning, thereby eliminating the need for mirrors
or beamsplitter and establishing the current scheme as a beamsplitter-free QRNG sys-
tem. Unfortunately, due to the unavailability of such advanced systems in our lab, we

had to rely on mirrors for photon guidance.

4.2 Experiment

The concept of QRNG using both temporal and spatial correlations, along with
a experimental layout is illustrated schematically in Fig. 4.1. Panel (a) of this fig-
ure shows that photons generated via degenerate SPDC from type-0, non-collinear
phase-matching display a characteristic annular spatial profile. This is divided into
four sections labeled as upper (U1, U2) and lower (D1, D2). Since the diametrically
opposite sections contain correlated pair photons (spatial correlation), we measured

coincidences (temporal correlation) between sections (U1, D2) and (U2, D1), subse-
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quently assigning the bits “0” and “1,” respectively. As the pair photons randomly
appear in sections (U1, D2) and (U2, D1), this method produces a sequence of ran-
dom bits of 0 and 1. The novel concept is implemented using the schematic shown in
Fig. 4.1(b), where a continuous-wave, single-frequency laser diode generates an out-
put power of 25 mW at a central wavelength of 405 nm (Integrated Optics MatchBox
0405L-25A), with a spectral bandwidth (full width at half maximum) of approximately
20 MHz, acting as the pump laser. Operating the laser at its highest power to ensure op-
timum performance, the power attenuator composed of a half-wave plate (A /2 plate)
and a polarizing beam splitter (PBS) cube is used to control the laser power in the
experiment. A second A /2 plate, placed after the beam collimating lenses, L; (focal
length, f = 100 mm) and L, (focal length, f = 150 mm), is used to adjust the polar-
ization state of the pump laser to ensure optimum phase-matching, depending on the
orientation of the nonlinear crystal. A 20-mm long, 1x2 mm? aperture periodically-
poled potassium titanyl phosphate (PPKTP) crystal, with a single grating period of A
= 3.425 um, is used to generate degenerate SPDC photons at 810 nm through non-
collinear, type-0 (e — e + e) phase-matching. The crystal is housed in an oven, with
the temperature variable up to 200degC and stability of +0.1degC. The SPDC photons
generated with the pump beam focused at the center of the PPKTP crystal by a lens, L3
(focal length, f = 150 mm with a spot size of ~40 um, are collimated using the lens,
Ly, of focal length, f = 100 mm. The collimated annular SPDC ring, as observed by
the EMCCD camera (Andor, 1Xon Ultra 897) after extraction from the pump by the in-
terference filter (IF) of bandwidth ~10 nm centered at 810 nm, is first divided into two
half-circles using the gold-coated prism mirror (PM). Subsequently, the half-circles of
the SPDC ring are divided into four quarters, named U1, D1, U2, and D2, using the D-
shaped mirrors, DM1 and DM2, and collected using the combination of a fiber coupler,

single-mode fiber (SM) and single photon counting modules (SPCM-AQRH-14-FC),



Chapter 4. Beamsplitter-free Quantum Random Number Generator using Heralded

74 Single-Photons
a SPDC: Spatial Sectioning of Detection of coincidence
distribution SPDC ring and assignment of bits

U2&D1 | “1” %

Coincidence | Bit
U1&D2 |0’ ,"\

b In oven
PBS L1 L2 L3 PPKTP L4 IF .

Fiber

e _ S 7N
Fiber U1 PM  pM2 U2
SM DM1

Random number

Figure 4.1: The schematic representation of (a) the concept and (b) the experimental
setup of the QRNG source. Laser: 405 nm, cw diode laser, A/2: Half wave plate,
L1-4: plano-convex lenses of different focal lengths, PPKTP: 20 mm long PPKTP
crystal of single grating period in temperature oven, IF: Interference filter, PM: Prism
shaped gold coated mirror, DM1-2: D-shaped mirrors, Ul-2 and D1-2: Upper and
lower sections of the SPDC ring, SM: Single-mode fiber, SPCM1-4: single photon
counting modules, TDC: Time-to-digital converter, PC: Computer.

SPCM1-4. The time-to-digital converter (TDC) (MultiHarp 150, PicoQuant) records
the timestamp of the coincidence detection events from opposite sections of the SPDC

ring are used to generate a binary sequence composed of zeros and ones.

The selection of a coincidence window plays a vital role in detecting true coinci-
dences while avoiding false positives. For example, a too-narrow coincidence window
can miss true coincidences, and a too-wide window can include uncorrelated events,
thus underestimating and overestimating the experimental parameters. Since we are

dealing with a high-brightness single photon source [92, 123, 124] in the current ex-
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periment, keeping pump power of 1 mW, we have measured g(z)(r) with the coinci-
dence window width in a step of 0.5 ns starting from 0.5 ns and found the increase of
g(z) (1) from 0.016 to 0.1 at a slope of 0.019 per nanosecond width of the coincidence
window. Owing to the intrinsic timing jitter present in the SPCM and electronics can
collectively be estimated to be in the range of 0.6 ns, we found the coincidence window
of 1 ns is optimum to handle our high brightness source without significantly changing
the overall coincidence counts. Therefore, we have set the coincidence window of 1

ns, (200 bins each of width 5 ps) throughout the studies unless otherwise mentioned.

4.3 Results and discussions

We first characterized the photon pair source purity and indistinguishability as
a function of pump power using Hong-Ou-Mandel (HOM) interferometry [93] and
g(z) (1) [94]. While these two experiments can simultaneously be done using the pair
photons of diametric opposite sections (see Fig. 4.1(b)), we used pair photons from
sections U2 and D1 and performed two measurements one after the other using the
standard experimental setups used for HOM and g(z)(’c) studies. First, we built the
HOM interferometer by incidenting photons of sections U2 and D1 on two input ports
of a 50:50 beamsplitter (not shown in the current experiment) and measured the coinci-
dence between the output ports with varying optical delay between the photons similar
to our previous report [ 124, 125]. On the other hand, the g(z) (0) is measured using the
standard Hanbury-Brown—Twiss [12] experimental scheme by placing a 50:50 beam
splitter (not shown in the current experiment) on the path of photons from section U2
and recording the coincidence between the outputs of the beam splitter with respect to
the photon of section D1 for different delays of the photon of one of the output arms.
The results are shown in Fig. 4.2. As expected, it is evident from Fig. 4.2(a) that the

HOM visibility, V (black dots), decreases from 0.86 to 0.22, and the g(z) (0) (red dots)
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increases from 0.032 to 0.47 with an increase in pump power from 1 mW to 25 mW.
However, we observe a deviation from the linear dependence of both HOM visibility,
V, and g(z) (0), at higher pump power due to the saturation of the single photon detec-
tors beyond single counts of 12 - 14 MHz, as obtained for the pump power in the range
of 12 - 15 mW. It is worth noting that, even though the source reaches a maximum
value of g'?)(0) = 0.47, this remains well below the classical threshold of g'?)(0) < 1,
ensuring the non-classical behavior of the light sources when evaluated using a 1 ns co-
incidence interval, the lower HOM visibility (V = 0.22) confirms the distinguishability
of photons due to the generation of multiphotons at higher pump powers. Increasing
the width of the coincidence window would escalate the rate of change in both HOM

visibility and g¥ (0) with pump power.
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Figure 4.2: (a) HOM visibility (indistinguishability), and g (0) (purity) is evaluated
under varying pump powers. (b) Dependence of HOM visibility on change of g(z) (0)
with pump power as shown in (a).

To gain further insight into the single-photon characteristics and distinguishabil-
ity between photons in the presence of multiphoton generation due to increased pump
power, we plotted HOM visibility (V) as a function of g(z) (0) using the data from

Fig. 4.2(a). The results reveal that the HOM visibility, (V) and g)(0) for a fixed
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coincidence window width (here, 1 ns) follow a linear relationship (black line) given
by V = 0.94 - 1.55 x g (0) shown in Fig. 4.2(b). This is different from the re-
lationship Va1 - g(z) (0) predicted for a high purity single-photon source based on
quantum dots [100, 101]. The intercept value (0.94 4 0.006), which defines the intrin-
sic single-photon indistinguishability of the current source, is slightly lower due to the
transmission function of the interference filter with a bandwidth of approximately 10
nm. Meanwhile, the slope of the curve indicates the generation and collection of mul-
tiphotons, resulting in photon distinguishability. Both the slope and the intercept value
can change depending on the collection optics, such as the use of a multimode fiber and
the efficiency of the single-photon detector. We observed similar performance of the
source in terms of HOM visibility and g(z) (0) when using pair photons collected from
sections U2 and D1, confirming the uniform performance of the source throughout
the annular distribution. These results suggest that one needs to selectively use either
parameter to characterize the single-photon source based on the intended application.
For example, for interferometer-based quantum sensing, where distinguishability of
photons is important [123, 126], HOM visibility may be a more relevant measure of
source quality than g(z) (0)< 1. Whereas for applications like QRNG, where detection
of single and coincidence detection of photons is more important over indistinguisha-

bility, g*) (0)< 1 will be a more relevant indication of the quality of the source.

By characterizing how the input pump level influences the performance metric of
the heralded single-photon source, we recorded the coincidence counts of pair photon
of sections (Ul & D2) and (U2 & D1) (see Fig. 4.1) and assigned bits 0 and 1, respec-
tively. Subsequently, we have recorded more than 90 million raw bits of Os and 1s for
each pump power, requiring varying bit recording time: shorter time for higher pump
power and longer time for lower pump power due to the change in photon generation

rate. To gain insight into the uniformity of the raw data, we calculated the occurrence
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Figure 4.3: Probability distribution of 0’s, 1’s, and 0 & 1 in the raw bit sequence
collected at pump powers.

of 0’s (coincidences between Ul & D2), 1’s (coincidences between U2 & D1), and
simultaneous 0’s & 1’s (coincidences between Ul & D2 and U2 & D1) in the raw bit
string collected at various pump power levels. The results, as displayed in Fig. 4.3,
demonstrate that the probabilities of obtaining 0’s (orange) and 1’s (green) within the
raw bit sequence are consistently near 50% across all power levels. This confirms
the high quality and uniformity of the raw bit string. Additionally, the probability of
simultaneous occurrences of 0’s and 1’s (purple) due to photon presence in all four
sections of the SPDC ring (see Fig. 4.1(a)) remains below 0.1% at all power levels.
This low occurrence indicates a minimal probability of simultaneous photon-pair gen-
eration in the transverse plane. The data also confirms the high purity of the raw bit
string, with a low rejection rate (classical noise) of SPDC photons contributing to the

QRNG, enhancing the efficiency of the system.

Since the raw bit contains all possible errors, we calculated the minimum entropy
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[111, 127] to determine the maximum extraction of final, unbiased, true random bits.
For a random variable X taking values in the space {0, I}N , the min-entropy [111] is

introduced as

H.(X) = —log, (xe%ai(}NPr[X :x]) . 4.1)

To calculate the min-entropy Hw(X), we applied an 8-bit (N = 8) binning technique
by segmenting the bit string into 8-bit blocks, each mapped to one of the 256 possible
bins (2%). This resulted in 256 sample points ({0, 1}N ), each representing a unique
8-bit sequence. We identified the most probable sample, denoted as x, from this set
and calculated the min-entropy using the standard formula as represented by Eq. 4.1.
As seen in Fig. 4.4, the min-entropy, Hw(X) (black dots), decreased from 99.4% to
96.5% as the pump power increased from 1 mW to 17 mW, and subsequent increase of
g(z) (0) from 0.03 to 0.36 due to the rise in multi-photon events at higher pump pow-
ers. Despite this, the raw bit string retained more than 0.96 bits per bit of randomness,
enabling the extraction of over 96% quantum random bits. However, the high H..(X)
value of 99.4% at 1 mW indicates the potential for generating pure quantum random
numbers at a lower bit rate, highlighting a trade-off between min-entropy and bit rate.
To distill true random bits from the raw bit sequence, we employed a Toeplitz hashing
randomness extractor [128]. We constructed a binary Toeplitz matrix of size m X n
[129] using a pseudorandom seed of m + n - 1 = 175.5 million bits, with m = 85.5
million bits, 95% of the raw bits, n = 90 million bits (m = 0.95 x n). To overcome
the computational limitations, we divided the raw and seed sequences into blocks of
one million bits, post-processed each block separately, and concatenated all the bits
to make the string of final post-processed bits. The red dots in Fig. 4.4 show that the
post-processed QRNG bit rate increased linearly with pump power, from 0.4 million
bits per second at 1 mW to 2.5 million bits per second at 11 mW, with a slope of 0.2

million bits per second per mW of pump power. Beyond 11 mW, the bit rate deviated
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Figure 4.4: The variation of the minimum entropy, H.(X) (black dots), and post-
processed QRNG bit rate (red dots) as a function of pump power and g(z)(O). The
black and red lines are linear fit to the experimental data points.

from linearity due to detector saturation, reaching a maximum of 3.08 Mbps at 17 mW,
which is higher than the earlier-mentioned bit rate (4.4 Kbps[119]). Further improve-
ment in the QRNG bit rate can be possible using higher pump power in combination
with the use of a detector with high quantum efficiency and a high saturation thresh-
old, such as superconducting nanowire single-photon detectors (SNSPDs) [130] and a

lower coincidence widow (< 1 ns used in the current study).

After having the post-processed QRNG bits, we used the NIST 800-22 test suite
[39] to evaluate the quality of randomness of the post-processed bits. We have divided
the post-processed bit string into 80 sequences (higher than the required minimum
samples, 55 sequences of the NIST test suite) of binary bits, each containing one mil-
lion bits as the input file for the NIST test suite. As the NIST statistical test suite
follows two primary types of quantification to determine the randomness of the se-

quence, we calculated the uniform behavior of the P-values and the proportionality
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test to find the proportion of the input sequences passing (P-value is above the chosen
significance level, o, usually o = 0.01) a test. Using the Goodness-of-Fit distributional
test and Kolmogorov-Smirnov tests to the post-processed bits, we found the final P-
values of 15 different tests under the NIST test suite of the post-processed bits for a
pump power of 17 mW are displayed in Fig. 4.5. All conducted tests produce P-values

larger than 0.1, confirming the randomness of the experimental results.
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Figure 4.5: Final P-values of 15 tests under NIST statistical suit for the Toeplitz post-
processed bits recorded for a pump power of 17 mW.

Again, we recorded the proportionality test results for the post-processed bit se-

quences in Table 4.1. According to the NIST test suite, the proportional fraction should
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lie within the range given by the equation [39],

(4.2)

where n is the number of sequences. For 80 sequences, each consisting of 1 million
bits, NIST considers n = 49 for the random excursions and random excursion variant
tests. Using & = 0.01 and n = 49 in Eq. 4.2, the calculated range for the proportional
fraction is (0.947, 1.033). For the remaining tests, using @ = 0.01 and n = 80, the
proportional fraction range is (0.956, 1.023). As shown in Table 4.1, the proportional
fractions for all post-processed bit sequences lie within the defined ranges, indicating

successful results across all tests.

Table 4.1: Results of the NIST statistical tests

Test name Proportion of Result
successful sequences
Approximate entropy 0.988 Success
Frequency within a block 0.975 Success
Cumulative sums 0.975 Success
Discrete Fourier transform 0.988 Success
Frequency 0.975 Success
Longest run in a block 0.962 Success
Non-overlapping template min0.962 Success
max 1.000 Success
Overlapping template 1.000 Success
Random excursions min 0.980 Success
max 1.000 Success
Random excursions variant min 0.960 Success
max 1.000 Success
Binary matrix rank 1.000 Success
Runs 0.988 Success
Serial 0.975 Success
Linear complexity 0.988 Success
Maurer’s universal 0.988 Success

Further, we evaluated the randomness of our post-processed bits using the TestUO1

statistical test suite, specifically the Rabbit, Alphabit, and BlockAlphabit battery tests.
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While these tests typically require sequences of approximately 30 million bits, we
employed longer sequences of 80 million bits for more rigorous analysis. Following
the methodology outlined in the literature [131, 132], we interpreted the P-values by
considering values within the interval [10_3 11— 10_3} as a success, and value outside
this interval as a failure. The results of the TestUO1 tests on our post-processed random
bits, as shown in Table 4.2, indicate that our novel experimental scheme successfully
passed all the tests, regardless of the interpretation method applied.

Table 4.2: Results for the TestUO1 statistical tests

Battery Sequence length  Result
Rabbit 8-10’ Success
Alphabit 8-10’ Success
BlockAlphabit 8-10’ Success
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Figure 4.6: Variation of the magnitude of the positive and negative autocorrelation
coefficients of the first 10 million bits of the raw bit sequence up to a delay of 100 bits.
The raw bit sequence is recorded for the pump power of 17 mW.

We also analyzed the randomness of the raw data recorded for the pump power of
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17 mW by calculating the autocorrelation coefficient. Using the first 10 million bits
of the raw bit sequence up to a delay of 100 bits, we computed the autocorrelation
coefficient. Fig. 4.6 displays these findings, indicating that both the average value and
the standard deviation of the autocorrelation coefficient remain essentially unchanged
even at a delay of 100 bits. Compared to a truly random sequence, which would have
an autocorrelation coefficient of zero mean value, the raw bits from our experiment
exhibit an autocorrelation coefficient with a mean value on the order of 10* and a
standard deviation of 9.8 x 10~*. Such low values for the minimum autocorrelation
coefficient confirm that the raw bit string recorded from the current experiment repre-
sents a good random sequence, even before post-processing. This observation further
certifies the high value of the min-entropy, H..(X ), and extraction efficiency.

To provide a clearer context for the current results, we have compared the bit rate
of our QRNG with recent coincidence-based QRNG systems in the literature, as sum-

marized in Table 4.3.

Table 4.3: Comparison of bit rate of QRNG based on coincidence detection.

Reports Bit rate
(bits/sec)
Ref.[133] 1.71
Ref.[134] 1.81-10?
Ref.[135] 2.40-10?
Ref.[119] 4.40-10°
Ref.[136] 1.35-10*
Our study 3.08-10°

In the QRNG scheme based on spatial correlations, several experimental imperfec-
tions may introduce bias in the generated bit strings. The primary sources include de-
tector efficiency imbalance, spatial-mode nonuniformity, and background noise, such

as dark counts and stray photons. Detector efficiency mismatch can lead to unequal de-
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tection probabilities; however, this effect can be mitigated by introducing controlled at-
tenuation in the higher-efficiency detection arm. In our implementation, detectors with
identical specifications from the same manufacturer were employed, and experimental
observations confirmed nearly identical coincidence rates for any detector pair from
identical pair-photon sources, indicating negligible intrinsic imbalance. Spatial-mode
overlap imperfections may affect the stable, uniform generation of photon pairs across
different sections of the SPDC ring. However, the annular type-0 SPDC configuration
used in this work has previously been demonstrated by our group to provide stable,
bright pair-photon emission. Background noise contributes to accidental counts, which
can degrade randomness quality, but this effect is significantly suppressed by temporal
filtering that considers only coincidence events for bit-string generation. Quantita-
tively, the combined contribution of detector inefficiency and background noise to bias
is estimated to be on the order of 10°-10~%. Any residual bias is further removed dur-
ing post-processing using Toeplitz hashing, resulting in high-quality, nearly uniform

random bit sequences.

4.4 Conclusions

In conclusion, we presented a novel QRNG scheme based on the temporal and
spatial correlations of heralded single-photon sources, bypassing the need for tradi-
tional beam splitters and enhancing both the efficiency and simplicity of the over-
all system architecture. We characterized the purity and indistinguishability of the
single-photon sources using the second-order correlation function g(z) (0) and Hong-
Ou-Mandel (HOM) visibility, finding a linear relation between these two parameters
for the heralded single-photon sources. Interestingly, while the purity of the single-
photon source, quantified by the g(z) (0) value, determines the min-entropy for the

maximum extractable true random bits from the raw bit sequence, the photon indis-
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tinguishability, indicated by HOM visibility, shows weak or no dependence on QRNG
performance. For example, with the pump operating at 17 mW, the heralded single-
photon source demonstrated g(z) (0) = 0.36 and HOM visibility of 36%. Nonetheless,
the min-entropy of the raw bit sequence was found to be 0.96, with a very low au-
tocorrelation coefficient (~ 10_4) even after a delay of 100 bits. This indicates the
random appearance of paired photons at diametrically opposite points on the SPDC
ring. Now, the detection of photons from different sections of one half of the ring and
assignment of bits 0 and 1, without coincidence detection of their respective partner
on the other half of the ring, potentially increasing the bit rate [137] of QRNG but
without any quantum certification. After applying Toeplitz post-processing to the raw
bit sequence, we confirmed that the output passed both the NIST and TestUOI1 test
suites, verifying the development of a high-quality QRNG with a high bit rate. Further
enhancement in the bit rate from a few hundred MHz to GHz can be made possible us-
ing multi-bit QRNG by multiple sections of the SPDC ring or by recording the photon
pair events using a SPAD camera and assigning the bits for the coincidence between
the diametrically opposite pixels. Single photon source-based QRNG faces the com-
mon limitation of a lower bit rate, typically in the Kbps order. Also, the conventional
approach requires an additional device, such as a 50:50 beam splitter. We addressed
these limitations using the inherent spatial randomness of SPDC bi-photons, bypassing
the need for a balanced-beam splitter and achieving Mbps order bit rate with the quan-
tum source certification using g(z) (0). Our QRNG scheme offers a promising path to
achieve higher bit rates while ensuring true quantumness, making it highly suitable for
secure applications across various fields. In the next chapter, we will use entangled

photon pairs for live device-independent certification using the Bell parameter.



Chapter 5

Device-Independent QRNG with Live

Bell-Test Certification

Many information-processing applications rely critically on device-independent im-
plementations of quantum random number generation, requiring certified quantumness
to ensure genuine randomness. However, inherent technical challenges in implement-
ing quantumness tests often result in a low bit rate. Here, we present a high-bit-rate
DI-QRNG with live quantumness certification through the Bell test. By employing
SPDC in a polarization Sagnac interferometer, which generates entangled degenerate
pair-photons in annular ring distribution with strong temporal and spatial correlations
due to energy and momentum conservation, we divide the annular ring into six diamet-
rically opposite sections, forming three robust entangled photon sources from a single
laser and nonlinear crystal. The pair-photons from these three sources exhibit bias-free
quantum mechanical randomness. By utilizing the coincidence counts of pair-photons
from two sources, we generate raw bits, while the third source simultaneously mea-

sures the Bell’s parameter without any loss of QRNG bits. We have generated 90

87
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million raw bits in 46.4 seconds with the Bell parameter (S > 2), with a minimum
entropy extraction ratio exceeding 97%. Post-processed using a Toeplitz matrix, the
DI-QRNG achieves a bit rate of 1.8 Mbps, passing all NIST 800-22 and TestUO1 tests.
In the absence of Bell’s parameter for a non-maximally entangled state, g(z) (0) can
be the metric for quantumness measure. Free from the requirement of any physical
devices such as beam-splitters, this scalable DI-QRNG scheme promises high bit-rates

and trustworthy certifications essential for practical applications.

5.1 Introduction

Random numbers play a fundamental role in a wide range of applications, including
cryptographic protocols, secure communication, and scientific simulations [40, 102].
The random numbers generated through the deterministic classical computer algo-
rithms, known as the pseudo-random number generators (PRNGs), are vulnerable to
predictability and external tampering [29, 30]. On the other hand, the random numbers
generated by exploiting the inherent unpredictability of quantum stochastic process,
known as the quantum random number generators (QRNGs), guarantee the genera-
tion of truly random numbers [27, 138]. Typically, the quantum stochastic process
includes the measurement of quantum-phase fluctuation, single photon detection, and
vacuum fluctuations [139-141]. Conventionally, the QRNGs have two parts: source
(generating quantum states that are inherently random) and measurement (demolition
of quantum state using a practical device such as a beam-splitter and subsequent detec-
tion using a detector to generate raw bits). However, in the absence of perfect devices
for generation and measurement, practical QRNGs can suffer from security loopholes,
leading to the development of device-independent QRNGs (DI-QRNGs) independent
(regardless) of the physical implementation and characterization of the instruments

used [142-144].
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Typically, the DI-QRNGs have the inherent certification of randomness based solely
on the violation of Clauser-Horne-Shimony-Holt (CHSH) form of Bell’s inequality
[145] without assuming trust in the internal workings of the quantum random num-
ber generation scheme [119, 121]. Despite having the highest security in the random
numbers, the DI-QRNGs have a relatively lower bit rate [119, 146] due to the limi-
tations on the brightness of the entangled sources developed using the current tech-
nologies. As a result, the practical implementations of DI-QRNGs in parallel with
the QRNG scheme have not been explored to date. Alternatively, efforts have been
made to enhance the bit rate of the QRNG through exploration of different proto-
cols such as source-independent QRNG[147-150], measurement device-independent
QRNG[151, 152], and semi-device-independent QRNG [153, 154] with different as-
sumptions about the source or the measurement at the cost of ultimate security of the
randomness. Additionally, device-independent QRNGs lack tolerance to losses, de-
manding extremely stringent requirements of the experimental devices. On the other
hand, the majority of the QRNGs often rely on physical devices such as 50:50 beam-
splitters or polarization beam-splitters, despite the technological challenge of making
a perfect lossless, unbiased beam-splitter.

Therefore, it is essential to devise new protocols aimed at advancing the devel-
opment of DI-QRNG with a high bit rate while ensuring randomness by the intrin-
sically probabilistic nature of quantum physics. Recent advances in quantum optics,
together with developments in engineering, have enabled pathways to simplify DI-
QRNG architectures. Beam-splitter-free designs are particularly promising, offering
streamlined setups that reduce complexity and enhance robustness [105, 107, 150].
Additionally, incorporating real-time randomness certification, such as live Bell test
verification, strengthens the trustworthiness of the generated numbers by providing

immediate validation of the CHSH inequality [145] for the source.



90 Chapter 5. Device-Independent QRNG with Live Bell-Test Certification

In this paper, we introduce a novel beam-splitter-free, high-bit-rate DI-QRNG with
live Bell test certification. Using the non-collinear, degenerate, spontaneous paramet-
ric downconversion (SPDC) process in a 20-mm-long periodically-poled potassium
titanyl phosphate (PPKTP) crystal in a polarization Sagnac interferometer, we have
developed three high-brightness entangled photon sources [92, 124] from the single
resources (optical components, nonlinear crystal, and laser source) by dividing the
SPDC ring into six diametrically opposite sections. Since the generation of the pair-
photons over the diametrically opposite points of the SPDC ring is purely random and
governed by the quantum mechanical process, we have generated random bits (raw)
with min-entropy exceeding 97% by measuring the coincidence of the quantum corre-
lated pair-photons of the two entangled photon sources without any projection and a
third source for live measurement of CHSH Bell’s parameter ensuring real-time trust-
worthiness of the source, thus confirming the realization of DI-QRNG. The entropy
ensures high efficiency in extracting true random bits. Using Toeplitz matrix-based
post-processing, our DI-QRNG system results in a bit rate of 1.8 Mbps, passing all

NIST 800-22 and TestUO1 statistical test suites.

Although in the present proof-of-concept demonstration we have divided the SPDC
ring to form three independent sources, in principle, the experimental scheme is scal-
able. By enlarging the SPDC ring diameter and employing a multi-bit assignment pro-
tocol, one can increase the number of sources and thereby enhance the bit rate of the
DI-QRNG system with live certification. However, increasing the ring size reduces the
photon collection rate at individual detectors, as the probabilistically generated photon
pairs are distributed over a larger area. At the same time, it lowers the multiphoton col-
lection probability, an important factor in preserving the quantumness of the source.
The reduction in photon collection efficiency per detector can be compensated by in-

creasing the pump power to boost the photon-pair generation rate without degrading
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the quantumness of the source. Nevertheless, scaling the system to include a larger
number of sources requires a proportional increase in the number of detectors, which

significantly adds to the complexity and cost of the setup.

5.2 Experiment
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Figure 5.1: The schematic representation of the experimental setup of the QRNG
source. Laser: 405 nm, cw diode laser, A/2: Half-wave-plate, L1: plano-convex
lenses of focal length 150 mm, D — A/2: Dual-half-wave-plate, PPKTP: 20-mm-long
periodically-poled potassium titanyl phosphate crystal of single grating in the oven,
IF: Interference filter, PM: Prism-shaped gold-coated mirror, DM1-4: D-shaped mir-
rors, Ul-2, D1-2, and S1-2: Upper, lower and side sections of the SPDC ring, SM:
Single-mode fiber, SPCM1-6: single photon counting modules, TDC: Time-to-digital
converter, PC: Computer. Inset: Spatial distribution of entangled photon source, the
architecture of raw bit assignment, and quantumness certification.

The schematic of the experimental setup is illustrated in Fig. 5.1. A continuous-
wave, single-frequency (linewidth ~20 MHz), single-mode fiber (SMF)-coupled laser

diode providing an output power of 21 mW at a central wavelength of 405 nm is used
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as the pump source. Notably, the single-mode fiber coupling, together with the inten-
tional small tilts applied to all optical elements, effectively suppresses back-reflections
into the laser, thereby ensuring optimal wavelength and power stability without the
need for an optical isolator. Operating the laser at its highest power to ensure opti-
mum performance, the power attenuator, comprised of a half-wave-plate (A/2) and a
polarizing beam-splitter (PBS) cube, is used to control the input pump power to the ex-
periment. A second A /2 plate with optic axis at an angle 6 with respect to the vertical
axis is used to transform the horizontally (H) polarized pump beam in the superpo-
sition of horizontal and vertical (V) polarization states in the form of (o' H - B’ V),
where, o’ = sin(20), B’ = cos(260), and |a/|> +|B’|*> = 1. As a result, adjusting 6,
we can control the laser power in both clockwise (CW) and counterclockwise (CCW)
beams of the polarization Sagnac interferometer, which consists of a dual-wavelength
PBS (D-PBS, for 405 nm and 810 nm) and two plane mirrors, M1 and M2. The lens,
L1, with a focal length, f = 150 mm, focuses the pump beam to a spot size of ~40 um
at the center of the nonlinear crystal placed between mirrors M1 and M2. The dual-
wavelength half-wave-plate (D-A /2), with its optic axis rotated by 45° relative to the
vertical, is placed inside the Sagnac interferometer to transform horizontal polarization
to vertical and vice versa for both 405 nm and 810 nm wavelengths. A single-grating
(A =3.425 um) periodically-poled potassium titanyl phosphate (PPKTP) crystal with
alength of 20 mmand a 1 x2 mm? aperture serves as the nonlinear medium, producing
degenerate SPDC photons at 810 nm through non-collinear, type-0 (e — e + ¢) phase-
matching. The crystal is housed in an oven with a temperature range up to 200°C
and a stability of +0.1°C. However, throughout the manuscript, we have maintained
the crystal temperature at 7 = 39.5°C, which produces photon pairs with a half-cone
angle of approximately 1°. An increase in the cone angle, leading to an SPDC ring

of larger diameter, requires lowering the crystal temperature away from its collinear
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phase-matching temperature of 7 = 42°C. The cone angle of the SPDC photons can be
calculated using the phase-matching condition together with the Sellmeier equations
[92].

The CW and CCW pump beams, in the presence of the D-A /2 plate, generate pair-
photons distributed in an annular ring with orthogonal polarization states. When su-
perimposed on the D-PBS, the SPDC photons exhibit an annular ring distribution, with
pair-photons located at diametrically opposite points on the ring and described by the

¢ )=(a|HH)—B|VV)), where, oo =sin(20), B = cos(20), and |Oc|2+ |B\2 =1.

state,
Here, o and 8 are function of o’ and B’. The optic axis of A/2 plate at an an-
gle 6 = 22.5° with respect to horizontal results in SPDC photons with state, |¢ )
= ([HH) —|VV))/v/2 (a Bell state). The SPDC photons are collimated by lens L1 and
separated from the pump beam by a dichroic mirror (DM) positioned between lens L1
and the A /2 plate. The collimated annular SPDC ring, as observed by the EMCCD
camera (Andor, iXon Ultra 897) with an interference filter of bandwidth ~3.2 nm cen-
tered at 810 nm, is shown by the image in the inset of Fig. 5.1.

We divide the SPDC into two halves by the gold-coated prism mirror (PM), and
subsequently, each half is divided into three subsections by D-shaped mirrors, DM1-
4, resulting in three pairs of diametrically opposite sections (U1, D2), (U2, D1) and
(C1, C2) having pair-photons. While the photons from each section are collected us-
ing the combination of an interference filter (bandwidth of 3 nm) mounted fiber cou-
pler, single-mode fiber (SM), and single photon counting modules, SPCM1-6, (SPCM-
AQRH-14-FC), the photons of sections C1 and C2, pass through the polarization an-
alyzer consisting of a A /2 plane and PBS before collection. The time-to-digital con-
verter (TDC) (MultiHarp 150, PicoQuant) is connected to the SPCMs, and the com-
puter is used for photon counting, time stamping, recording, and experimental data

analysis. The three pairs of diametrically opposite sections of the annular ring form
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the three sets of single/entangled photon sources. For raw bit generation, as shown by
the table in Fig. 5.1, we assign bits “0” and “1” for the coincidence event between
the photons of sections (D1 & U2) and (D2 & Ul), respectively. As the appearance
of pair-photons in sections (U1, D2) and (U2, D1) are quantum mechanically random,
this method produces a sequence of random bits of 0 and 1. The photons of sections
(C1 and C2) are used for the entanglement study of the pair-photons through the po-
larization projective measurement and Bell’s parameter calculation. The coincidence

window throughout the manuscript, unless otherwise mentioned, is 1 ns.

5.3 Results and discussions

We first characterized the entangled photon source by measuring the interference
visibility in different bases and the value of Bell parameters as a function of pump
power and coincidence window. Using the pair-photons from the sections (C1, C2),
we have set the polarization state of one of the photons (say from C2) at horizontal (H),
vertical (V), diagonal (D), and anti-diagonal (A) using the A /2 plane and measured the
interference visibility, V = (max. - min.)/(max. + min.), by recording the coincidence
counts while continuously rotating the polarization state of the other photon (from C1)
using A /2. The visibility for different bases as a function of pump power is shown in
Fig. 5.2. As evident from Fig. 5.2(a), the entanglement visibility in all bases (H, V, D,
and A) is almost comparable for all pump power, but with the increase of pump power
from 0.5 mW to 12.4 mW and coincidence window of 1 ns, the visibility decreases
from 97% to 73%, respectively. However, the interference visibility of >71% for all
power levels confirms the entanglement [92]. Moreover, keeping the pump power con-
stant at 12.4 mW, we measured the interference visibility further decreasing from 73%
to 61%, below the 71% limit ensuring entanglement, with the increase of coincidence

window from 1 ns to 2 ns with a step of 0.5 ns. The measurement of Bell’s parameter,
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S, as shown in Fig. 5.2(b), confirms the decrease of S-value from 2.73 to 2.07 with the
pump power increase from 0.5 mW to 12.4 mW. Although S>2 confirms the entangle-
ment, the increase of the coincidence window from 1 ns to 2 ns drastically reduces the
S-value from 2.07 to 1.73 due to the generation of multi-photons at high pump power
and detection of such photons in the presence of longer coincidence window (>1 ns).
Such observation confirms the control transition of the output of the pair-photon source
from the quantum state to the classical two-photon state. As expected, we observe a
similar performance for the pair-photons collected from the sections (U1, D2) and (U2,
D1), confirming the realization of three entangled photon sources from a single set of
resources (laser and crystal). In fact, by dividing the annular ring of photons into more
sections, a larger number of entangled photon sources can be realized. However, this
comes at the cost of reduced brightness of the individual sources for a given pump
power and crystal parameters. By increasing the pump power, the reduced brightness
arising from the increase in the number of derived sources can be compensated, while

still maintaining the quantum properties of the generated sources.
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Figure 5.2: Characterization of the entangled photon sources. Variation of (a)
Entanglement visibility and (b) Bell parameter (S) of the entangled photon source as a
function of pump power and with coincidence window.

Knowing the performance metrics of the entangled photon source as a function of
input power, we recorded the time stamps of the coincidence counts for pair-photons

collected from the sections (Ul & D2) and (U2 & D1) and assigned binary values of
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0 and 1, respectively, while simultaneously checking the Bell parameter of the source
using the sections (C1 & C2) (see Fig. 5.1). For Bell parameter measurement, photon
pairs from sections C1 and C2 travel approximately 1 m each before being detected
by single-photon detectors with ~55% efficiency, physically separated by more than 1
m. Although this separation is modest due to experimental constraints, it is sufficient
to ensure that no classical or quantum signal can propagate between the measurement
devices during the measurement, thereby respecting the principle of locality. How-
ever, our current implementation provides partial device independence through Bell
inequality violation, but does not fully close all major Bell test loopholes. The three
main loopholes in Bell parameter estimation are detection, locality, and freedom of
choice. In particular, the detection loophole remains open due to finite detector effi-
ciency, as closing it typically requires superconducting nanowire single-photon detec-
tors (SNSPDs) with efficiencies exceeding ~83% [155], which are currently unavail-
able in our laboratory. The locality loophole is also not strictly closed, since achiev-
ing space-like separation between the measurement systems and the source would re-
quire fiber links or free-space channels of a few hundred meters. Additionally, the
freedom-of-choice loophole, which demands a fast, independent basis selection, is not
addressed in the present setup due to the absence of high-speed switching elements
[156]. Therefore, while the observed Bell inequality violation provides strong evi-
dence of non-classical correlations and supports randomness certification, it does not
constitute a fully loophole-free demonstration. Future work will focus on incorpo-
rating high-efficiency detectors, long-distance separation, and fast measurement basis
selection with a more robust architecture to achieve fully device-independent quantum

randomness generation.

We recorded over 90 million raw bit sequences of 0’s and 1’s for each pump power.

Due to the dependence of pump power on the generation rate of pair-photons, the
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recording time for 90 million bits decreased with increasing pump power, resulting in
arecording time of 46.4 seconds at 12.4 mW of pump power for a coincidence window
of 1 ns. Since the raw bit sequences contained all possible errors, we calculated the
minimum entropy [127, 139] as mentioned in our previous report [150] to estimate the
maximum extractable unbiased true random bits. The results, presented in Fig. 5.3,
show that the min-entropy, He(X) (black squares), remained nearly constant in the
range of 99% to 97% as the pump power increased from 0.5 mW to 12.4 mW. For
the increase of the coincidence window from 1 ns to 2 ns at a fixed pump power
of 12.4 mW, the Bell parameter, S, decreased from 2.07 to 1.73 (see Fig. 5.2(b)),
indicating the loss of entanglement. However, it is interesting to note that there is no
significant change in the min-entropy, Hw(X), value even for S < 2. Although the
conditional quantum min-entropy, which accounts for side information on a random
sequence [157], or its lower bound derived from the entropy uncertainty principle [148,
158], can be used to quantify achievable true randomness, it cannot be directly applied
in our case since the random bits originate from coincidence counts of photon pairs
generated in a fundamentally random fashion on the SPDC ring without any relative
control. It is also worth noting that the conditional quantum min-entropy reduces to
the classical min-entropy when considering pure states [141, 148]. Alternatively, the
min-entropy of the bit string can be estimated from the Bell parameter of the entangled
photon source using the treatment in Ref. [142] for violations with § > 2. However,
such an approach is not applicable to a QRNG system developed from quantum sources

with S < 2.
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Figure 5.3: Characterization of the QRNG system. The variation of the minimum
entropy, He(X) (black dots), and post-processed QRNG bit rate (red dots), as a func-
tion of pump power. The solid lines are linear fit to the experimental data.

Such observation demonstrates that the reduction in min-entropy is primarily due to
classical noise in the experimental setup and is independent of the entanglement qual-
ity of the quantum source. To distill true random bits from the raw bit sequences, we
employed a Toeplitz hashing randomness extractor [128]. The post-processed QRNG
bit rate (red dots in Fig. 5.3) exhibited a linear increase with pump power, rising from
0.09 Mbps at 0.5 mW to 1.8 Mbps at 12.4 mW, corresponding to a slope of 0.14 Mbps
per mW. Additionally, at 12.4 mW pump power, increasing the coincidence window
from 1 ns to 2 ns boosted the bit rate from 1.84 Mbps to 2.18 Mbps. These results
confirm the realization of a high-bit-rate, device-independent QRNG system offering
simultaneous Bell parameter measurement. Again, the higher value of min-entropy,
H.(X), confirms the possibility for further enhancement of the bit rate of the QRNG
system to a few tens of Mbps by simply increasing the pump power or by increasing the

coincidence window. However, due to the unavailability of a higher power pump laser
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at 405 nm, we restricted the bit rate to 2.18 Mbps. Unlike our previous report [150],
the lower bit QRNG rate in the current experiment can be attributed to the larger ring
diameter of the pair-photons to make easy division into six sections and lower effective

power to the crystal.
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Figure 5.4: Verification of randomness of the source through test suits. Final
P-values of 15 tests under NIST statistical suit for the Toeplitz post-processed bits
recorded at 95% and 61% visibility, respectively.

To estimate the quality of randomness, we used the NIST 800-22 Statistical Test
Suite [39] to the post-processed bit strings derived from the entangled photons with

two different levels of entanglement visibility, V = 95 % and V = 61 %. For each
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visibility setting, we divided the bit string into 80 sequences of binary bits, similar
to our previous work [150], each containing one million bits, thereby exceeding the
minimum requirement of 55 sequences, as recommended by the NIST test suite. As
the NIST statistical test suite follows two primary types of quantification to determine
the randomness of the bit sequence, we calculated the uniformity of the P-values and
the proportionality test to find the proportion of the input sequences passing (P-value is
above the chosen significance level, &, usually o = 0.01) a test. Using the Goodness-
of-Fit distributional test and Kolmogorov-Smirnov tests to the post-processed bits, we
calculated the final P-values of 15 different tests under the NIST test suite of the post-
processed bits at visibilities, V = 95% (green) and V = 61% (orange), with the results
shown in Fig. 5.4. As evident from the figure, the P-values of all the tests are >
0.01, confirming the randomness of the experimental results at the different visibility
levels. Although we have 80 sequences of bit strings, each consisting of 1 million bits
for both entanglement visibilities of the quantum source, the NIST statistical test suite
randomly selected n = 46 sequences for the random excursions and random excursion
variant tests. For these tests, using a significance level of o = 0.01 and n = 46, the
proportional fraction range was calculated to be (0.946, 1.034). For the remaining
tests, with o = 0.01 and n = 80, the proportional fraction range was determined to be
(0.956, 1.023). We observed that the proportional fractions for all post-processed bit
sequences fell within these specified ranges, confirming successful results across all

tests and demonstrating the randomness of the generated bit sequences.

Further, we evaluated the randomness of our post-processed bits using the TestUO1
statistical test suite, specifically the Rabbit, Alphabit, and BlockAlphabit battery tests.
While these tests typically require sequences of approximately 30 million bits, we em-
ployed longer sequences of 80 million bits for more rigorous analysis. Following the

methodology outlined in the literature [131, 132], we interpreted the P-values by con-
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sidering values within the interval [10*3, 1— 10*3} as a success, and value outside
this interval as a failure. We observed the P values for the post-processed bit string
successfully passed all three tests, indicating the validation of our novel experimental

scheme.
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Figure 5.5: Characterization of raw bits of the QRNG. Variation of the magnitude
of the positive and negative autocorrelation coefficients of the first 10 million bits of
the raw bit sequence up to a delay of 100 bits. The raw bit sequences are recorded at
two visibilities, 95% and 61%.

We further analyzed the randomness of the raw bits for two different entanglement
visibilities, V = 95% (entangled state) and V = 61% (separable state), by calculating
the autocorrelation coefficient. Using the first 10 million bits of the raw bit sequence,
we computed the autocorrelation coefficient up to a delay of 100 bits, as shown in
Fig. 5.5. It is evident from the figure that even after a delay of 100 bits, the mean and

standard deviation of the autocorrelation coefficient remain nearly unchanged. Given
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that a truly random sequence has an autocorrelation coefficient with a mean value close
to zero, in our experiment, the raw bits for both entanglement visibilities exhibited a
minimum autocorrelation coefficient in the order of ~10~° and a standard deviation
of 9.8 x 107*. Such low values of minimum autocorrelation coefficient confirm that
the raw bit string generated using entangled photons in the current novel experimental
scheme represents a good random sequence even before post-processing, leading to a
high min-entropy, H.(X), as shown in Fig. 5.3, and enabling efficient extraction of

high-quality random bits.

To validate the versatility of the current QRNG scheme, we further measured the
min-entropy of the raw bits and the Bell’s parameter, S, of the entangled photon state,
while varying the coefficients, || and ||. Keeping the pump power to the experiment
constant, we varied the angle 6 of the A /2 plate from 0 to 45° to change the power of
the CW and CCW beams of the Sagnac loop and subsequently vary the output state
of the pair-photons. As a result, the |a| (and corresponding |fB|) value changes from 0
(1) to 1 (0), transitioning the output state of the pair-photons from [VV) to |HH). At 6
=22.5°, where |a| = || = 0.707, the photons form a maximally entangled Bell state,
|0~) = (JHH) — [VV))/V/2. For other @ values, the state remains non-maximally en-
tangled. The results, as presented in Fig. 5.6, show that the Bell’s parameter, S (red
dots), varies from 1.62 to 1.57, reaching a maximum of 2.13 for the maximally en-
tangled state. Interestingly, the measured min-entropy (~99%, black dots) of the raw
bits collected for different states of the pair-photons remains consistent across different
photon states, independent of the Bell’s parameter, S. Again, for photon states, |VV)
and |HH), and non-maximally entangled states, the value of Bell’s parameter (S<2)
might not certify the quantumness of the source used for QRNG. In such cases, one
can use the g(z) (0), used in our previous work [150], as the suitable parameter to cer-

tify the quantumness of the source used for QRNG. Unlike previous reports [159, 160]
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that rely on beam-splitters, our novel QRNG scheme generates random bits directly
from the quantum-mechanical spatial and temporal correlations of photon pairs, with-
out requiring a beam-splitter even for non-maximally entangled or single-pair photon

states.

Finally, we note that the transitions from maximally entangled states to non-maximally
entangled states, or even to pure pair-photon states (|VV) and |HH)), can occur for
several reasons. These include relative phase shifts in the interferometer (arising from
mirror vibrations or crystal translation) and variations in pump power (controlled via
half-wave plate rotation) between the clockwise and counterclockwise beams in the
Sagnac interferometer. Although crystal temperature drifts do not alter the quantum
state itself, they modify the SPDC ring size and photon collection efficiency, thereby
affecting the overall bit rate. Importantly, as shown in Fig. 5.6, changes in the quan-
tum state do not degrade the QRNG performance. In situations where the state drifts
to a non-maximally entangled state, or only a pair-photon state is produced and direct
certification through the Bell parameter (S) is not feasible, the g(z) (0) test provides a
reliable means of certifying the quantum nature of the source. Furthermore, the device-
independent classification of the QRNG remains valid owing to the coincidence-based

bit assignment scheme.
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Figure 5.6: Effect of output photon state on performance of QRNG. Variation of
Bell’s parameter and corresponding min-entropy of the raw bits of QRNG as a function
of the weightage parameter, |@|. The lines are guide to the eye.

To gain further insight into the current study, we have tabulated the bit rate and
quantumness certification parameters of recently reported device-independent QRNG
systems. As evident from Table 5.1, our QRNG system, certified with a live Bell’s pa-
rameter value, demonstrates a bit rate that is two orders of magnitude higher compared

to previous reports.

Table 5.1: Comparison of the bit rate of QRNG based on coincidence detection.

Reports Certifying Parameter Value  Bit rate
(bits/sec)

Ref.[133] S - 1.71
Ref.[134] S - 1.81-10?
Ref.[135] S 2.016 2.40-10%
Ref.[119] S 2.656 4.40-10°
Ref.[136] S - 1.35-10%
Current study S 207 1.8-10°
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5.4 Conclusions

We have successfully demonstrated a novel beam-splitter-free, high-bit-rate DI-
QRNG system with simultaneous quantumness certification through live Bell test data.
The randomness is derived from direct access to the random occurrence of pair-photons
at diametrically opposite points on the annular ring distribution of entangled photons,
generated via a non-collinear degenerate SPDC process in a type-0 phase-matched PP-
KTP crystal within a polarization Sagnac interferometer. At a pump power of 12.4 mW
and a 1 ns coincidence window, we achieved an entanglement visibility of ~73% and
a Bell parameter, S = 2.07, and recorded high-quality quantum random bits of length
of 90 million of raw bits having minimum entropy >97%, which is further confirmed
by an autocorrelation coefficient (~ 1079). Using Toeplitz post-processing, we have
verified the QRNG of a bit rate of 1.8 Mbps, passing all NIST and TestUO1 test suites.
Notably, increasing the coincidence window to 2 ns reduced visibility to 61% and the
Bell parameter to S = 1.73, but the produced raw bits has minimum entropy >95%
and a post-processed QRNG bit rate of 2.18 Mbps. In the absence of the Bell parame-
ter for the non-maximally entangled state or arbitrary output photon state, g(z) (0) can
be the metric for the quantumness certification. Although we have divided the annu-
lar ring of the pair-photons into six sections, forming three high-brightness entangled
photon sources from a single resource (laser, nonlinear crystal, and optical elements)
for QRNG and live Bell’s test, the generic experimental scheme can in principle be
used to create more sections of the SPDC ring to form more number of entangled
photon sources to enhance the bit-rate of DI-QRNG and for other advanced quantum
networks. The novel design utilizing spatial randomness simplifies the technical re-
quirements of DI-QRNGs and sets a new benchmark for the trustworthiness of the

generated random numbers in real-world applications. Based on the high-rate QRNG
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using a single photon source in the last chapter, here we make the photon pair entan-
gle in the polarisation degree of freedom for certifying our spatial randomness-based
QRNG scheme as a device-independent scheme. Increasing the number of section
pairs from the SPDC ring, we enables live certification in parallel with high-rate bit
generation rather than doing these separately, as in the earlier chapter. We also show
how this scheme translates to the earlier scheme in the absence of a maximally entan-
gled state. Furthermore, we will examine how this intrinsic randomness can be utilized

for quantum key distribution in the next chapter.






Chapter 6

Spatial-Randomness-Based Quantum

Key Distribution

Quantum key distribution (QKD) using entangled photon sources (EPS) is a corner-
stone of secure communication. Despite rapid advances in QKD, conventional pro-
tocols still employ beam splitters (BSs) for passive random basis selection. How-
ever, BSs intrinsically suffer from photon loss, imperfect splitting ratios, and polariza-
tion dependence, limiting the key rate, increasing the quantum bit-error-rate (QBER),
and constraining scalability, particularly for long-distance QKD. By contrast, EPSs
based on spontaneous parametric down-conversion (SPDC) intrinsically exhibit quan-
tum randomness in the spatial and spectral degrees-of-freedom, offering a resource
for a lossless, scalable replacement for BS. Here, we demonstrate a proof-of-concept
QKD scheme that exploits the intrinsic spatial randomness of SPDC without employ-
ing beam splitters. We divided the annular SPDC emission ring into four spatial sec-
tors, effectively creating two independent EPSs and shared between two users. Further,

exploiting the intrinsic detector timing jitter, we have devised two different protocols

109
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to assign the measurement basis after photon detection, thereby concealing the ba-
sis information from a potential eavesdropper. This post-detection basis assignment
emulates stochastic basis choice while avoiding BS-induced losses and bias. Experi-
mentally, our scheme achieves a 6.4-fold enhancement in sifted key rate, a consistently
reduced QBER, and a near-ideal encoding balance between linear and rectilinear bases.
Extending this approach to the spectral domain eliminates the need for multiple spa-
tial channels and can increase the secure key rate, enabling long-distance fiber-based
QKD. Harnessing intrinsic spatial/spectral randomness thus enables robust, bias-free,
high-rate, and low-QBER QKD, offering a scalable pathway for next-generation quan-

tum networks.

6.1 Introduction

Classical communication underpins the modern digital age, with data security rely-
ing on the computational complexity of breaking encryption schemes [23, 161]. How-
ever, the rapid progress in quantum computing, with scalable high-quality qubits on
the horizon, poses a profound threat to this security. In particular, Shor’s algorithm
[161-163] exposes the vulnerability of widely used classical encryption methods to

quantum attacks, underscoring the urgent need for more resilient solutions.

Quantum key distribution (QKD), on the other hand, has emerged as a robust alter-
native for secure key exchange [67, 164—166]. QKD guarantees security even against
attempts by an adversary to intercept the key [167-169], thereby remaining unaffected
by advances in computational power, including those offered by quantum computers.
As a result, the QKD protocols have progressed from laboratory demonstrations to
real-world deployment through various protocols, including BB84 [23, 164], SARG04
[170], COW [171], and E91 [67]. Among these, BB84, the prepare and measure pro-
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tocol based on weak coherent pulses, has emerged as the most practical choice for
implementation, owing to its simplicity as well as the availability of composable secu-
rity proofs [167, 172], despite known vulnerabilities to specific attacks [173, 174]. In
parallel, entanglement-based QKD (EBQKD) protocols [67, 175, 176] have evolved,
offering enhanced security owing to two fundamental quantum principles, the no-
cloning theorem [177] and entanglement monogamy [178-180]. While EBQKD has
been demonstrated over long free-space links by deploying entangled photon sources
on satellites to enable key exchange between distant stations [166, 181, 182], its se-
curity, verified through entanglement measurements such as Bell inequality violations
[67], ensures robustness against a wide spectrum of sophisticated attacks. Alterna-
tively, the BBM92 protocol [183] enables secure key distribution without the need for
continuous monitoring of Bell inequalities, offering higher key rates and reduced re-
source requirements provided that the shared state preserves maximal entanglement.
In this framework, security is ensured through post-processed quantum bit error rate
(QBER) evaluation combined with occasional Bell inequality verification, allowing
device-independent operation [184] without relying on trusted nodes [175, 185]. This
positions EBQKD as a strong candidate for future quantum networks. Nonetheless,
practical implementations face inherent challenges, including low key rates originat-
ing from the limited brightness of spontaneous parametric down-conversion (SPDC)
sources [186], and imperfections in 50:50 beam splitters used for random basis (Z and
X) selection, thus introducing encoding bias and increased QBER [187]. Although
brightness can be improved through the use of high figure-of-merit nonlinear materials
and optimized system configurations [92, 188], the use of beam splitters remains a crit-
ical bottleneck. In particular, beam splitters not only suffer from practical deviations
from the ideal 50:50 ratio, but also impose a fundamental 50% loss in conventional

schemes [172, 189], thereby limiting achievable key rates. It is therefore crucial to
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explore new experimental strategies that achieve high key rates and low QBER while

eliminating the dependence on beam splitters.

Here, we demonstrate a high-performance implementation of the BBM92 proto-
col that exploits the intrinsic spatial randomness of SPDC photons. Using a type-0
phase-matched PPKTP crystal embedded in a polarization Sagnac interferometer, we
generate polarization-entangled Bell states at diametrically opposite positions on the
annular spatial emission of the photon pairs. The use of intrinsic quantum random-
ness of correlated photon pairs emitted at opposite points on the SPDC ring [150],
together with post-detection basis assignment enabled by intrinsic detector timing jit-
ter, our approach eliminates the need for beam splitters in random basis selection and
thereby avoids beam-splitter-induced loss and bias. Experimentally, we observe a 6.4-
fold enhancement in the sifted key rate and a consistently reduced quantum bit error
rate (QBER) compared with conventional beam-splitter-based BBM92 implementa-
tions. Furthermore, the scheme achieves a near-ideal balance between the Z (H/V) and

X (D/A) bases, enabling reliable and low-QBER key generation.

6.2 Experiment

The concept of the spatial randomness—based BBM92 scheme is illustrated in Fig.
6.1(a). The entangled photon source (EPS) can generate any of the four Bell states,
|®F) and |¥*). By applying a spatial-division scheme [190] to the annular ring dis-
tribution of the single EPS, constructed from a common set of physical resources in-
cluding pump laser, nonlinear crystal, and interferometric architecture, we obtain two
(see Fig. 6.1(b)) effective time-multiplexed EPSs (EPS 1 and EPS 2). The generation
of pair photons from EPS 1 and EPS 2 is intrinsically quantum-random in time and

unbiased. These pair photons are distributed between two users, Alice and Bob. Log-
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Figure 6.1: Experimental setup and network architecture. a, Conceptual represen-
tation of the present BBM92 scheme. b, Division of the spatial distribution of pair pho-
tons to form two identical entangled photon sources. ¢, Schematic of the experimental
setup. Laser: 405 nm cw diode laser; HWP: half-wave plate; PBS: polarizing beam
splitter; M: mirrors; DCM: dichroic mirror; L: plano-convex lenses; D-PBS: dual-
wavelength (405 nm and 810 nm) PBS; D-HWP: dual-wavelength HWP; C: PPKTP
crystal in an oven for photon-pair generation; PM: prism-shaped gold-coated mirror;
DM: D-shaped mirrors; IF: 3 nm bandwidth interference filter; Coupler: collimator
system for fiber coupling; SMF: single-mode fiber; SPCM: single-photon counting
module; TDC: time-to-digital converter.

ical bits are encoded as the conventional schemes, with “0” and “1” corresponding to

detections in the H/D and V /A polarizations, respectively.

The schematic of the experimental setup is shown in Fig. 6.1(c). A continuous-
wave, single-frequency diode laser delivering 40 mW of output power at a central
wavelength of 405 nm, with a linewidth of approximately 20 MHz, is used as the
pump source. A polarizing beam splitter (PBS) cube, in combination with a half-wave
plate (HWP), is used to control the incident pump power. A second HWP, oriented
with its fast axis at 22.5° relative to the vertical, rotates the horizontally polarized
pump beam into a diagonal state. The pump is then focused to a waist diameter of
~40 um at the center of the nonlinear crystal using a plano-convex lens (L) with fo-

cal length f = 150 mm. The nonlinear medium is a 10-mm-long periodically poled



114 Chapter 6. Spatial-Randomness-Based Quantum Key Distribution

potassium titanyl phosphate (PPKTP) crystal (SLF Svenska Laserfabriken AB) with

a2x1 mm?

in aperture and a single grating period A = 3.425 um. The crystal,
housed in a temperature-controlled oven (stability +0.1°C, tunable up to 200°C), is
positioned at the center of a polarization Sagnac interferometer formed by a dual-
wavelength PBS (D-PBS, designed for 405 and 810 nm) and two plane mirrors (M).
A dual-wavelength half-wave plate (D-HWP) placed inside the Sagnac interferometer,
with its fast axis at 45°, flips the polarization between horizontal and vertical. Under
these conditions, the crystal produces non-collinear, degenerate, type-0 (e — e+ ¢) pair
photons at 810 nm via quasi-phase-matched spontaneous parametric down-conversion
(SPDC). As described in earlier work [92, 124], the clockwise and counterclockwise

pump components inside the Sagnac interferometer generate pair photons with orthog-

onal polarizations, which combine at the D-PBS to produce the maximally entangled
1
V2

tons is collimated by the lens (L) and separated from the pump by a dichroic mirror

D) =

state, (|JHH)+|VV)). The annular distribution of the down-converted pho-
(DCM). The SPDC ring is divided into two halves using a prism-shaped gold-coated
mirror (PM), and each half is further subdivided into two sections by D-shaped mir-
rors (DM), yielding four spatial regions denoted 1, 2, 1, and 2’. For visualization, pair
photons from regions (1, 1"y and (2, 2) forming EPS 1 and EPS 2 are labeled as red tri-
angles and green pentagons, respectively. The spatial sections (1, 2) and (1’, 2") of the
SPDC ring are distributed between Alice and Bob, respectively. The pair photons of
each sections are projected in two orthogonal polarizations states using the PBS. The
photons of the output ports of the PBSs are spectrally filtered by ~3 nm interference
filters (IF), coupled into single-mode fibers (SMFs), and measured by single-photon
counting modules (SPCMs) connected to the time-to-digital converter (TDC) inter-
faced with a computer for coincidence detection and data processing. Both Alice and

Bob have four SPCMs, D1-4 and D5-8 respectively, connected to the TDC to record
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the detection time stamps of photons. Unless otherwise stated, the coincidence win-
dow is maintained at 1 ns throughout the manuscript. Alice uses detectors D1 and
D2 to measure the transmitted and reflected outputs of PBS1 for photons from EPS1,
while detectors D3 and D4 measure the corresponding outputs of PBS2 for photons
from EPS2. Similarly, Bob uses detectors D5 and D6 to measure the transmitted and
reflected outputs of PBS1 for photons from EPS1, while detectors D7 and D8 measure

the corresponding outputs of PBS2 for photons from EPS2.

As observed previously [150], at any given instant EPS 1 and EPS 2 have equal
probability of generating pair photons. Therefore, all detectors have an equal probabil-
ity of detecting photons, without the bias commonly observed in beam-splitter-based
schemes due to the inherent imperfections of practical 50:50 beam splitters. Under
ideal conditions, the photon count rates of all detectors are expected to be equal, pro-
vided that the detectors have identical detection efficiencies and all optical channels
are equally coupled. Any imbalance in detector efficiency introduces similar artifacts
in other QKD schemes as well. Thus, with proper calibration and alignment of the de-
tectors, we can detect comparable photon count rates across all detectors in the present
scheme, eliminating the losses. Now the simplest approach to achieve a high bit-rate
QKD scheme is to assign fixed measurement bases, Z or X, to photons originating from
EPS1 and EPS2 for both Alice and Bob. However, such an arrangement introduces fun-
damental security vulnerabilities because the basis selection effectively occurs at the
source, while EPS1 and EPS2 remain distinguishable either spatially or spectrally. As
a result, an eavesdropper (Eve) may exploit side-channel information to infer the mea-
surement basis without disturbing the quantum state. To mitigate this vulnerability, we
assign the measurement basis only after photon detection by exploiting intrinsic detec-
tor timing jitter to conceal the basis information from Eve. Based on this principle, we

propose two protocols, referred to as Protocol #1 and Protocol #2. In Protocol #1, Alice
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and Bob record the detection timestamps (¢4 and ¢g) from all detectors and publicly an-
nounce the timestamps together with the corresponding source label (EPS1 or EPS2),
while keeping the detector identity private. They retain only those events originating
from matched sources and further post-select coincident events satisfying |t4 —tp| < 1
ns. For each coincident event, they compute b = |4 — 75| mod 2 and assign the mea-
surement basis as Z (H/V) for b = 0 and X (D/A) for b = 1. Like the standard BBM92
scheme, here also the detections in the Z and X are encoded as logical bits “0” for the H
and D and “1” for V and A polarization outputs. Since the basis assignment is derived
jointly from coincident detection events, no basis mismatch occurs, leading to a four-
fold increase in the sifted key rate compared to the conventional BB84 protocol. The
security of this scheme, however, critically depends on strong assumptions, including
trusted detectors, intrinsic and uncontrollable timing jitter, and the operational indis-
tinguishability of the photon sources. In Protocol #2, Alice and Bob independently
record detection timestamps at their respective stations and determine the basis using
the time difference between consecutive detections, defined as b = |t;1] —t;| mod 2,
assigning Z or X bases for b = 0 or 1, respectively. Similar to the BBM92 proto-
col, Alice and Bob publicly announce the timestamps, source information, and basis
choices. Because the basis selection is performed independently, approximately 50%
of coincident events are discarded due to basis mismatch. Nevertheless, due to the
use of two sources, this scheme still achieves a twofold improvement in sifted key
generation rate relative to the standard protocol. Importantly, Protocol #2 relies on
weaker trust assumptions and therefore offers improved security robustness compared
to Protocol #1, but at the cost of reduced efficiency. Overall, Protocol #1 prioritizes
maximum key-rate enhancement under stringent detector-trust assumptions, whereas
Protocol #2 provides a more conservative and secure implementation with moderate

efficiency gains.
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Two entangled photon sources (EPS1 and EPS2) can also be derived from a single
SPDC source through energy conservation, corresponding to correlated signal—idler
wavelength pairs (A;,4;) and (A3,A4). The generation of photon pairs with different
wavelength combinations that satisfy energy conservation is intrinsically random, anal-
ogous to the random spatial-mode distribution in SPDC. However, in the conventional
BBM92 protocol, only one such wavelength pair (either EPS1 or EPS2) is utilized
for QKD, while the remaining spectral components, corresponding to other correlated
wavelength pairs within the SPDC bandwidth, are discarded. In contrast, the present
approach exploits these otherwise unused spectral components to enable high—bit-rate
implementation of the BBMO92 protocol. This is achieved without increasing the num-
ber of quantum communication channels between the two users, requiring only the

same two channels as in the standard BBM92 scheme.

Finally, the sifted key is subsequently processed using standard error correction
(EC) and privacy amplification (PA) protocols to distill the final secure cryptographic
key. It is important to emphasize that all experimental parameters reported here are
derived directly from raw data without applying any corrections. While the implemen-
tation of such corrections could further improve the reported values, they do not hold
practical significance for real-time applications of QKD systems. Hence, the uncor-
rected results presented here provide a more realistic performance assessment of the

current protocol under operational conditions.

6.3 Results and discussions

We first characterized EPS 1 and EPS 2 in terms of their quantum performance
parameters, including entanglement visibility, Bell parameter, and state fidelity. As

both sources are derived from a single entangled photon source, they exhibit nearly



118 Chapter 6. Spatial-Randomness-Based Quantum Key Distribution

identical characteristics. For clarity, we present the representative results of EPS 2
(see green paths in Fig. 6.1(b)). The measurements, summarized in Fig. 6.2, were

performed at a fixed pump power of 3 mW and crystal temperature of T = 41.5°C.
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Figure 6.2: Characterization of the entangled photon sources. a, Quantum inter-
ference of spatially separated entangled photon sources measured in the horizontal (H,
black dots), vertical (V, blue dots), diagonal (D, red dots), and anti-diagonal (A, green
dots) polarization bases. Solid lines represent sinusoidal fits to the experimental data.
Absolute values of d, real and e, imaginary parts of the reconstructed density matrix
of the polarization-entangled Bell state |¢ ).

We recorded the coincidence counts between photons transmitted through the PBS
of both Alice and Bob, with Alice having fast axis of the HWP fixed at 0°, 22.5°,

45°, and 67.5°, corresponding to the H (black), V (blue), D (red), and A (green)
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bases, respectively, while Bob continuously rotated the HWP from 0° to 90° in 4°
steps. The resulting interference fringes are shown in Fig. 6.2(a). As shown in Fig.
6.2(a), the coincidence counts exhibit the expected sinusoidal modulation, with mea-
sured fringe visibilities of 97.8%, 97.8%, 97.7%, and 97.7% in the H, V, D, and A
bases, respectively—well above the quantum threshold of 71% [92], thereby confirm-
ing high-quality entanglement. Furthermore, by analyzing coincidence counts across
16 different combinations of HWP settings of Alice and Bob and applying the standard
CHSH inequality formalism [145], we obtained a Bell parameter of S =2.76540.007,
clearly violating the classical bound by nearly 109 standard deviations. Further, we
carried out quantum state tomography based on coincidence measurements across dif-
ferent polarization projections. The reconstructed real and imaginary parts of the two-
qubit density matrix, shown in Fig. 6.2(b) and 6.2(c), respectively, confirm the gener-
ation of the maximally entangled Bell state |®") = \%(|HH ) +|VV)) with a fidelity
of 97%. The source brightness of EPS 2 is estimated to be 0.04 MHz/mW/nm. We
observed comparable performance parameters for EPS 1, similar to the results of sec-
tioning of SPDC ring for formation of three sources presented for quantum network
and QRNG [150, 190]. These results establish the suitability of both EPS 1 and EPS 2

for the implementation of the QKD protocol.

With the quantum parameters of the entangled photon sources established, we im-
plemented the BBM92 protocol and benchmarked its performance against the conven-
tional beam-splitter—based approach. Keeping the crystal temperature fixed at 41.5°C,
we measured the sifted key rate and QBER as functions of pump power. The results
are shown in Fig. 6.3. As expected, the sifted key rate (see Fig. 6.3(a)) calculated by
summing all the coincidence counts of same basis detection of two users (here, Alice
and Bob), increases with pump power in both cases owing to the higher pair-generation

rate. In basis-randomization Protocol #1 (red dots), the sifted key rate increases from
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0.29 Mbps to 2.9 Mbps as the pump power is raised from 1 to 13 mW, corresponding
to a slope of 0.22 Mbps/mW for a one-meter free-space link. In basis-randomization
Protocol #2 (blue dots), the sifted key rate increases from 0.148 Mbps to 1.52 Mbps
over the same pump-power range, yielding a slope of 0.11 Mbps/mW. By contrast, the
conventional scheme (black dots) exhibits only a modest increase from 0.045 Mbps
to 0.47 Mbps, with a slope of 0.035 Mbps/mW. Such a superior performance of our
current BBMO92 with post detected basis randomization protocols (# 1 and 2) in terms
of higher sifted key rate with respect to the conventional BBM92 scheme can be under-
stood as follows. Let us consider one of the derived sources, EPS1. In the absence of
a beam splitter, the coincidence rate between Alice and Bob in the same basis (e.g., Z)
is Ncc. Introducing an ideal 50:50 beam splitter at each photon path of Alice and Bob
reduces the useful coincidences to the transmitted—transmitted and reflected—-reflected
outputs, leading to a 50% loss [191] and a key rate of N¢cc/2. In Protocol #1, the
measurement basis for coincident events is assigned in a correlated manner, thereby
eliminating the conventional loss arising from basis mismatch. In contrast, Protocol
#2 employs independent basis assignment at Alice and Bob, leading to a 50% loss
of coincident events due to basis mismatch, similar to the standard BBM92 protocol.
Moreover, our scheme avoids beam splitters and utilizes two entangled photon sources,
EPS 1 and EPS 2. Consequently, Protocol #1 and Protocol #2 yield sifted key rates
of 2N¢c and N¢c, corresponding to fourfold and twofold enhancements, respectively,

compared to the conventional BBM92 scheme.

Experimentally, we observe more than sixfold and three fold enhancement (Fig.
6.3(a)) in the sifted key rate for Protocol #1 and Protocol #2 with respect to conven-
tional BBM92 protocol under similar experimental conditions, which we attribute to

non-ideal splitting ratios, inherent bias, and losses in practical beam splitters.
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Figure 6.3: Performance metrics of the QKD schemes. (a) Sifted key rate and (b)
quantum bit error rate (QBER) as functions of pump power for the current BBM92
scheme with Protocol #1 (red circles), Protocol #2 (blue circles)
and the conventional BS-based BBM92 scheme (black circles). Solid lines represent
linear fits to the experimental data.
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Further, we quantify the QBER using the following equations,

Rsif =CChy + CCyy +CCpp + CCyp

+CChy +CCyyg +CCpsg +CCyp (6.1)
and
OBER — CCHV‘*‘CCVF;:‘CCDA 4+ CCap 6.2)
sif

where CCrpy,...,CCyps and CCqy,...,CCyp denote coincidence counts in the cor-
rect and incorrect bases, respectively. As shown in Fig. 6.3(b), the QBER in our
scheme for Protocol #1 (red dots) increases from 1.03% to 6.44% at a slope of 0.45%/mW,
and for Protocol #2 (blue dots) increases from 1.43% to 9.28% at a slope of 0.65%/mW,
whereas the conventional approach (black dots) rises from 1.8% to 8.04% at 0.55%/mW.
These results confirm that the present BBM92 scheme with new basis randomiza-
tion protocols, which exploits the intrinsic spatial randomness of SPDC photons, out-
performs the conventional beam-splitter—based scheme by simultaneously achieving

higher key rates and lower QBER.

We computed the coincidence counts between Alice and Bob for both the present
scheme and the conventional BBM92 scheme at a fixed pump power of 3 mW. The
distribution of coincidence events across the Z and X bases provides a measure of the
intrinsic randomness in linear and rectilinear basis encoding. Ideally, this distribution
should approach a 1:1 ratio. For the conventional BBM92 scheme, the numbers of

encoded bits in the H/V and D/A bases are 74.9 kHz and 58.42 kHz, respectively,
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yielding a ratio of 1.3:1 and indicating deviations from the ideal case due to beam-
splitter imperfections. In contrast, for Protocol #1 the numbers of encoded bits in the
H/V and D/A bases are 436.5 kHz and 434 kHz, while for Protocol #2 they are 220 kHz
and 220 kHz, respectively, resulting in a nearly ideal 1:1 ratio. These results confirm
that the spatially random distribution of SPDC photons enables unbiased, quantum-

mechanical encoding, consistent with our previous report [190].

Table 6.1: Comparison of QKD performance metrics between the beam-splitter—based
conventional BBM92 protocol and the spatial-randomness-based implementation in-
troduced here.

Parameters Conventional Present Scheme
Scheme Protocol #1 Protocol #2

Encoding ratio (H/V:D/A) 1.3:1 1:1 1:1

QBER (%) 8.04 6.44 9.27
Sifted key rate (Mbps) 0.47 2.90 1.52
Post EC key rate (Mbps) 0.45 2.76 1.44
Key rate after PA (Mbps) 0.15 1.02 0.45
Secure key rate (Mbps) 0.15 1.02 0.45

To provide a clear comparison between the present BBM92 scheme and the con-
ventional beam-splitter—-based BBM92 scheme, we summarize the key performance
parameters, including QBER, sifted key rate, error-corrected key rate, privacy-amplified
key rate, and the final secure key rate in Table 6.1. The calculations employ standard
post-processing procedures, with error correction implemented via low-density par-
ity check (LDPC) codes and privacy amplification performed using established algo-
rithms. As shown in Table 6.1, our spatial-randomness-based scheme with both basis
randomization protocols consistently outperforms the conventional protocol across all
stages of key generation, demonstrating its advantage for high-rate and secure quantum
communication. Furthermore, the optical design can be simplified, and the number of

usable spatial sections can be increased using advanced collection schemes such as
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ring-shaped microlens arrays or multicore fibers matched to the SPDC profile. In-
creasing the number of usable spatial sections using D-shaped mirror sectioning is
challenging at the alignment level and introduces diffraction from the mirror edges,

leading spatial cross-talk.

6.4 Conclusions

We demonstrate a new experimental implementation of an efficient and scalable
BBM92 QKD protocol by exploiting the intrinsic quantum-mechanical randomness
of the spatial distribution of photon pairs generated through momentum conservation
in the SPDC process. Using a polarization-entangled photon source with an annular
spatial-ring distribution, we derive two entangled photon sources that generate pho-
ton pairs randomly and used them for QKD. Unlike the conventional approach, this
method avoids bit loss arising from imperfections of physical beam splitters. How-
ever, the spatial distinguishability of the photon pairs could, in principle, introduce se-
curity vulnerabilities. We mitigate this by performing basis randomization after photon
detection using two distinct protocols that exploit the intrinsic timing jitter of the de-
tectors, thereby concealing the basis information from a potential eavesdropper. This
post-detection basis assignment effectively emulates stochastic basis selection while
avoiding beam-splitter-induced losses and bias. The security of the scheme neverthe-
less relies on the assumptions of trusted detectors, intrinsic and uncontrollable timing
jitter, and the operational indistinguishability of the photon sources.

In a proof-of-concept demonstration over a 1 m free-space link and under iden-
tical experimental conditions, the scheme achieves sifted key rates in the megabits-
per-second regime, corresponding to a 6.4-fold enhancement over the conventional
BBM92 protocol, consistently lower QBER (< 7%) across varying pump powers, and

a near-ideal encoding balance between linear and rectilinear basis, thereby eliminating
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encoding bias. Although the present spatial randomness scheme requires four quan-
tum channels, it can be adapted to fiber-based QKD systems by exploiting energy
conservation to generate two wavelength-correlated entangled sources from a single
SPDC process and by using wavelength demultiplexers instead of beam splitters. In
principle, this approach can be extended to other photonic degrees-of-freedom such
as spatial modes, orbital angular momentum, time-bin, or phase encoding, provided
that mutually unbiased bases can be generated and reliably detected. Thus, the spatial
or wavelength demultiplexing-based randomness establishes a practical route toward
a high-rate, low-error, and bias-free BBM92 QKD protocol using a Bell state. Till the
last chapter, we generated random bit strings in localised form and addressed the lower
bit rate issue. Here, we demonstrated distributing a random bit string (key) between
two users via an entangled Bell state. In conventional QKD, the key rate is also lower
because we discard 50% of the coincident events and losses incur at the beam split-
ter ports. Additionally, beam-splitter splitting imbalance results in non-ideal encoding
(deviates from 1:1) in two mutually unbiased bases. Our current demonstration of spa-
tial randomness with intrinsic detector jitter provides a practical pathway to high-rate,
low-error, bias-free entanglement-based BBM92 QKD, which can enable a large-scale
quantum communication link. Now, the question arises do we strictly need the Bell
state from the source end? That is, the next chapter, where we revive a polarization
entangled Bell state at the receiver end from any arbitrary Bell-like state for QKD

application.






Chapter 7

Bell State Revival using Geometric

Phase for QKD Application

Entanglement-based quantum key distribution (QKD) systems fundamentally depend
on the ability to generate and maintain stable, maximally entangled Bell states between
distant parties. However, maintaining a high-quality, maximally entangled Bell state
in practical implementations is challenging due to unwanted phase drifts from vari-
ous sources, such as birefringence in optical components and nonlinear crystals, phase
induced within the pump beam, imperfect generation from the nonlinear crystal, and
environmental disturbances during photon transmission. Such phase variations reduce
entanglement visibility and increase the QBER, ultimately compromising the QKD
security performance. Different common approaches to phase compensation at the
pre- and post-generation stages of SPDC include the insertion of birefringent crystals
in the pump beam and the use of dedicated phase-compensating crystals after photon
pair generation, either in the single arm or in both the signal and idler arms. Other

strategies involve engineering the design of the nonlinear crystal, interferometric sta-
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bilization, and spatial light modulation, all of which are performed at the source end.
Here, we propose and implement a novel approach of phase compensation at the re-
ceiver end within a BBM92 quantum key distribution scheme using geometric phase
as a tool. We analytically derive and experimentally validate the dependence of QBER
on the geometric phase of the pump beam, demonstrating that it theoretically reaches
a maximum of 25% when the induced phase is Fi in the Bell-like states. Next, using
the second geometric phase system (a quarter—half—quarter wave plate) at any of the
receiver ends precisely cancels the phase imprint in the entangled state. This com-
pensation restores the entangled state to a standard Bell state with high fidelity (>
95%), thereby enabling a reduction in QBER to a value below the security threshold
of 11%. Our approach presents a systematic method for phase measurement based on
the QBER value, and then actively compensates for the phase to revive the entangled

Bell state for QKD applications.

7.1 Introduction

Entanglement-based quantum key distribution (QKD) protocols rely critically on
the stable generation and preservation of maximally entangled Bell states shared be-
tween distant parties [23, 67, 183]. One significant challenge in such systems is the
unwanted introduction of phase factors that degrade entanglement visibility and in-
crease the QBER, thereby limiting the generated state for secure QKD applications.
The different reasons for phase drifting in the generated entangled pair photons are
mainly birefringence, phase contribution from the pump beam, imperfect generation
from the nonlinear crystal, and transmission through the practical environment, among
others. So, in order to use the QKD system in a practical condition, the use of an ef-
fective phase compensation scheme is necessary to keep the system operating continu-

ously with low QBER. The different phase compensation scheme uses different kinds
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of mechanisms, either at the pre-generation stage or at the post-generation stage [192].
The most used techniques of phase compensation in literature are using a birefringent
crystal in the pump beam [193, 194], designing and placing a single phase compensat-
ing crystal after generation [193, 195], or keeping two crystals in both arms [196, 197],
making a special design of the SPDC crystal [198]. Additionally, the interferometric
technique [199], the spatial light modulation technique [194, 200], and the use of the

polarization controlling paddle units [201] have also been reported.

Now, for active phase compensation [202], it is important to calculate the phase
drift and then perform the compensation following the phase drift estimation. The ge-
ometric phase plays a vital role in this aspect of estimating the phase drift and actively
compensates for the drift for QKD applications. Recent studies have demonstrated that
imprinting the geometric phase of a classical pump beam onto polarization-entangled
photon pairs generated via spontaneous parametric down-conversion (SPDC) can act
as a tunable control of entanglement properties [203]. Specifically, by rotating a half-
wave plate within a QHQ configuration in the pump beam path, a controllable geo-
metric phase is transferred to the biphoton state, resulting in a continuous transition
between orthogonal Bell states and intermediate maximally entangled Bell-like states.
The geometric phase originates from the cyclic evolution mechanism of a classical
or quantum state on its parameter space, resulting in an additional phase term associ-
ated with the state, also known as the Pancharatnam—Berry phase [204, 205]. It has
found broad applications across classical and quantum optics, such as frequency shift-
ing [206], quantum gates for quantum computing [207], quantum metrology [208],
and beam shaping [209]. This GP can be readily imprinted through the polarization
state evolution on the Poincaré sphere using combinations of wave plates [210] in op-
tics. While this enables novel approaches for phase-dependent quantum operations

and state engineering, it also opens new directions for QKD implementations using
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maximally entangled Bell states [5, 6, 211], quantum communication [187], quantum

teleportation [212], and quantum computing [213].

The induced phase drift degrades entanglement visibility in specific measurement
bases, resulting in QBER exceeding the acceptable threshold [23] for secure key distri-
bution [214] temporarily. However, this phase drift effect can be erased at the receiver
end in the QKD protocol by compensating for the induced phase drift at the receiver
end using an additional compensating geometric phase (QHQ) system. Interestingly,
this indicates the revival of a standard Bell state from any arbitrary Bell-like states. It is
also possible to cancel the phase acquired during generation because of the non-exact
positioning of the crystal inside the Sagnac [215, 216] and transmission of signal and
idler photons through different paths in a real-world key distribution scenario. This
effectively restores a standard Bell state suitable for entanglement-based QKD proto-
cols. This approach offers a pathway to compensate for phase drifts using geometric

phase instead of actively using the phase-compensating birefringent material.

In this work, we report a comprehensive experimental investigation demonstrat-
ing that the geometric phase introduced into the classical pump beam of an SPDC
source can be precisely compensated at the receiver station using a second QHQ sys-
tem. For active compensation of the phase drift, we can calculate the phase drift first
and compensate it by measuring the most fundamental quantum parameter, QBER,
associated with the entanglement-based QKD scheme. By adjusting the compensating
half-wave plate angle, we restore the standardized Bell state with lower QBER values
below the threshold for secure key generation. Our results establish that while arbi-
trary geometric phase shifts can degrade QBER, they can also be fully recovered at the
post-generation stage, even at the receiver end, enabling robust entanglement-based

QKD through realistic free space channels, overcoming phase noise. This approach
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paves the way for simplified phase control in the entangled photon state and photonic

quantum communication systems using geometric phase.

7.2 Theory

The phase of a beam is accumulated in two ways. First, accumulated proportion-
ally from the beams’ optical path length, and secondly, because of the evolution of
the beam polarization during the propagation. The evolution of polarization states can
be described theoretically on the Poincaré sphere geometry, which is why we add the
adjective geometric to the phase. To study the effect of the relative phase shift in the en-
tangled photon state on the QBER, we introduced the phase using a GP setup (P-QHQ)
in the pump. It provides the expected phase shift in a controlled manner by simply ro-
tating the HWP, as previously reported [203]. In realistic optical channels, phase drift
can occur due to birefringence, temperature fluctuations, and path-length differences
in signal and idler photons, leading to degradation of QBER. We demonstrate that such
phase shifts can be effectively compensated robustly using an additional QHQ setup at
either receiver end in QKD. However, in dynamic free-space environments, active sta-
bilization or feedback mechanisms may be required to maintain optimal performance.
A QHQ setup consists of a quarter-wave plate (QWP, Q), a half-wave plate (HWP, H),
and another quarter-wave plate (QWP, Q), sequentially positioned with their fast axes
oriented at angles 45°, 0y, and 45°, with respect to the vertical, respectively. This
geometric phase, ¢ (= 26})), introduced in the pump beam, results in the entangled

state [56] that can be represented [203] as Eq. 7.1

_ 1 6P
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This generalised expression matches with the polarisation entangle Bell state \l//i)
for angles of 6}, at 0°, 45°, and 90°. For other angles, we can not write this generalized
state as a Bell state, and we can’t use this state for entanglement-based quantum key
distribution. It is also shown that the geometric phase of the classical pump beam

results in a change of CHSH Bell’s parameter [7] following the relation

S= ‘\/5‘ +‘\/50052¢‘ (7.2)

Then, the entanglement visibility (V) can be written as a function of the geometric

phase
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(7.3)

As Bell’s parameter is directly related to the entanglement visibility, we can write
the QBER [191, 217] expression for entanglement-based QKD as a function of the

geometric phase

1-V  1—|cos2¢|
2 4

OBER = (7.4)

From the above equation, QBER value achieves a minimum of 0% for ¢ = 0°, a

maximum value of 25% for ¢ = 45°, which is also experimentally verified in the sec-
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tion 7.4. Also, if we change the crystal position inside the Sagnac loop from the exact
middle position (z = 0) to a final position, it produces a similar effect of phase drift
within the entangled photon pair. This crystal position, changing from 0 mm to 2 mm,
exactly mimics the same effect as changing the geometric phase from 0° to 90° in the
pump QHQ system. So we can do a one-to-one mapping of crystal position with an
equivalent geometric phase. Hence, the phase term in the generalised entangled state
expression in Eq. 7.1 may arise from the crystal position inside the Sagnac loop or
because of the geometric phase in the pump beam. This phase drift can be compen-
sated using another QHQ system at the receiver end for QKD applications. That is,
although the state was not a standard Bell state initially at the time of the generation
from the Sagnac interferometer, we can still make it a Bell state at the receiver end for
entanglement-based QKD applications. To do so, one of the communicating parties
(here Bob in Fig. 7.1) will use an additional QHQ system in his/her D/A polarisation
basis arm. From the [203], it is known that the geometric phase doesn’t affect the H/V
basis entanglement visibility; it only affects the D/A basis visibility. So they only need

to compensate for the effect of the geometric phase in the D/A basis for establishing the

1
— (|H)a|lH)B—|V)a|V)B).
\/§(| )alH)B—[V)alV)B)
If we change the geometric phase in the pump beam from 0 to ¢¥ (= 291{71), then the
1
V2

angle 95 within the B-QHQ system at his end to compensate for this phase in the gen-

QKD scheme. At 6/ = 0 the initial Bell sate is |y~ ) =

state becomes |y,;) = (|H>A\H>B — e \V>S\V>,-). Let Bob need to set his HWP

eralised entangled state. As the correlated photon at Bob’s end only faces the B-QHQ

system, we can write the generalised entangled state after the second QHQ system
1

y)) = v

<|H)A |HOHC) p — A [V)a |VQHQ>B> . In that case B-QHQ matrix will be

o200 0
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Using the above matrix |[H27Q) = T|H) = ¢%%|H) and [V2HQ) = T|V) = —e 2% V).

If we substitute these in the generalised expression, the equation after the compensat-

ing QHQ system becomes
1 ‘ . ‘
vy) = ﬁuHue’”ﬁ\mB — e[V)A(—)e 20|V ) p)
1 .
= (1H)alH)5 + =DV |V) ) (7.6)
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Now, to make this Bell-like state to standard Bell state

[218], the condition is

AA0H-60) — |
8 — 85 =90°

6f = —(90° — 85) (7.7)

Experimentally, we have also observed that the set HWPs angle in the two QHQ
systems follows the equation, which will be further emphasised in the results and dis-

cussion section 7.4.

7.3 Experiment

Here, for experimental demonstration of the geometric phase effect on the Bell
state shared between two parties, Alice and Bob, we used the entanglement-based

BBM92 QKD protocol. To initiate the quantum key distribution protocol, the first step
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Figure 7.1: The schematic representation of the experimental setup of the BBM92 key
distribution. Laser: 405 nm, cw diode laser, A/2: Half wave plate, L1: plano-convex
lenses of focal length 150 mm, D — A/2: Dual Half wave plate, PPKTP: 10 mm long
PPKTP crystal of single grating period in temperature oven, Q: quarter wave plate, H:
half wave-plate, GP: geometric phase, DM1-2: D-shaped mirrors, 1-8: single photon
counting modules.

involves producing pairs of entangled photons. One photon from each pair is directed

to Alice, while its partner is transmitted to Bob through a quantum channel.

The entangled photon pairs are produced using a nonlinear crystal inside a polar-
ization Sagnac interferometer, pumped from both directions. The pump source is a
continuous-wave, single-frequency laser diode emitting at a wavelength of 405.03 nm,
with a linewidth of approximately 20 MHz. A polarizing beam splitter (PBS) cube, in
combination with a half-wave plate (4/2), is used to control the power of the pump
beam entering the nonlinear crystal. An additional A /2 plate is included to finely ad-
just the pump polarization in diagonal (D) polarisation, ensuring that the counterpropa-
gating beams—clockwise (CW) and counterclockwise (CCW)—have equal intensities

within the interferometer.

The Sagnac loop is constructed with a dual-wavelength PBS (D-PBS) optimized
for both 405 nm and 810 nm, together with two plane mirrors, M1 and M2. The pump

beam is focused into the nonlinear crystal using a lens (LL1) with a focal length of
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150 mm, this lens also collimates the SPDC ring profile. Inside the interferometer, a
dual-wavelength half-wave plate (D-A /2) is oriented at 45° relative to the vertical axis.
This element swaps horizontal and vertical polarization components for both the pump
and the down-converted photons. The nonlinear medium is a 10 mm-long periodically
poled potassium titanyl phosphate (PPKTP) crystal, with a single grating period of and
a clear aperture of 1 x 2 mm?. The crystal is configured for noncollinear, type-0 (e —
e + e) phase matching to enable degenerate spontaneous parametric down-conversion
(SPDC) at 810 nm. For precise phase matching, the crystal is housed in a temperature-
controlled oven, stabilized to within +0.1°C and capable of reaching temperatures up

to 200°C.

As the CW and CCW pump beams pass through the D-A /2 plate, they respectively
produce the |[HH) and |VV) polarized photon pairs at diametrically opposite points

on the SPDC emission ring. These contributions recombine at the D-PBS to form
1
V2

the middle of the sagnac loop, where the subscripts A and B denote Alice and Bob,

the entangled Bell state, |®") = — (|HyHp) + |V4Vp)) when the crystal is exactly at
respectively. Now, if we introduce the geometric phase setup in the pump beam, it will
change the Sagnac-generated entangled state for different angles 6y of the A /2 plate
in the middle of the two A /4 plates kept at an angle of 45° each with respect to the
vertical. This QHQ system changes the D-polarised pump into the polarisation state
. . 1
e "\ H), — e’2¢p|V>p> at Oy = 0 it becomes 7 (|H)p—|V)p) and from Eq.
1

——(|HaHp) — |V4Vp)) for the exact middle
\/§<| 1Hp) —|VaV3))

positioning of the crystal inside the sganac loop.

1
7l

7.1 the initial |®T) state becomes |®~) =

Now, we have to distribute the entangled photon pairs to Alice and Bob. First, we
divide the ring into two halves using two D-shaped mirrors (DM1 & 2). Each half is

further guided through the quantum channel to Alice and Bob. For the conventional
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Figure 7.2: (a) Variation of QBER as a function of geometric phase. Real and imag-
inary parts of experimentally reconstructed density matrix (b) at HWP angle 6/ =0
(C) at HWP angle 6}, = 22.5 (d) at combined HWP angles 6}, = 22.5 & 6/ = —67.5.

BS-based BBM92 QKD, Alice and Bob further probabilistically split the incoming
photon at their end using 50:50 beam-splitters, consider photon pairs from the BS
transmission port for encoding in H/V, and photon pairs from the BS reflection port for
D/A basis encoding. Bob uses an additional B-QHQ system for geometric or geometric
equivalent phase compensation. After encoding the photons into two non-orthogonal
bases, Alice and Bob each employ four detectors to collect the photons with different
polarizations. At Bob’s station, detectors SPCM1-SPCM4 are assigned to measure the
H, V, D, and A polarizations, respectively, with their detection events time-stamped
using Bob’s Time-to-Digital Converter (TDC). Similarly, on Alice’s side, detectors
SPCM5-SPCMS perform the same role, registering photons in the H, V, D, and A

polarizations, with the corresponding timestamps recorded through Alice’s TDC.

In order to study how the geometric phase affects the QBER, we rotate the half-



138 Chapter 7. Bell State Revival using Geometric Phase for QKD Application

waveplate in the pump-QHQ system. Additionally, a linear translation stage is used
to control the crystal position starting from the exact zero reference position to some
non-zero value. The geometric phase equivalent effect with different crystal positions
is done using the linear manual stage. Using the GP in the pump beam or changing
the crystal position inside the Sagnac loop, an arbitrary entangled state other than the
standard Bell state can be prepared, which can be compensated at the receiver end
(here Bob) using another QHQ system shown as GP Comp in the experimental setup
7.1, and maximally entangled Bell states between Alice and Bob can be revived for

quantum key distribution.

7.4 Results and discussions

We begin by examining how the pump geometric phase influences the QBER, for
which we rotated the A /2 plate in the pump-QHQ system from -10° to 100° at a
fixed pump power of 5 mW across the crystal, and for each set angle we calculated
the QBER shown in Fig. 7.2. The experimentally obtained QBER values follow
a functional form QBER = a + b |Cos(46];)| where a =29 and b = —25 from the
fit function, which is also predicted to be 25 & —25 earlier in the theory section in
Eq. 7.4. It is observed that at 8} = 0° & 90° we get a minimum QBER of 2.63%

and 2.76% for state — (|HaHp) — [V4Vp)). Also, we get a minimum QBER value

1
V2
for the —(|HaHp) + |V4Vp)) state at the HWP angle of 45°. In between the min-

1
V2
imum values, QBER values increase with rotating the HWP angle and reach maxi-

mum QBER values of 27.7% and 28.2% for 0}, = 22.5° & 67.5° where the states are
1
V2

mum threshold limit of 11% for secure key distribution we cannot use this Bell like

(|HsHp) Fi|VaVE)) respectively, as these QBER value is higher than the maxi-

state for QKD protocol. These five minima and maxima positions of the QBER For

angles 0} = 0°,22.5°,45°,67.5°, & 90° are shown in the figure with numbering 1,
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2, 3, 4 & 5 respectively within the black color shapes. The respective state for these
five positions was also reconstructed using quantum state tomography (QST), and the
fidelity values obtained for the respective states are 98%, 98%, 98%, 97%, and 98%,

as shown in the upper panel of Fig. 7.3.

Now, the geometric phase effect, introduced in the generated entangled photon pair
because of the pump beam geometric phase, can be compensated at the receiver end
using another compensating QHQ system. It is observed experimentally that if the
pump beam faces a geometric phase of ¢ in the P-QHQ system, then at the receiver
end, to compensate for this phase effect, we need to set —(180° — ¢) of geometric
phase in the B-QHQ system. With this compensation at the receiver end, we obtained

always lower QBER, almost constant over the entire range, and generates Bell state
1
V2

ing QST after geometric phase compensation using the second B-QHQ system. The

(|HaHpg) +|VaVg)) regardless of the pump geometric phase, which we verified us-

initial five points compensated to the final points IC, 2C, 3C, 4C, and 5¢ after compen-
sation. The fidelity values obtained after compensating the states at these points are
98%, 97%, 98%, 96%, and 98%. This indicates that the geometric phase induced by
the pump can be erased from the Bell-like state, resulting in the revival of the Bell state

at the receiver end for entanglement-based QKD applications.

Next, instead of rotating the A /2 in the P-QHQ system, we change the crystal
from the exact O position to 2 mm, and we observed a similar effect of changing the
geometric phase from 0° to 180°. For crystal position at Pos = 0 mm & 2 mm we get

a minimum QBER of 3.45% and 3.08% for state — (|HaHp) — |V4Vg)) shown in Fig.

1
V2
7.3.
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Figure 7.3: (a) Dependence of the QBER on the crystal position within the Sagnac
loop. Real and imaginary parts of experimentally reconstructed density matrix (b) at
crystal position = 0 mm (C) at crystal position = 0.5 mm, and (d) at crystal position =
0.5 mm and 65 = —67.5.
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Also, we get a minimum QBER value of 2.64% for the (|HaHp) + |VaV3))

1
V2
state at crystal position at Pos = 1 mm. Between the minimum value, QBER values
increase with other position and reach maximum QBER values of 28.1% and 28.7% for

1
ﬁﬂHAHB) Fi|VaVg)). This geometric

equivalent phase, because of the different crystal position, can also be compensated in

Pos = 0.5 mmé& 1.5 mm, where the states are

a similar manner as discussed in the earlier section.

Five crystal positions starting from Pos = 0.0 mm, to Pos = 2.0 mm with a position
increment of 0.5 mm, i.e., points 1, 2, 3, 4 & 5 in Fig. 7.3 exactly replicate the points
respectively 1, 2, 3, 4 & 5 in Fig. 7.2. The respective fidelities calculated using QST
are 98%, 99%, 99%, 98%, and 98%. And it is experimentally verified that by setting
the same angles in A /2 in the B-QHQ, i.e., 85p = 0°, —22.5°, —45°, —67.5°,& — 90°
like the earlier geometric phase case, the geometric equivalent phase because of non-
exact crystal positioning can be compensated at receiver end for reviving the standered

Bell state — (|HsHp) + |VaVp)) from any Bell like state with arbitary phase. The

1
V2
points 1€, 2€, 3¢, 4€, and 5€ in Fig. 7.3 are states after phase compensation with

fidelity respectively 98%, 99%, 99%, 98%, and 98%.

7.5 Conclusions

In this work, we have demonstrated that the phase introduced in polarization-
entangled photon pairs, either because of the GP in the pump beam or due to the
non-perfect generation and transmission from the crystal, can significantly affect the
shared standard Bell state and the performance of entanglement-based quantum key
distribution protocols. Our experiments confirm that the geometric phase of the pump
beam manifests as a controlled but detrimental phase shift in the Bell state, leading to

increased quantum bit error rates that can exceed the security threshold for QKD. Im-
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portantly, we have shown that a simple compensation strategy employing an additional
QHQ waveplate configuration at the receiver end effectively cancels the imparted ge-
ometric phase. This compensation restores the high-fidelity Bell state, reduces the

QBER below 11%, and re-enables secure key generation.

These results highlight the practical importance of controlling geometric phase ef-
fects in real-world quantum communication systems, especially in scenarios involving
long-distance free-space transmission or static phase fluctuations. The demonstrated
method offers a straightforward approach to entanglement restoration at the receiver
end, compatible with scalable two-party QKD architectures. Traditional phase com-
pensation methods applied at the photon source—such as inserting additional bire-
fringent crystals of carefully chosen lengths or chosen design, maintaining interfer-
ometric stability, or using spatial light modulators—can be difficult to implement in
practical, real-world systems. In this work, we present a straightforward active phase-
compensation approach that can be applied at either the source or the receiving end
to remove unwanted phase drift in Bell states. Both theoretical analysis and exper-
imental measurements are used to evaluate how the QBER in the BBM92 protocol
varies with the relative phase. Furthermore, we show that geometric-phase-assisted
phase-compensation enables QKD. The next question arises: can we extend beyond
the two-party and establish a multi-party architecture, i.e., the quantum network? That

is the next chapter of this discussion.



Chapter 8

Multi-User Quantum Communication

Network

Emergent quantum networks are the essential ingredient for securely connecting mul-
tiple users worldwide, extensively deployed in both fibre and free-space. An essential
element is the multiplexing of entanglement to multiple users, overcoming the peer-
to-peer restriction of quantum key distribution (QKD), so far successfully shown in
fibre-based architectures. Here, we demonstrate a free-space quantum space division
multiplexing architecture using just one entanglement source to realise a fully con-
nected twelve-channel quantum network for seamless QKD connections between six
users. The network achieves record coincidence rates exceeding 3 x 10% s! between
any pair of nodes on the network, for secure key rate of over 400 kbps. Our approach
overcomes the active switching hurdle that has hindered the free-space deployment of
quantum multiplexing, is fully passive, easily scalable to more nodes and compatible
with fibre-based integration, thus opening a new path to scalable and resource-efficient

quantum networks that utilise free-space links.

143
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8.1 Introduction

Quantum key distribution (QKD), offering unconditional security based on the
principles of quantum mechanics, has evolved as the mature and practical application
of quantum information science [34]. Over the past two decades, it has successfully
transitioned from theoretical proposals [67, 164] to field-deployable systems, espe-
cially between two users, with demonstrations in lab setup [219, 220], over fiber-optic
networks [221-223], free-space links [217, 224, 225], and long distance satellite-based
channels [226-228] with the aim to provide secure key sharing for critical sectors such
as defense, finance, and government communications. However, realizing the full po-
tential of QKD and enabling its simultaneous connectivity among a large number of
users worldwide necessitates the development of global quantum communication net-

works [229] analogous to the current classical communication infrastructure.

Recent advances have led to the demonstration of several types of quantum net-
work architectures based on trusted node, quantum repeater, higher dimension entan-
gled state, beam splitters, and spatial and frequency multiplexing [230-241] using
different degrees of freedom, including polarization, frequency, and time. However,
each architecture offers unique advantages and faces inherent limitations. For instance,
while quantum memory-based networks [232-234] hold promise for universal appli-
cability across network architectures, their practical realization remains challenging
due to the stringent requirements of high-fidelity and long-coherence-time quantum
memories [242]. Conversely, one-to-many user networks represent a simpler imple-
mentation but suffer from reduced bit rates and limited continuous connectivity owing
to the use of multiple beam splitters or optical switching [237, 238]. Trusted-node
and high-dimensional entanglement-based networks, although conceptually powerful,

are resource-intensive, posing constraints on scalability and widespread deployment
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[235, 236].

In contrast, wavelength-division multiplexing (WDM), a mature and widely used
technique in classical networks [243], has been extended to quantum sources at 1550
nm [239, 240, 244]. Nevertheless, increasing the number of users in a quantum net-
work by adding more frequency channels is fundamentally constrained by the limited
photon flux or bit rate. Unlike classical communication systems, where bit rate can be
enhanced by simply increasing the optical power, such an approach in quantum net-
works can violate the fundamental operating requirements of quantum light sources.
Furthermore, channel dispersion and hardware-induced crosstalk must be compensated

to preserve entanglement fidelity over long distances.

Recently, space-division multiplexing (SDM) [245, 246], utilizing few-mode, multi-
mode, and multi-core fiber architectures, has emerged as a complementary strategy
to WDM in classical communication systems. These techniques harness the spatial
degrees-of-freedom of light to significantly enhance channel capacity and are now be-
ing adapted for quantum communication [238, 240, 241]. Initial demonstrations of
SDM-based quantum networks [241, 247], as well as hybrid architectures combin-
ing WDM with beam-splitter-based SDM [238, 240] using fiber channels at 1550 nm,
have shown considerable promise as a scalable pathway toward high-capacity quan-
tum networks. In a fiber-based WDM quantum network connecting N users via a
complete graph, N(N — 1)/2 unique QKD links are required. This setup demands
N(N —1)/2 distinct wavelength pairs from a single entangled photon source [239]. A
more resource-efficient architecture combining WDM and passive beam splitters has
been proposed, reducing the requirement to only N wavelength pairs while maintaining
a fully connected N-user network [240]. Most notably, the integration of both WDM

and SDM has enabled a 40-user fully connected network comprising 780 QKD links
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[238]. The progress in fiber-based multi-user quantum networks has so far yielded rel-
atively modest performance in terms of bit rate. Reported total coincidence rates are as
low as 0.3 kbps in a laboratory setup using six sources with APD detection [239], with
only a slight improvement to 0.56 kbps achieved over a 10 m fiber link using fifteen
sources and SNSPD detection [244]. Subsequent work reported a secure key rate of
4.1 kbps for a network formed with eight sources over channel lengths ranging from 10
m to 16 km using SNSPD detection [240]. More recently, the secure key rate increased
to 21 kbps for a network employing fifteen sources over 1-2 km patch-cord fiber links
with SNSPD detection [238]. As yet, the extension to free-space multiplexed links
has remained largely unexplored due to the stringent resource requirements and the in-
trinsic challenges, such as beam divergence, pointing and tracking errors, and channel
crosstalk, with satellite-based free-space QKD links remaining peer-to-peer. There-
fore, it is essential to explore multi-user networks for free-space links to establish a
global quantum network while increasing the per-user bit rates for practical applica-
tions. Here, we present a novel spatial-sectioning and beam-splitter—based multiplex-
ing architecture that enables a fully connected, free-space multi-user quantum com-
munication network with a total sifted key rate of 407 kbps and a secure key rate of
76 kbps across all user pairs. For any even number of users (N > 3), the scheme
requires only N/2 entangled-photon sources yet supports (N(N — 2)/2) unique user
pairs, offering a highly scalable platform for multi-user entanglement distribution. By
harnessing the intrinsic spatial and temporal correlations and quantum randomness
[150, 190] of the spontaneous parametric down-conversion (SPDC) process, we sec-
tion the annular emission ring of an entangled-photon source and multiplex the sec-
tions with passive optical elements. In a proof-of-concept demonstration, we establish
a 12-channel QKD network among N = 6 users, realized with only N/2 = 3 spa-

tially sectioned entangled-photon sources derived from a single source. We achieved
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high performance across all user pairs, with coincidence count rates exceeding 30
kHz, entanglement visibility above 80%, and average quantum state fidelity of 90%.
The proposed architecture is inherently scalable, as the number of entangled photon
sources can be increased without compromising performance metrics. This is accom-
plished by simultaneously raising the pump laser power and exploiting the enlarged
annular ring profile from a single SPDC source. Additionally, the integration of WDM
and/or one-to-many beam splitters enables a significant expansion in the number of
connected users without necessitating additional entangled photon sources or the use
of central trusted nodes. The demonstrated architecture offers a practical route toward
high-rate, globally deployable quantum communication networks, particularly suited

for satellite-based free-space links.

8.2 Experiment

The experimental configuration is illustrated schematically in Fig. 8.1, is divided
into five sections: entangled photon source, spatial division and multiplexing, com-
munication channel, projection and detection, and users. The entangled photon source
is based on the type-0, quasi-phase-matched, degenerate, non-collinear spontaneous
parametric down-conversion (SPDC) process, producing an annular ring intensity dis-
tribution where temporally and spatially correlated photon pairs at 810 nm lie at di-
ametrically opposite points. The resulting quantum state is the Bell state, [¢ ) =
([HH) — [VV))/V/2. To generate multiple entangled-photon sources from a single
SPDC emission ring, we segmented the ring into six spatial sections using a prism
mirror (PM) and D-shaped mirrors (DM). This configuration yielded three pairs of
diametrically opposed sections, each carrying correlated pair photons at random. The
spatially separated sources corresponding to these diametric pairs are illustrated within

Fig. 8.1 physical representation graph. The sections are then multiplexed using beam
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splitters and distributed through a one-meter free-space communication channel to dif-
ferent users in the lab. The assignment of the sections among different users is listed

in user allocation table in Fig. 8.1.

Each of the six users (Alice (A), Bob (B), Charlie (C), Dave (D), Evan (E), and
Feng (F)) is equipped with a polarization projection system (waveplates and a polar-
izing beam splitter), a single-photon counting module, and a time-to-digital converter
for detection and analysis. Alice & Bob (AB), Charlie & Dave (CD), and Evan & Feng
(EF) are connected through the two outports of the same beam splitter and, hence, do
not have direct communication links between themselves. Nevertheless, each user is
directly connected to four others, forming a twelve-channel current quantum network,
as depicted in Fig.8.1 quantum correlation graph. For future quantum networks, the
source and multiplexing system integrated with a dedicated telescope for each chan-
nel could be deployed on a drone or satellite to enable long-distance free-space QKD

links. For further details, refer to the Materials and Methods section.
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Figure 8.1: Conceptual scheme and experimental setup of the multi-user quan-
tum network architecture. On the left, we have illustrated the concept of using two
layers of abstraction. The top layer shows the fully connected mesh of 12 channels
connecting six users through quantum correlation. The bottom layer shows the phys-
ical representation of the network topology, with the implementation shown on the
right. The topology of the quantum network is established through the central unit,
which derives three entangled photon sources from a single source and distributes
them between six users through multiplexing. The complete end-to-end implementa-
tion has three sections: central unit, free space channel, and users. Again, the central
unit has two subsections: SPDC source and spatial division and multiplexing. The
SPDC source is realized using a single-frequency continuous-wave diode laser at 405
nm, with output power controlled via a half-wave plate (HWP) and a polarization beam
splitter (PBS), which pumps a temperature-stabilized periodically poled KTP (PPKTP)
crystal placed in a polarization Sagnac interferometer. The interferometer consists of
a dual-wavelength PBS and HWP (D-HWP) for 810 nm and 405 nm wavelengths. A
plano-convex lens (focal length 150 mm) focuses the pump at the crystal center and
collimates the photon pairs generated via spontaneous parametric down-conversion
(SPDC). In the spatial division multiplexing section, the collimated SPDC emission
ring, separated from the pump by a dichroic mirror (DCM), is divided into two halves
using a prism mirror (PM), with each half further segmented into three subsections
by D-shaped mirrors (DMs). Six diametrically opposite sections form three entangled
photon sources, I, 11, and III, with section pairs (1, 17), (2, 2’), and (3, 3”) as shown in
the source division table. These subsections are multiplexed using three 50:50 beam
splitters (BS), while mirrors (M) in the experiment direct the beams through the optical
paths. The multiplexed outputs are transmitted via the communication channel to six
users. Each user’s receiver consists of a projection and detection module comprising
an HWP, quarter-wave plate (QWP), PBS, an interference filter (IF; bandwidth of 3
nm, centered at 810 nm), a fibre coupler, and a single-mode fibre (SMF) connected
to a single-photon counting module (SPCM). The SPCM outputs are processed by a
time-to-digital converter (TDC) and a computer. The user allocation table lists the
allocated subsections for each user. The quantum correlation graph illustrates the real-
ized quantum links within the network, which can be extrapolated to form a potential
global quantum network based on satellite technology.
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8.3 Results and discussions

We first characterized the entangled photon sources, with the results summarized
in Fig. 8.2. By pumping the nonlinear crystal with 1 mW of power, we tuned the
phase-matching temperature to 39.5°C to increase the SPDC ring diameter, thereby fa-
cilitating easier spatial sectioning. While a larger ring diameter by lowering the crystal
temperature away from the degenerate phase-matching temperature enables finer divi-
sion of the annular emission ring and increases the number of entangled photon sources
derivable from a single setup, it also spreads the photon pairs over a larger area, re-
ducing the collected photon flux and thus lowering the achievable bit rate. However,
an increase in pump power can mitigate the issue of the lower bit rate. The measured
coincidence counts (without polarization projection) between different subsections, as
shown in Fig. 8.2(a), confirm strong correlations between diametrically opposite sec-
tions, with a coincidence rate of 0.15 x 10° s~!, and negligible (6 x 10° s™!) or no
coincidences between non-opposite sections. The single-photon detection rates (Fig.
8.2(b)) from six spatial subsections vary between 1.3 x 10% and 2.0 x 10° s, corre-
sponding to coupling efficiencies above 10%. The variation in single counts among the
subsections may be attributed to imperfect spatial sectioning of the SPDC ring, likely
caused by mechanical constraints in the experimental setup. Although this variation
does not affect the present study, it could be minimized across all sections by employ-
ing an advanced spatial sectioning approach using a microlens array coupled to fiber

bundles.

The polarization correlation visibility (for example between subsections 2 and 2’
shown as violet color diamonds) across all bases for the diametrically opposite sections
exceeds 93%, as illustrated in Fig. 8.2(c), which shows the polarization-dependent co-

incidence counts for one representative entangled photon pair in the horizontal (H),
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vertical (V), diagonal (D), and anti-diagonal (A) bases. The measured Bell param-
eter is § = 2.63, clearly violating the classical limit of 2. We observe similar per-
formance parameters while considering the pair subsections, 1 & 1’, and 3 & 3.
Further, quantum state tomography performed by reconstructing both the real (Fig.
8.2(d)) and imaginary (Fig. 8.2(e)) components of the two-photon density matrix
confirms that the generated state corresponds to the maximally entangled Bell state
|07) = (JHH) —|VV))/V/2, with a state fidelity of 98%. These observations collec-
tively confirm the reliable and high-quality generation of three independent entangled
photon sources derived from a single experimental resource. Using the difference in
the number of reflections (even or odd) in the two arms of a single source, we char-
acterized the quantum state as |¢ ) and |¢ "), with the same entangled parameters, as

expected.
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Figure 8.2: Characterization of spatially separated entangled photon sources de-
rived from a single SPDC source. (a) Coincidence counts between different subsec-
tions, showing strong correlations between diametrically opposite sections carrying
pair photons generated via the SPDC process. (b) Singles counts of different subsec-
tions, along with the coincidence visibility between diametrically opposite sections, 1
& 1’,2& 2, and 3 & 3’. (c) Quantum interference of the spatially separated entangled
photon sources (here, we used source Il comprises of subsections 2 & 2’) measured
in the horizontal (H, black dots), vertical (V, red dots), diagonal (D, blue dots), and
anti-diagonal (A, green dots) polarization bases. (d,e) Graphical representation of the
absolute values of the real (d) and imaginary (e) parts of the reconstructed density ma-
trix of the polarization-entangled Bell state |¢ ).

Having characterized the performance of the three spatially separated entangled
photon sources derived from a single setup, we investigated the properties of a quan-
tum network established through their multiplexing using 50:50 beamsplitters. The
results are presented in Fig. 8.3. As shown in Fig. 8.3(a), each user shares strong
correlations with four others, with coincidence rates ranging from 0.2 x 10° s~ to
0.4x10° s !, confirming the formation of a twelve-channel quantum network among

six users. The observed variation in coincidence counts among users may be attributed
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to imperfect spatial sectioning using the available components in the lab. and collec-
tion of the SPDC ring, implemented to accommodate mechanical constraints of the
experimental setup, as well as deviations of the beam splitters from ideal 50:50 split-
ting ratios. On the other hand, the users connected via the same output port of a beam
splitter such as Alice & Bob, Charlie & Dave, and Evan & Feng exhibit only minimal
coincidence counts (1.1 x 10° s ' t01.4x10° sfl), attributed to background noise,
indicating no direct communication link between them. To further assess channel in-
tegrity, we introduced digital delays up to 20 ns between pair photons across different
user combinations. The resulting coincidence counts remained within a similar noise-
limited range, stemming from dark counts, accidental events, and optical imperfections
in the system. It is to be noted that all the results presented in this article are based
on raw, unprocessed data. While standard correction techniques accounting for detec-
tor inefficiencies and background subtraction can improve apparent performance, they
may obscure the true practicality of the scheme. To retain relevance for real-world

applications, no such corrections were applied in this analysis.
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Figure 8.3: Performance characteristics of quantum links within the network.
(a) Coincidence counts for each link connecting two users in the 12-link quantum
network. (b) Measured quantum parameters for each link, including entanglement
visibility, Bell parameter (S), and quantum state fidelity. The network supports both
|¢™) and |¢ ) Bell states, with each state distributed across six of the twelve links
owing to the network’s topology.

Furthermore, we measured the entanglement visibility, Bell parameter, and quan-
tum state fidelity for each link Alice-Charlie (AC), Alice-Dave (AD), Alice-Evan
(AE), Alice-Feng (AF), Bob-Charlie (BC), Bob-Dave (BD), Bob-Evan (BE), Bob-
Feng (BF), Charlie-Evan (CE), Charlie-Feng (CF), Dave-Evan (DE), and Dave-Feng
(DF), connecting any two users in the network (see Fig. 8.1). As shown by the golden
bars in Fig. 8.3(b), the interference visibility, averaged over all polarization bases for
each user pair in the network, ranges from 80% to 88%. This is slightly lower than
the visibility observed from the individual sources, primarily due to imperfections in-
troduced by additional optical elements, including the beam splitter in the network.
Nevertheless, the measured visibilities remain well above the 71% threshold required
to confirm entanglement [92], thereby verifying entanglement across all users in the

network.

We also performed quantum state tomography shared between two user pairs in
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the network and found that due to the use of different numbers of reflections in the
network paths the links, AC, AF, BC, BE, CE, and DE and AD, AE, BD, BE, CF, and
DF connect two used through |¢ ™) and |¢ ), respectively. The measured fidelity of
the shared quantum states varies in the range from 91% to 95% (see green bars in Fig.
8.3(b)). The corresponding Bell parameters S also exceeded the classical limit of § = 2,
varying in the range of S = 2.2 — 2.5, thus confirming the presence of quantum corre-
lations. Using the coincidence counts between each pair of users connected through
the twelve-channel network in the HV and DA bases, and applying binary Shannon
entropy, we estimated the secure key rate between every pair (see Eq. 8.1 in the Meth-
ods section), yielding a total secure key rate of 76 kbps across the network. Similarly,
the total sifted key rate, calculated from the coincidence counts in the HV and DA
bases, is found to be 407 kbps. These numbers will be high for the detection using
SNSPD detectors with quantum efficiency >95%. As explained previously, the use of
standard corrections will improve the values of the parameters close to ideal. However,
these results demonstrate the successful realization of a twelve-channel entanglement-
based quantum network, enabling simultaneous quantum key distribution among six
users at high bit rates. With improved collection strategies, use of SNSPD detectors,
and an increased number of spatial sections while considering a larger diameter SPDC
ring generated at high pump power, this spatial-division multiplexing technique holds
promise for scaling up multi-user quantum communication networks beyond what is

currently feasible using WDM schemes.
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Figure 8.4: Performance parameters of the entangled-photon source for scalable
quantum networking. (a) Variation of the Bell parameter S and coincidence counts as
a function of pump power for two spontaneous parametric down-conversion (SPDC)
emission-ring diameters, corresponding to crystal temperatures of 7 = 37.7°C and
T = 39.7°C. (b) Tabulated SPDC source characteristics at the two crystal tempera-
tures, showing that an increased emission-ring diameter allows finer spatial sectioning.
This capability supports network-topology scaling to accommodate more users while
preserving the entanglement quality of the source.

To assess the scalability of our approach, we performed a separate experiment eval-
uating the performance of the entangled photon source in terms of the Bell parameter
S and coincidence counts as a function of pump power at two phase-matching tem-
peratures, 7. The results are shown in Fig. 8.4. As evident from Fig. 8.4(a), at T =
39.7°C, the rate of decrease in S with pump power is measured to be 0.085 mW~!,
while the coincidence count rate increased at 0.056 MHz/mW. Reducing the crystal
temperature to T = 37.7°C, away from the degenerate, collinear phase-matching con-
dition, enlarged the SPDC emission ring, decreasing the coincidence count slope to
0.041 MHz/mW and hence the attainable bit rate. However, the smaller degradation
rate of § = 0.068 mW ! suggests that higher pump powers can be employed to recover
the bit rate without compromising quantum correlations. This behaviour can be at-
tributed to the reduced photon density across the enlarged ring [92], which, in addition
to lowering the bit rate, lowers the probability of multi-pair generation at the same

spatial location, a primary source of correlation degradation. Consequently, the source



8.4. Materials and Methods 157

preserves comparable quantum performance and bit rate even at elevated pump pow-
ers, demonstrating robustness to variations in ring size. To further quantify this, we
have tabulated key performance parameters between two users for different ring sizes.
As shown in Fig. 8.4(b), lowering the crystal temperature from 39.7°C to 37.7°C
increases the annular ring diameter from 4.95 mm to 6.55 mm, while still achieving
comparable coincidence rates (~ 83 kHz) and Bell parameters (S > 2.6) with increased
pump power (from 1 mW to 2.1 mW). These results clearly demonstrate the scalability
of our entangled photon source for quantum networks with a larger number of users.
Again, given the higher bit rate achieved in the network, each user can be considered
as a node, enabling the expansion of the network by employing the WDM schemes
[239, 240] or a one-to-multi-port beam splitter [248] to connect additional users to the

network. This approach facilitates the realization of a large-scale quantum network.

8.4 Materials and Methods

8.4.1 Polarization entangled photon source

The schematic of the experimental setup is shown in Fig.8.1. We used a continuous-
wave, single-frequency diode laser that delivers an output power of 21 mW at a central
wavelength of 405 nm with an approximate linewidth of 20 MHz as the pump source
for the experiment. To improve the spatial mode quality of the laser, we couple its
output into a single-mode fiber (SMF) and subsequently collimate it using a fiber col-
limator. The laser power to the experiment is controlled using a combination of a
half-wave plate (HWP) and a polarizing beam splitter (PBS) cube. Another HWP is
used to rotate the horizontal polarized pump beam to a diagonal polarization state,
ensuring equal power distribution between the two output ports of a dual-wavelength

PBS (D-PBS), and hence equal power to the clockwise (CW) and counterclockwise
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(CCW) propagating pump beams inside a polarization Sagnac interferometer. The
Sagnac interferometer is comprised of D-PBS, optimized for both 405 nm and 810
nm, and two plane mirrors (M). A lens (L) of focal length f = 150 mm focuses the
pump beam from both directions to a spot diameter of ~40 um at the center of the
nonlinear crystal, which is symmetrically placed between two mirrors, M, relative to
the D-PBS. A 20 mm-long periodically poled potassium titanyl phosphate (PPKTP)
crystal with a grating period A = 3.425 um and an aperture of 1 x 2 mm? is used
to generate non-collinear, degenerate, type-0 (e — e + €), quasi-phase-matched pair
photons at 810 nm through the spontaneous parametric down-conversion (SPDC) pro-
cess. The crystal is housed in a temperature-controlled oven, which can be varied up

to 200°C with a stability of +0.1°C to maintain optimal phase matching.

A dual-wavelength half-wave plate (D-HWP), optimized for 405 nm and 810 nm
and oriented at 45° to the vertical axis, is placed inside the Sagnac interferometer
to transform the horizontal polarization into vertical and vice versa. As described in
Refs.[92, 124], the SPDC photons generated from the CW and CCW beams exhibit
annular ring distributions, with pair photons lying diametrically opposite points on the
ring, are recombined at the D-PBS and collimated using lens L. The dichroic mir-
ror (DCM), placed between lens L and the HWP, separates the SPDC photons from
the pump. The resulting entangled quantum state of the pair photons is given by
|0%) = (JHH) — [VV))/V/2, representing a Bell state. The SPDC ring is captured
using an electron-multiplying charge-coupled device (EMCCD) camera (Andor iXon
Ultra 897) with an interference filter centered at 810 nm and a bandwidth of approxi-

mately ~3.2 nm, as shown in the inset of Fig. 8.1.
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8.4.2 Spatial division and multiplexing

Since entangled photon pairs lie on diametrically opposite points of the SPDC ring,
we segmented the ring to create three independent entangled photon sources. First, we
used a gold-coated prism mirror (PM) to divide the annular SPDC ring into two equal
halves. We then further subdivided each half into three angular sections using four
D-shaped mirrors (DM), creating two sets of spatial segments, (1, 2, 3) and (1°, 2’, 37).
These segments are arranged (see Fig. 8.1 physical representation graph such that each
pair of diametrically opposite sections, (1, 17), (2, 2’), and (3, 3”) contains correlated
pair photons forming three spatial separated entangled photon sources, I, II, and III,
respectively, from a single set of resources: the pump laser, the nonlinear crystal, and

the Sagnac interferometer.

We further multiplexed the six subsections of the three entangled photon sources
and assigned communication channels using three nearly 50:50 beam splitters (BS),
as illustrated in Fig.8.1 experimental seutp. Subsections 1 and 2, originating from
entangled photon sources I and II, respectively, are combined through two input ports
of a beam splitter, and the two output ports are routed to users Alice (A) and Bob (B).
As a result, photons reaching Alice and Bob originate from sources I and II with equal
probability. However, due to the probabilistic nature of beam splitter outputs, Alice
and Bob do not receive photon pairs simultaneously, and therefore, no direct quantum

communication is possible between them.

Similarly, subsections (3, 1’) from entangled photon sources III and I, and (2°, 3°)
from sources II and III, are each merged at beam splitters, with their outputs directed to
users Charlie (C), Dave (D), and Evan (E), Feng (F), respectively. Like Alice and Bob,

these user pairs (Charlie, Dave) and (Evan, Feng) are connected by the same beam
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splitter, and hence cannot perform quantum communication between themselves.

However, this multiplexed configuration enables each of the six users to share
entanglement-based communication with four other users via three distinct entangled
photon sources, forming a twelve-channel quantum network, as shown in Fig. 8.1
quantum correlation graph. The channels are labeled using the initials of the com-
municating parties, for example, the channel between Alice and Charlie is denoted
as “AC”. The complete set of channels in the network includes: “AC”, “AD”, “AE”,

GCAF”’ “BC”, ‘GBD”’ ‘GBE”, 6£BF”’ 6‘CE”, ‘GCF”, “DE”, and ‘GDF”.

8.4.3 Projection and detection for each user

All six quantum channels guided using mirrors, M in the experiment, are equidistant
(although this is not a necessary condition) in free space from the BS to the user. To
measure the entanglement among the parties, each user has a polarization projection
system comprised of either HWP, PBS, or HWP, QWP, and PBS, and the detection
systems comprised of an interference filter (bandwidth ~3.2 nm), mounted fiber cou-
pler, single-mode fiber (SMF), and single-photon counting modules, SPCMs (SPCM-
AQRH-14-FC). All SPCMs are connected to a single time-to-digital converter (TDC)
(Swabian, Time Tagger Ultra) and a computer, for photon counting, time stamping,

recording, and experimental data analysis.

8.4.4 Estimation of secure key rate

the achievable secure key generation rate between any pair of users within the network

can be estimated based on the formula presented in Ref. [241]
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1 1-V,
Rsk = 5Coa {1—(1—|—m)H( 2”‘”

+ iy {1—(1+m)H(1_VHV)} 8.1)

2

Here, Cyy and Cpy are the total numbers of coincidence counts in the DA and HV
bases, H is the binary Shannon entropy, and we used a bidirectional error correction of

m=1.1[241].

8.4.5 Scaling of the network

The presented network architecture is highly scalable, allowing users to be added or
removed without altering the core design. In contrast, prior networks based on wave-
length division multiplexing (WDM) require additional narrow-bandpass filters sym-
metric to the degenerate wavelength of the entangled photon source, defined by ITU
frequency channels. However, such approaches reduce the bit rate between users and
increase crosstalk. Moreover, scaling the WDM-based network by increasing the spec-
tral bandwidth of the entangled photon source demands a shorter nonlinear crystal
length, which decreases the source brightness. In addition, an increase in the band-
width of the source requires phase correction of the source arising from the dispersion

of the optical elements present in the experiment and the length of the fiber link.

These limitations are overcome in the present network. Scaling can be achieved
by increasing the diameter of the SPDC ring; however, for a given input power and
figure of merit of the nonlinear crystal, the photon pair density over a larger annular
area decreases the collection efficiency and channel bit rate. This can be mitigated by

increasing the pump power (see Fig. 8.4), thereby generating photon pairs at a higher
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rate to compensate for the spatial spread. Although increasing the number of usable
spatial sections via D-shaped mirror sectioning introduces diffraction and a loss in the
coincidence rate. The use of higher-brightness sources, improved detection efficiency,
and advanced collection schemes like ring-shaped microlens arrays, multicore fibers,

and multiplexing techniques in integrated platforms can help mitigate these challenges.

Furthermore, considering each user as a node, additional scalability can be achieved
by integrating WDM devices and/or one-to-many beam splitters. Employing faster de-
tection systems and reducing the coincidence window allows higher source brightness
and mitigates interlink crosstalk. Importantly, simultaneous communication between
network nodes is not hindered by the absence of a node or its users, except that users

connected through that node become inaccessible for communication.

8.5 Conclusion

We have demonstrated a scalable quantum network architecture based on spatial
division and beam-splitter-based multiplexing of an SPDC ring, enabling simultaneous
distribution of polarization-entangled photon pairs among multiple users. In contrast
to conventional schemes relying on WDM or multi-core fiber arrays, our approach
eliminates the need for narrowband filters and complex spatial coupling optics, thereby

preserving high photon collection efficiency while minimizing inter-channel crosstalk.

The network supports dynamic reconfiguration, allowing users to be added or re-
moved without altering the core optical setup, making it highly adaptable for real-
world deployment. Using polarization measurements in mutually unbiased bases (HV
and DA), we estimated a total sifted key rate of 407 kbps and a secure key rate of
76 kbps across all user pairs, demonstrating the viability of the architecture for high-

throughput quantum key distribution.
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Scalability can be further enhanced by increasing the diameter of the SPDC ring
and pump power, enabling more communication channels without compromising the
bit rate. Moreover, integrating the current scheme with WDM devices or one-to-many
beam splitters offers a route toward building even larger quantum networks. Our results
establish a versatile and efficient platform for a next-generation global quantum net-
work for multi-user quantum communication, overcoming key limitations of WDM-
based approaches in terms of spectral channel constraints and inter-channel crosstalk.
In gist, in a conventional WDM-based multi-party network, we split the signal and idler
photon spectra using very narrowband filters for generating multiple entangled photon
sources. Hence, WDM-based networks use photon pairs with a spectral width in the
range of 0.1-0.2 nm, and a lower overall coincidence rate in the network is expected,
even with a larger number of EPS. This also introduces inter-channel crosstalk. Also,
at the experimental level, there is a trade-off between photon bandwidth and generation
rate, so the scalability with increasing the spectral bandwidth is limited. In contrast,
in our case, the spectral width of the photon pairs is about 3 nm, which is more than
an order of magnitude larger, resulting in a higher coincidence rate than the WDM
scheme in a similar laboratory environment setup with fewer EPS. On the other hand,
spatial sections multiplexing offers advantages such as reduced reliance on spectral
filtering, lower crosstalk, and direct utilization of spatial correlations. We also showed
that increasing the ring size accommodates more users without tampering with net-
work metrics. In the final chapter, I will summarize and conclude with a discussion of

the future scope.






Chapter 9

Conclusions and Future Scope

9.1 Conclusion

This thesis has presented a comprehensive study on the generation, characteri-
zation, and application of high-quality photon pairs from SPDC sources using the
methodology of spatial sectioning and multiplexing, with special attention given to its
role in quantum random number generation (QRNG), device-independent randomness
certification, multi-user quantum key distribution (QKD) networks, protocol optimiza-

tion, and entanglement fidelity preservation.

Beginning with the systematic characterization of heralded single-photon and en-
tangled photon sources, we established clear experimental guidelines for optimizing
quantum performance metrics such as the second-order correlation function g(z) (0),
Hong—Ou-Mandel (HOM) interference visibility, and entanglement visibility. By vary-
ing coincidence windows, spectral filtering, collection modes, and pump power, we

quantified the trade-offs between source brightness and quantumness, identifying prac-
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tical configurations that meet the stringent requirements of modern quantum commu-

nication systems.

Building on these foundations, we proposed and experimentally demonstrated a
beam-splitter-free QRNG that leverages the intrinsic temporal and spatial correlations
of SPDC photon pairs. This approach eliminated the need for probabilistic optical el-
ements while achieving high min-entropy and passing stringent statistical test suites,
establishing a simplified and efficient architecture for true randomness generation. We
then extended the concept to a device-independent QRNG (DI-QRNG) with simulta-
neous live Bell test certification, introducing a scalable spatial division technique that
enabled the formation of multiple entangled photon sources from a single SPDC re-
source. This architecture set a new benchmark for the trustworthiness and scalability

of DI-QRNGs.

The spatial profile division-multiplexing principle was further harnessed to real-
ize a fully connected, 12-channel QKD network for six users without reliance on
wavelength division multiplexing (WDM) or complex coupling optics. This design
maintained high photon collection efficiency, minimized inter-channel crosstalk, and
supported dynamic user reconfiguration, demonstrating the viability of spatial-mode-

based networking for next-generation quantum communication.

To improve QKD protocol efficiency, we introduced a spatial randomness-based
BBM92 scheme that replaced conventional beam-splitter-based basis selection with
deterministic spatial correlations from the SPDC ring. This innovation removed encod-
ing bias, reduced QBER, and increased the sifted key rate by a factor of 6.4 compared

to traditional implementations.

Finally, we addressed the detrimental impact of geometric phase (GP) and other
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phase drifts on entangled photon visibility and QBER. Through both analytical mod-
eling and experimental verification, we demonstrated that GP effects can significantly
degrade QKD performance, and proposed a practical receiver-end compensation method
using a QHQ waveplate configuration. This restored Bell-state fidelity above 95% and
reduced QBER to secure operating levels, offering a robust solution for phase stabi-

lization in long-distance and dynamically varying channels.

Collectively, the contributions of this thesis form a unified experimental toolkit for
high-brightness, high-purity, and application-ready SPDC sources, supporting secure,
scalable, and robust quantum communication infrastructures. The demonstrated de-
signs and techniques are compatible with both terrestrial and satellite-based systems,

providing a solid foundation for practical global quantum networks.

9.2 Future Scope

The research presented in this thesis opens several promising directions for fur-
ther exploration and advancement. Regarding random number generation, a possible
scheme is simultaneous loophole-free certification using Bell’s parameter, which uti-
lizes photons from two spatially random sections that simultaneously contribute to bit-
string generation. For QRNG and DI-QRNG systems, multi-bit extraction using SPAD
camera arrays or advanced micro-lens-array collection mechanisms could enable op-
eration at hundreds of megabits per second, meeting the demands of high-throughput
cryptographic and simulation applications. In quantum networking, scaling the SPDC
ring size, optimizing the pump beam power, and combining spatial multiplexing with
wavelength-division multiplexing could create hybrid architectures capable of support-
ing dozens of high-quality entanglement channels. The spatial randomness-based ba-

sis selection method can also be adapted to other entanglement-based protocols, such
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as E91 or MDI-QKD, to enhance key rates and reduce error rates. The geometric
phase compensation approach demonstrated here could be extended into real-time,
feedback-controlled stabilization systems for free-space QKD links, including mobile
or satellite-based platforms. Furthermore, integration with modern photonic platforms
provides a practical route to transform bulk-optics implementations into compact, sta-
ble, and scalable quantum systems. Waveguide-based SPDC sources in materials such
as lithium niobate or silicon nitride offer strong mode confinement, resulting in higher
brightness and improved coupling efficiency. By fabricating arrays of such waveguides
on a single chip, multiple photon-pair sources can be generated in parallel,effectively
extending the spatial multiplexing concept into an integrated and highly stable archi-
tecture. In addition, integrated photonic circuits can incorporate key components such
as beam splitters, phase shifters, and filters, significantly reducing alignment complex-
ity and optical losses. The integration of on-chip detector arrays, including SPADs or
superconducting nanowire detectors, further enables higher data rates. Overall, such
integration will improve robustness, scalability, and compatibility, making it highly

promising for practical, large-scale quantum communication applications.
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